
The International
Emergence of Criminal

Information Law

by

Professor Dr. Ulrich Sieber
University of Würzburg/Germany

Carl Heymanns Verlag KG • Köln • Berlin • Bonn • München



Contents

page

Preface to the Series IUS INFORMATIONIS VII
Preface to the Book and Acknowledgements IX

I. Introduction 1

II. Empirical Background:
Development and Control of Computer Crime 3

A. Historical Development 3
B. Definition and Classification of Computer Crime 5
C. Statistics and Relevance of Computer Crime 6
D. Strategies of Computer Security and Crime Control 8

1. Voluntary Security Measures for Computer Users 8
2. Enforcement of Security Measures 9
3. Education and Deterrence of Potential Perpetrators 10
4. Consequences for the Role of Criminal Law 10

III. New Issues for Substantive Criminal Law 11

A. The Emergence of "Criminal Information Law" 11
1. Legal History 11
2. The Traditional Legislative Approach 15
3. The Emergence of Criminal Information Law 16

B. The Protection of the Holder of Information 18
1. The Exclusive Use of Information 18

a) The Protection of Trade Secrets 18
b) Intellectual Property Law 21
c) Special Statutes Protecting the Exclusive Access to and

Use of Computer Data 24
2. The Integrity and Correctness of Information and Data 28

a) The Integrity of Information and Data 28
b) The Correctness of Information and Data 30

XI



Contents

c) False Information as a Means to Attack other Legally
Protected Interests 32

C. The Privacy Protection of the Concerned "Data Subject" 33
1. Differing Concepts of Privacy Laws 34
2. Differing Acts Covered by Criminal Law 35

a) Infringements of Substantive Privacy Rights 36
b) Infringements Against Formal Requirements 37
c) Infringements of the Access Rights 38
d) Neglect of Security Measures 38

3. Conclusions and Future Requirements 38

IV. New Issues for Procedural Law 41

A. Relevance and Historical Development 41
B. The Coercive Powers of Prosecuting Authorities 44

1. Relevant Problems 44
2. Search and Seizure in Automated Information-Systems 46

a) Problems of Traditional Law 46
b) Law Reform 51

3. Duties of Active Cooperation 53
a) The Practical Problems 53
b) Duties to Surrender Seizable Objects 54
c) Duties to Testify 55
d) Law Reform and Evaluation 56

4. Wire Tapping and "Eavesdropping" 59
a) Problems of Traditional Law 59
b) Law Reform 62

C. Specific Problems with Personal Data 63
1. Constitutional Requirements 64
2. Legal Regulations 65

D. Admissibility of Computer-Generated Evidence 67
1. Continental Law Countries 67
2. Common Law Countries 68

V. International Legal Harmonization 73

A. Computer-Related Economic Crime 73
1. Harmonization of Underlying Civil Law 73

a) Protection of Computer Programs 73

XII



Contents

b) Protection of Topographies 75
c) General Approaches 75

2. Harmonization of Criminal Law 76
a) First Initiatives of the OECD 76
b) The Guidelines of the Council of Europe 78
c) The Proposais of the European Communities 80
d) The Resolution of the United Nations 80

B. Computer-Related Privacy Protection 82
1. Harmonization of Underlying Administrative and Civil Law 82

a) The OECD-Guidelines 82
b) The Activities of the Council of Europe 82
c) The Proposais of the European Communities 84
d) The Activities of the United Nations 86

2. Harmonization of Criminal Law 86
C. Computer-Related Procedural Law 88

1. Coercive Powers in the Field of Information Technology 89
2. Legality of Processing Personal Data in the Course of Criminal

Proceedings 91
3. Admissibility of Computer-Generated Evidence in Court

Proceedings 92
a) Civil Procedural Law 92
b) Criminal Procedural Law 94

VI. Summary and Recommendations 95

1. Importance of Respective Questions 95
2. Substantive Criminal Law 95
3. Procedural Criminal Law 96
4. The International Harmonization of Law 97
5. Recommendation for Future Work 98

French Summary - Resume Francais 101
German Summary - Deutsche Zusammenfassung 111
Italian Summary - Sommario italiano 121

International Select Bibliography 131
Index 143

XIII


