Wiretap Channel with Side Information

Vom Fachbereich Ingenieurwissenschaften
der Universitat Duisburg-Essen
zur Erlangung des akademischen Grades einer
Doktorin der Ingenieurwissenschaften(Dr.-Ing.)

genehmigte Dissertation

von
Yanling Chen

aus Henan, China

Referent: Prof. A. J. Han Vinck
Korreferent: Prof. Yuan Luo

Tag der miindlichen Priifung: 17. September 2007



Wiretap Channel with Side Information
October 25, 2007, Essen, Germany
Editor: Yanling Chen

With refs.

ISBN: 3-9807929-8-6

Publisher: Institute for Experimental Mathematics, Ellernstr. 29, 45326 Essen, Germany



To the memory of my father Qingzian Chen and to my mother Xiumei Wang.






Acknowledgments

First and foremost, I would like to express my deepest gratitude to my supervisor, Prof. A.
J. Han Vinck, for his guidance and helpful suggestions throughout the entire course of this
research. He is brilliant, knowledgeable, insightful, and most importantly, always available.
I thank him for guiding me to learn the art of research and the philosophy behind it.

Also I am deeply grateful to Prof. Trung van Tran for his constant support and encour-
agement. A special thank goes to Prof. Yuan Luo for reviewing the previous version of this
dissertation and providing valuable comments.

Thanks are also due to all the colleagues in the Institute for Experimental Mathematics,
for the vivid discussions we had on various topics. Special thanks should go to Pavol, Anil,
Ashot and Marjan for their brainstorming with me when I failed coming up with ideas.
I'm also grateful to Balakirsky and Anahit for many simulating discussions and lectures
that helped me improve my knowledge in related area. I would further like to thank the
secretary, Birgit, for her willingness to help and kindness.

I additionally would like to express my appreciation to the Graduate College of the
University Duisburg-Essen and DFG (Deutsche Forschungsgemeinschaft) for their financial
contributions.

I wish to thank Prof. Shiyi Shen and my former advisors, Prof. Fangwei Fu and Prof.
Lusheng Chen, who are at Nankai University, China, but never failed to give me great
encouragement and suggestions.

I owe many thanks to my friends outside of my research, Ziad, Yanke, Huizhi, Viktorija,
Heike, Alenka and Jing. Their support and care helped me overcome setbacks and stay
focused on my research. I am also indebted to my cat, Timtim, who is always incredibly
sweet and brings me a lot of fun.

Last but not least, I would like to express my heartfelt gratitude to my family, especially
my mother Xiumei Wang, my sister Ling Chen and my brother Yajun Chen, for always being
there when I need them most and for supporting me through all these years.






Contents

Contents
1 Introduction
1.1 Historical perspective . . . . . . . .. . L
1.1.1  Wyner wiretap channel . . . . .. ... ... ... ..........
1.1.2 Broadcast channel . . . ... ... ... ... .............
1.1.3 Broadcast channel with confidential messages . . . . . . . . ... ..
1.1.4 Gaussian wiretap channel . . . . . . ... ... oo,
1.1.5 Dirty paper channel . . . . ... ... ... ... ... ...
1.1.6 Gaussian wiretap channel with side information . . . . . . . . .. ..
1.1.7 Otherrelated work . . . . . . . . . ... ... ... ... ... ....
1.2 Thesisoutline . . . . . . . . .. L e
2 Theoretical Background

2.1 Basic definitions . . . . . .. ...
2.2 Asymptotic equipartition property (AEP) . . . ... ... o000
2.3 Fano-inequality . . . . . . . . ..

Wiretap Channel with Side Information

3.1 Introduction . . . . . . . . . ..
3.2 Model description . . . . . . . ..o
3.3 Achievability proof . . . . ... L

3.3.1 (Ryi,l)isachievable. . . . . . ... ... ... L.

3.3.2 (Rys,dyso) is achievable . . . . . . ... ... ...
3.4 Discussion . . . ... oL e
3.5 Concluding remarks . . . . . . ...

Gaussian Wiretap Channel with Side Information

4.1 Introduction . . . . . . . . . . . . e e
4.2 An achievable rate equivocation . . . . . . . .. ... L.
4.2.1 Model description . . . . . ...
422 Analysisof Rand Rz . . . . . . . . . . ... ...
4.2.3 Achievableregion . . . . . .. ... o o o
424 DiscussSion . . . . . ..o e
4.3 A general result on dirty paper channel . . . ... ... ... ... ...
4.3.1 Preliminaries . . . . . .. .. o
4.3.2 Geometric interpretation of Gaussian mutual information . . . . . .
4.3.3 Rate . . . . . .

e

= O © O O = = -

—

13
14
18

19
19
19
22
22
27
33
35



4.3.4 DISCUSSION . . . . v v o i e e e e e 54

4.4  An extended rate equivocation region . . . . . ... ... 55
4.4.1 Model description . . . . .. ... 56

4.4.2 Analysisof Rand Rz . . . .. .. . ... .. .. ... ... . ... . 59

4.4.3 Achievableregion . . . . . . ... .. L 61

4.4.4 DiSCussion . . . . . ... e e e e e 66

4.5 Concluding remarks . . . . . . ... L Lo 73

5 Random Linear Code for the Wiretap Channel 75
5.1 Introduction . . . . . . . . .. L L 75
5.2 Model description . . . . . . ..o 75
5.3 Random linear codes to achieve secrecy capacity . . . ... ... ... ... 7
5.3.1 Parameter settings . . . . . . . .. ..o oo 7

5.3.2 Reliability proof . . . . .. ... 79

5.3.3 Security proof . . . . ... 81

5.4 Performance of linear codes in wiretap channel . . . ... .. ... ... .. 85
5.4.1 Efficiency . . . . . . .. 85

5.4.2 Reliability . . . . . . . .. 86

5.4.3 Security . . . . ... 90

5.5 Twospecial cases . . . . . . . . . .. 92
5.5.1 (] is a Hamming code and C is a repetition code . . . . . .. ... 92

5.5.2 Cj spans the whole space {0, 1} . . . .. .. ... ... ... ..., 98

5.5.3 Example. . . . . . ... 103

5.6 Concluding remarks . . . . .. ... Lo 104

6 Application to Biometrics 107
6.1 Introduction . . . . . . . . . ... 107
6.2 Juels-Wattenberg scheme . . . . . . ... ... o0 oL 108
6.3 Security analysis of Juels-Wattenberg scheme . . . . . . .. ... ... ... 109
6.4 A modified fuzzy commitment scheme . . . . . ... ... ... ... .. 110
6.5 Security analysis of the modified scheme . . . . . .. .. .. ... ... ... 111
6.6 Concluding remarks . . . . . .. ... 112

7 Conclusions 113
7.1 Summary of the thesis . . . . . . . . ... ... o 113
7.2 Possible directions for future work . . . . .. .. o000 114
Bibliography 115
Appendices 121
AppendixI. . . . . . . e e 121
Appendix IT . . . . . . . o 123
Appendix III. . . . . . . . . . e 124
Appendix IV, . . . . o L 125
Appendix V . . . . oL 126
Appendix VI. . . . . o o 126
Appendix VII . . . . . . . . o 127
Appendix VIII. . . . . . . . o 130

ii



Appendix IX. . . . . . . 132

Appendix X . . . . Lo 134
Appendix XI. . . . . . . L 135
Appendix XIT . . . . . . o Lo 135
Appendix XIII. . . . . . . . . . . e 136
Appendix XIV . . . . . . L 137
Appendix XV . . . . L 138
Appendix XVI. . . . . . L 138
Appendix XVII . . . . . . L o 139
Appendix XVIIT. . . . . . . .o 140
Appendix XIX . . . . . . o L 142
Appendix XX . . . . L 146
List of Tables 151
List of Figures 153
List of Symbols 155
Biography 157

iii






Chapter 1

Introduction

1.1 Historical perspective

The concept of the wiretap channel was first introduced by Wyner [1]. The model which
he proposed is shown in Figure 1.1. It is a form of degraded broadcast channel [2], but
the goal here is quite different. For the degraded broadcast channel, one seeks to maximize
the flow of information to both receivers. However, for the wiretap channel, we assume
that the wiretapper knows the encoding scheme used at the transmitter and the decoding
scheme used at the legitimate receiver. The objective is to maximize the rate of reliable
communication from the source to the legitimate receiver, subject to the constraint that
the wiretapper learns as little as possible about the source output.

SK XN . Yy SK
Source [—=| Encoder Main Decoder—= Legitimate receiver
channel
Wiretap| 2" Wi
iretapper
channel PP

Figure 1.1: Wyner wiretap channel.

In this thesis, we will denote random variables U, V, X, etc. by capital letters and their
ranges by corresponding script letters. Let U be a finite set. Denote its cardinality by [U/]. We
will denote various joint and conditional probability distributions by pyv (u,v) = Pr{U =
u,V = v}, pyjv(ulv) = P{U = u|V = v}, u € U, v € V. Consider U", the set of N vectors
with components in /. The members of U will be written as u”¥ = (u, ua, - -- ,ux), where
subscripted letters denote the components and superscripted letters denote the vector. A
similar convention applies to random vectors and random variables, which are denoted by

upper-case letters.

1.1.1 Wyner wiretap channel

Wyner [1] investigated the communication system as shown in Figure 1.1. He considered
the situation when both the main channel and the wiretap channel are discrete memoryless
channels (DMCs). Let S be the source with finite alphabet S. Denote S* = (Sy,---, Sk),
where S;,1 < i < K are independent, identically distributed (i.i.d.) random variables that
take values in the finite set S. The encoder encodes every K source outputs SX into an



N-vector X, which is the input of the main channel. Let Y and ZV be the output of
the main channel and overall wiretap channel, respectively. The rate of transmission to the
legitimate receiver is defined to be

R= . 1.1
- (1)
The equivocation of the source at the output of the wiretap channel is defined to be

1
A= —H(S¥|ZM). (1.2)
K
Upon receipt of YV the decoder at the legitimate receiver makes an estimate SE of the
source output SX. The error-rate for a given encoder-decoder pair is defined as

1 &
Pe =+ ;Pr{Si # 5}, (1.3)

We say that the pair (R*,d*) (where R*,d* > 0) is achievable if, for all € > 0, there exists
an encoder-decoder pair such that

R>R"—¢, A>d"—¢, P,<ec (1.4)

In particular, if A is equal to H(S), then it is considered that the transmission is accom-
plished in perfect secrecy. Wyner showed that in most cases, there exits a secrecy capacity
Cs such that reliable transmission at rates up to Cy is possible in approximately perfect
secrecy. Define the capacity region of the wiretap channel as the set of all achievable (R*, d*)
pairs. Let the capacity of the main channel be Cj;. Then the capacity region, when both
the main channel and the wiretap channel are DMCs, is characterized as follows:

RE{R,d): 0<R<Cy, 0<d<H(S), Rd<H(ST(R)} (1.5)
where
I'R)= sup I(X;Y|Z), (1.6)
px (z)EP(R)

and P(R) is the set of px(z) such that I(X;Y) > R.

A particular simple example results when the main channel is noiseless and the wiretap
channel is a binary symmetric channel (BSC) with crossover probability p. Wyner showed
that

R<1, d<1, Rd<h(p) (1.7)

defines the set of all achievable rate equivocation pairs. As noted by Wyner, this region is
not convex.

However, when a source with memory is considered, it is necessary to modify the def-
initions of rate R and equivocation A. In [1, Appendix C], Wyner discussed an exam-
ple to illustrate such a need. Consider a stationary and ergodic source and suppose that
H(S1) > H(S). Let the main channel be a noiseless binary channel and the wiretap chan-
nel be a BSC with zero capacity. A possible encoder-decoder has K = N = 1 and takes
X1 = 5. Such a scheme has P, = 0, but R = H(S) and A = H(S1) > H(S) due to the



definitions given in (1.1) and (1.2). Using (1.4), this would lead us to accept the rate equiv-
ocation pair (H(S),H(S1)) as achievable, which would not be reasonable. Accordingly,
Wyner [1] modified the definition of the equivocation per source letter to be

BT 1 Kv|rNv
A = lim % H(S™Y|Z77).

v—00 KV

Recall that for a stationary source .5,

1
H(S)= lim —H(S").
V—00 U
Therefore, we have an achievable pair ( lim 1 H(S?), lim - H(5%?|Z"")) according to the
V—00 V—00
modified definitions. However, such a rate equivocation pair could not tell explicitly about
rate and security of the transmission, though it is clear that the rate to the legitimate
receiver is H(S7) and the transmission is accomplished in perfect secrecy.
In [3], Leung-Yan-Cheong considered the wiretap channel of Wyner’s model with an
ergodic source with a finite alphabet. Differently from Wyner [1], he defined the rate of
transmission to the legitimate receiver to be

H(SK)
R = 1.8
= (18)

the fractional equivocation of the wiretapper to be

H(SK|ZN

A= Mj (1.9)

H(SK)

and the error rate at the legitimate receiver to be
P, = Pr{SK # §K}. (1.10)

The new definitions have the advantage that they are adaptive also to a source with memory,
for instance, a stationary and ergodic source. Furthermore, the equivocation is normalized
by the entropy of the source and thus A is always bounded by a constant 1, which is not
dependent on the source. In particular, A = 1 implies that the wiretapper’s posterior
uncertainty about the source output is equal to his priori uncertainty. Thus the wiretapper
is no better informed after he receives his data than he was before. So the transmission
is accomplished in perfect secrecy. Recall the example [1, Appendix C] discussed above.
According to the new definitions, we have an achievable pair (H(S1), 1), which tells explicitly
that the rate to the legitimate receiver is H(S;) and the transmission is accomplished in
perfect secrecy.
The pair (R*, d*) is said to be achievable if, for all € > 0, there exists an encoder-decoder
pair such that
R>R" —¢, A>d" —¢ P.<e (1.11)

Consequently, the secrecy capacity Cs is defined to be the maximum R such that (R,1) is
achievable. Based on the new definitions, Leung-Yan-Cheong [3] rewrote Wyner’s result on
the achievable (R, d) region as the following.

R={(R,d): 0<R<Cy, 0<d<1, Rd<T(R)}, (1.12)



where I'(R) is the same as defined in (1.6). Furthermore, Leung-Yan-Cheong [3] showed
that, if I(X;Y) and I(X;Z) are simultaneously maximized by the same probability dis-
tribution px(z), then I'(R) is a constant and equals the difference of the capacities of the
main channel and overall wiretap channel. It is clear that in this case I'(R) is also the
secrecy capacity. As proved by Leung-Yan-Cheong [3], such situation happens when both
main channel and overall wiretap channel are symmetric discrete memoryless channels.

1.1.2 Broadcast channel

The broadcast channel was first introduced by Cover [23]. A model is given in Figure. 1.2
for the two-receiver broadcast channel. Here the problem is how to send different pieces of
information simultaneously from a single source to different receivers. This problem is still
open in the sense that for the general case, there is no single-letter characterization of the
set of achievable rates to different receivers known yet.

Y Receiver 1

S X Broadcast
Source [—| Encoder

Channel Z -

Receiver 2

Figure 1.2: Broadcast channel.

In [31], Kérner and Marton introduced two ways of partially ordering DMCs with the
same input alphabet. They defined a DMC X — Y to be more capable than a DMC X — Z,
if I(X;Y) > I(X; Z) for every probability distribution on X. They defined a DMC X — Y
to be less noisy than a DMC X — Z, if I(U;Y) > I(U; Z) for every DMC U — X with
finite input alphabet and for every probability distribution on U. In [2], Bergmans defined
the DMC X — Z to be a degraded version of the DMC X — Y, if there exists a DMC
Y — Z such that X — Z can be represented as the cascade of the channels X — Y and
Y — Z. It is shown in [31] that being more capable is a strictly weaker condition than being
less noisy in the sense that the latter implies the former and that being more noisy is a
strictly weaker condition than being a degraded version.

Classical approaches which can be applied to the broadcast channel are time sharing
and maxmin. Cover [23] introduced a superposition random coding scheme and showed
that one can generally transmit at higher rates. He designed the coding schemes for the
binary symmetric broadcast channel and the Gaussian broadcast channel. The optimality
of his scheme for the binary symmetric broadcast channel was shown by Wyner [26], and
for the Gaussian broadcast channel by Bergmans [27]. The binary symmetric broadcast
channel and the Gaussian broadcast channel are special cases of the degraded broadcast
channel. Bergmans [2] reformulated Cover’s superposition scheme for the case of the de-
graded broadcast channel and proved a rigorous random coding scheme for it. Later his
rate region was shown to be optimal by Ahlswede and Korner [12]. Thus the theory on
the degraded broadcast channel is fairly complete. For the general non-degraded broad-
cast channel, an achievable region was put forth independently by Cover [25] and van der
Meulen [28]. For more results on broadcast channels, please refer to [29] and [30] and the
references therein.



1.1.3 Broadcast channel with confidential messages

Csiszar and Korner [5] investigated the broadcast channel with confidential messages. The
model is shown in Figure 1.3. It is a broadcast channel but with the additional feature
that the message sent to the legitimate receiver is confidential and the wiretapper should
be kept as ignorant of it as possible. Following Wyner [8], they measured confidentiality
by equivocation per source letter. They showed that when both the main channel and
the wiretap channel are DMCs, the secrecy capacity of this communication system can be

expressed as

s = U, y)—-1(U; 2)|, 1.1
Co=, max  [I(U:Y) = 1(U:2) (113)

where the maximum is over all possible random variables U in joint distribution with X, Y
and Z such that U — X — (Y, Z) is a Markov chain !. An example is shown in Figure 1.4

(a).

SK XN - YN SK
Source [—=| Encoder Main Decoder—> Legitimate receiver
channel
N ZN )
Wiretap Wiretapper

channel

Figure 1.3: Csiszar-Korner wiretap channel.

It is clear that, the wiretap channel model of Wyner is a special case of the wiretap
channel model of Csiszar and Koérner, in a manner that the overall wiretap channel is a
degraded version of the main channel. Such an example is given in Figure 1.4 (d). So up
to now, the problem of single-letter characterization the secrecy capacity for the discrete
memoryless wiretap channels of these two models has been solved.

In [6], van Dijk considered a special class of broadcast channels with confidential mes-
sages where the main channel is less noisy than the wiretap channel. Following the defini-
tions of the rate, equivocation and error rate by Leung-Yan-Cheong [3] as given in (1.8),
(1.9) and (1.10), he rewrote the capacity region of the broadcast channel with confidential
messages, where the main channel is less noisy than the wiretap channel, given by Csiszéar
and Korner as followings.

R={(R,d): R>0,0<d<1,3Pxst. R<I(X;Y)and Rd< I(X;Y)—I(X;2)}. (1.14)

In particular, if the main channel is more capable (including less noisy situation) than the
wiretap channel, then the secrecy capacity satisfies

Cs =max[[(X;Y) - I(X; 2)], (1.15)
px (@)
where the maximum is over all possible distributions of X. Such an example is given in
Figure 1.4 (b).
Note that at present the calculation of secrecy capacity is still an unsolved problem when
the main channel and wiretap channel are general DMCs. However, it can be simplified

'Random variables U, X, Y are said to form a Markov chain in such a order U — X — Y if the conditional
distribution of Y depends only on X and is conditionally independent of U.



for some special cases. For instance, if the main channel is less noisy than the wire tap
channel, the expression of the secrecy capacity is given in (1.15). Moreover, as shown by
van Dijk [6], the main channel being less noisy than the wire tap channel is equivalent to the
condition that I(X;Y)—I(X;Z) is a concave function of the input probability distribution
px(z). Hence, the secrecy capacity can be calculated using convex optimization methods.
In [32], Yasui et al. proposed an Arimoto-Blahut type algorithm for computing the secrecy
capacity for this situation. In addition, van Dijk [6] showed that, if I(X;Y') and I(X; Z) are
individually maximized by the same probability distribution px(x), and the main channel
is less noisy than the wiretap channel, the secrecy capacity is

Cy = Car — Coarws (1.16)

where Cj; and Cjy are capacities of the main channel and the wiretap channel, respec-
tively. Such an example is shown in Figure 1.4 (c).

- 1—
0 v 0 0—1——0 0 1p 0 0 2 0
q P ' X N Z
X z X Z X p z p-p
| Iq 1 1 1-p 1 1 A 1 1 1P ™
(a) (b) () (d)

Figure 1.4: (a), (b), (c) are channels of Csiszar-Kérner’s model, (d) is of Wyner’s model. (a)
Cs=  max [[(U;Y)-I(U;Z)]; (b) Cs = m%ﬁ[f(X;Y)—I(X;Z)]; (c) Cs = Cu—=Cuw;
px (T

U—-X—(Y,2)
(d) Cs = m&(mx[I(X;Y) - I1(X; 2)].
px(z

1.1.4 Gaussian wiretap channel

In [4], Leung-Yan-Cheong and Hellman investigated the Gaussian wiretap channel. It is
a variant of Wyner’s wiretap channel. The model is shown in Figure 1.5. The source is
assumed to be stationary, ergodic and with a finite alphabet. The noise vectors in the main
channel and the wiretap channel, 71" and 12’ are independent and have components that are
i.i.d. according to A(0, N7) and N(0, N3), respectively. The message S¥ € SK has finite
alphabet. The input X to the main channel has continuous alphabet with an average
power constraint: % Zf\i 1 E[X?] < P, where E(*) is the expectation operator. The outputs
of the main channel and the wiretap channel are YV = XV 4+ oV and ZV = YV +nl¥,
respectively.

Following the definitions as given in (1.8), (1.9) and (1.10), Leung-Yan-Cheong and
Hellman [4] showed that the secrecy capacity of the Gaussian wiretap channel is

1 (P+N1)(N1+N2)

Ci=Cy—-C = —lo ,
s M MW 5 gN1(P—|—N1+N2)

(1.17)

where Cy and C)pw are the capacities of the main channel and overall wiretap channel,
respectively. Furthermore, the capacity region of the Gaussian wiretap channel is defined



Uit
SK XN vy &K
Source [—=| Encoder l Decoder—> Legitimate receiver

ZN
' @ Wiretapper

Figure 1.5: Gaussian wiretap channel.

by
R<Cy, d<1, Rd<C,. (1.18)

Surprisingly, Rd = Cs corresponds to a time-sharing curve as established by [4, Lemma 1].
Note that in order to establish the achievability of the entire region, Leung-Yan-Cheong

and Hellman [4] only proved that two extreme points (Cs, 1) and (Chas, Cs/Chr) are achiev-

able. Then time sharing [4, Lemma 1] implies the achievability of the capacity region.

1.1.5 Dirty paper channel

Costa [7] considered a communication problem for the following variation of the standard
additive white Gaussian noise (AWGN) channel. The model is depicted in Figure 1.6.
Here the transmitter wishes to send a message S¥ over the channel. The channel output
is given by YV = XV 4+ VN 4 N, where the channel input X has the average power
constraint +XY E[X?] < P, the noise " is distributed according to A(0, NI), and the
side information Vv is independent of n and is distributed according to (0,QI). Assume
that the side information V¥ is known to the transmitter but not to the receiver. Further
assume that the side information V¥ is noncausally available at the transmitter in the sense
that at time i the channel input signal X; can be chosen, based on the message S¥ and the
whole sequence V.

n
\L \L G
5% X vV 5K o .
Source Encode P—P Decode Legitimate receivel

Figure 1.6: Dirty paper channel.

Costa [7] described this channel using an analogy of writing on dirty paper. So the
channel is also named dirty paper channel. The communication problem over the dirty
paper channel can be stated as follows. Imagine a sheet of paper covered with independent
dirt spots having normally distributed intensity. The transmitter writes a message on it
using a limited amount of ink and sends it to a receiver. Along the way the paper acquires
more normally distributed dirt. Assume that the recipient cannot distinguish between ink
and dirt. The question is: how much information can be reliably sent. Surprisingly, Costa [7]
showed that the capacity of the dirty paper channel is

1 P
C= 3 log(1 + N)’ (1.19)

which is equal to the capacity of the corresponding standard AWGN channel. Therefore,
the original dirt on the paper (i.e., side information) has no effect on the channel capacity.

7



To prove this result, Costa [7] used a capacity theorem by Gel'fand and Pinsker [10]
and Heegard and El Gamal [11], which states that the capacity of a discrete memoryless
channel with side information V noncausally known at the transmitter is given by

C= max [[(U;Y)—-I(U;V)], (1.20)

pU,X|V(u,SC|U)

where the maximum is taken over all input distributions py; x|y (u, z|v) with a finite-alphabet
auxiliary random variable U. Costa [7] also pointed out that this result can be extended
to continuous alphabets and average input constraints by using the standard argument as
in [18, Chapter 7]. Hence, the given problem can be reduced to that of finding an appropriate
choice of U and distribution p(u, z|v). With the choice of the input distribution given by

X ~N(0,P)  independent of V,

U=X+aV wztha—P+N,
it can be readily checked that (1.19) is attained.

Channel models similar to the dirty paper channel have been widely studied. An inter-
esting and fruitful application of the dirty paper coding arises in the Gaussian broadcast
channels, where one can treat the encoded signal for one message as the known interference
and use the dirty paper coding for the other message [36]. This strategy turns out to be
optimal for scalar Gaussian broadcast channels. For multiple antenna Gaussian broadcast
channels the optimal sum rate can be obtained [36-39], although the capacity region in
general is unknown.

The result on the property that the side information does not affect the capacity of the
AWGN channel has been extended in many directions. It has been shown that the same
property holds for general ergodic (possibly non-Gaussian) side information and stationary
(but not necessarily white) Gaussian noise [34], for any colored (not necessarily stationary
or ergodic) Gaussian side information and noise [40], and for the case where the side infor-
mation is an arbitrary sequence if common randomness is available at both the transmitter
and receiver [41]. In addition, it has been shown that the same property holds not only for
dirty paper channel but also for some Gaussian multiple user channels [42], for example,
the Gaussian broadcast channel with side information, the Gaussian multiple access channel
with side information and the physically degraded Gaussian relay channel with side infor-
mation. Moreover, in [42], it has been pointed out that this result can be extended to any
(possible non-Gaussian) stationary ergodic side information and any stationary Gaussian
noise.

In practice, the side information could be memory defect locations, known interference,
image or audio etc. Costa’s result has been applied to many scenarios especially in the fields
of watermarking [34] and information hiding [33]. For instance, the watermarking problem
can be viewed as a communication problem over the dirty paper channel. Recall that
watermarking is to hide a message signal or “watermark” in a host signal or “host image”.
The embedding must be done such that the embedded signal causes no serious distortion
to its host. At the same time, the embedding must be robust to common degradations
of the watermarked signal so that the embedded information can be reliably recovered if
needed. Note that the host image in watermarking plays the role of side information in the
dirty paper channel. Furthermore, the condition that the host image should not be overly
perturbed by the watermarking can be translated to an equivalent power constraint on the



distortion, which is corresponding to the power constraint at the transmitter in the dirty
paper channel. Therefore, the optimal watermarking scheme uses dirty paper coding and
achieves the capacity.

1.1.6 Gaussian wiretap channel with side information

Mitrpant [8,9] investigated an extension of Wyner’s model: the Gaussian wiretap channel
with side information. The model is shown in Figure 1.7. It is an extension from the
Gaussian wiretap channel by adding an interference (i.e., side information) in the main
channel. The interference is modelled as a sequence VN of i.i.d. random variables such
that VIV ~ N(0, QI), independent of the noises ni¥, 7" and the message S¥. Assume that
the whole sequence of the interference is known to the encoder before the secret message
transmission.

vy oo
SK XN \L \L yN oK

Source | Encoder——= %@T Decoder— Legitimate receiver

ZN
' @ Wiretapper

Figure 1.7: Gaussian wiretap channel with side information.

For the Gaussian wiretap channel with side information, Mitrpant gave an achievable
rate equivocation region as shown in [8, Theorem 4.4] or [9, Theorem 3]. In order to
establish the region, he used the technique similar to Leung-Yan-Cheong and Hellman [4]
for the Gaussian wiretap channel without side information. First he showed that under
different conditions, three specific rate equivocation pairs are achievable. Time sharing
then implies the achievability of the rate equivocation region.

Note that the Gaussian wiretap channel with side information is also an extension of
the dirty paper channel by introducing a wiretapper. Using a similar approach of writing
on dirty paper, we consider the following communication problem: the transmitter wants
to send a secret to a receiver and he knows there is a wiretapper. He writes the secret on a
paper using a limited amount of ink and sends it. Along the way to the legitimate receiver,
the paper acquires normally distributed dirt. Assume that the wiretapper has access to
the paper with additional normally distributed dirt. Now the question of our interest is:
how much secret information can be reliably and securely sent to the legitimate receiver
without leaking information about the secret to the wiretapper. If the transmitter uses a
blank paper (i.e., without side information), he can send secret information at rates up to
the secrecy capacity of the Gaussian wiretap channel, which is equal to the difference of the
capacities of the main and overall wiretap channels as shown by Leung-Yan-Cheong and
Hellman [4]. However, to achieve reliable, efficient and especially secure communication, we
wonder whether a dirty paper might be a better choice than the blank paper as one would
choose intuitively. To this question, Mitrpant [8,9] has not provided a complete answer yet.

1.1.7 Other related work

In [43], it was shown that for Wyner’s wiretap channel, it is possible to send several low-
rate messages, each completely protected from the wiretapper individually, and use the



main channel at rate close to the capacity. However, if any of the messages are available to
the wiretapper, the secrecy of the rest may also be compromised.

In [44], it was suggested that the secrecy constraint developed by Wyner [1] and subse-
quently followed by Csiszar and Korner [5] needed to be strengthened, since it constraints
the rate of information leaked to the wiretapper, rather than the total information, and
the information of interest might be in this small amount. It was also shown that Wyner’s
scenario can be extended to “strong” secrecy constraints, where the limit is on the total
leaked information rather than just the rate, with no loss in achievable rates using extractor
functions.

In [45], Ozarow and Wyner studied another model, referred to as the wiretap channel
II, where the main communication channel is noiseless, but the wiretapper has access to
a subset of the coded bits. In order to transmit a K-bit message, an N-bit codeword is
sent to the channel, where the wiretapper can observe a subset of his choice of u < N.
The encoder is to be designed to maximize the wiretapper’s uncertainty about the message
given his intercepted channel bits, subject to the condition that the legitimate receiver can
recover the message perfectly. The optimal trade-offs among the parameters K, N, u and
the wiretapper’s uncertainty have been characterized in [45].

In [46], Maurer considered the wiretap channel with noiseless feedback. The problem
is how to distill a secret key to be used for encryption between two parties, when the
wiretapper has partial information about a common random variable shared by the two
parties. It was shown that the existence of a public feedback channel (where the wiretapper
can obtain a perfect copy of the messages transmitted over this public channel), can enable
the two parties to generate a secret key even when the wiretapper’s channel is superior
to the other two channels. Upper and lower bounds were derived for the secrecy capacity
of the wiretap channel with noiseless feedback. However, in general, the secrecy capacity
of this channel remains unknown. Maurer et al. [47-49] also examined the case of active
adversaries, where the wiretapper has read/write access to the channel. In [50,51], Csiszér
and Narayan considered the case of multiple terminals where a number of terminals are
trying to distill a secret key and a subset of these terminals act as helper terminals to the
rest.

In [52], Yamamoto extended the wiretap channel model to have two parallel discrete
memoryless broadcast channels, connecting one encoder and one legitimate decoder, where
both channels are wiretapped by non-collaborating wiretappers. Assume that the legitimate
channel is less noisy than the wiretapped channel. The admissible region were given in terms
of single-letter characterization. In [53], Yamamoto investigated the Gaussian case of the
model and described its admissible region by the capacities and secrecy capacities of two
Gaussian wiretap channels.

In [54], Yamamoto extended the wiretap channel model in two ways. First, a secret key
is allowed to be shared between the encoder and the legitimate receiver. Secondly, a certain
distortion in the reconstruction of the source is allowed at the legitimate receiver. In [55],
Merhav adopted the structure of a degraded broadcast channel as in [1]. Similarly as in [54],
he allowed a secret key shared between the encoder and the legitimate receiver, as well as
lossy reconstruction of the source within a prescribed distortion level. But, moreover, he
introduced side information, correlated to the source, to be available both to the legitimate
receiver and the wiretapper. Assume that the wiretapper receives its side information via a
channel that is degraded relative to the side information channel of the legitimate receiver. A
single letter characterization of the optimal trade-off was provided among the equivocation
at the wiretapper, the rate of the secret key, the distortion in reconstructing the source
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at the legitimate receiver, the bandwidth expansion factor of the coded channels, and the
average transmission cost (generalized power).

In [56], Tekin and Yener considered the Gaussian multiple access wiretap channel. In
this scenario, multiple users communicate with a legitimate receiver in the presence of
an wiretapper who receives a degraded version of the signal at the receiver. Achievable
rate regions were found for different secrecy constraints. Furthermore, it was shown that
the secrecy sum-capacity could be achieved by using Gaussian codebooks and stochastic
encoders. In [57], Tekin and Yener considered another scenario, two-way wiretap channels.
In this situation, two users communicate with each other in the presence of a wiretapper,
who has access to the communications through a multiple access channel. They found
achievable rates for the Gaussian two-way wiretap channel and the binary additive two-
way wiretap channel. The showed that the two-way channels inherently provide a unique
advantage for wiretapper scenarios, as the users know their own transmitted message and
in effect help encrypt the other user’s message, similar to a one-time pad. Note that the
Gaussian multiple access wiretap channel [56] and the Gaussian two-way wiretap channel
[57] are of interest in wireless communications as they correspond to the case where a single
physical channel is utilized by multiple transmitter, such as in an ad-hoc network.

1.2 Thesis outline

Recall that Gel’fand and Pinsker [10] and Heegard and El Gamal [11] proved that the
capacity of a discrete memoryless channel with side information V noncausally known at
the transmitter is given by the formula (1.20). This result was extended to the Gaussian
case by Costa in [7], where he considered the Gaussian channel with side information when
side information is known to the transmitter. He showed that the capacity of the Gaussian
channel with side information, also called dirty paper channel, is the same as if there is no
side information present. Therefore, the side information does not affect the capacity of the
channel. Furthermore, he showed that for the dirty paper channel, by choosing codewords
orthogonal to the side information, the channel capacity could be reached by dirty paper
coding.

Note that the Gaussian wiretap channel with side information is an extension of the
dirty paper channel by introducing a wiretapper. If Costa’s result shows that the dirty
paper could carry as much information as the blank paper, then we wonder whether for the
wiretap channel, dirty paper is a better choice than the blank paper to hide information from
the wiretapper as one would choose intuitively. Besides, due to Costa’s analysis on dirty
paper coding, one prefers to send codewords independent of the side information in order
to yield the optimal efficiency from the transmitter to the receiver. However, we wonder
whether it might be a better choice to send codewords dependent on the side information
for the wiretap channel, in order to yield a higher efficiency to the legitimate receiver at a
certain security level from the wiretapper.

In order to answer the above questions, we first review some theoretical background
on information theory in Chapter 2. Motivated by Costa’s method, in Chapter 3, we
investigate the discrete memoryless wiretap channel with side information. The model is
shown in Figure 1.8. For this model, we give an achievable rate equivocation region. In
addition, the secrecy capacity in some special cases is also determined.

In Chapter 4, we extend our result for the discrete memoryless case to the Gaussian case.
An achievable rate equivocation region is derived for the Gaussian wiretap channel with side
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Figure 1.8: Wiretap channel with side information.

information by using the strategy similar to Costa. Then, we compare the performance of
the region with the capacity region given by Leung-Yan-Cheong and Hellman [4, Theorem 1]
for the wiretap channel without side information. We show that, for the Gaussian wiretap
channel, unlike the dirty paper channel, side information helps to get a larger secrecy
capacity and achieve a larger rate equivocation region. Furthermore, we generalize Costa’s
strategy by taking the correlation coefficient of the codeword and side information as another
parameter into our consideration. As a consequence of an additional parameter in our
optimization, the rate equivocation region is improved by using the generalized Costa’s
strategy. In other words, for the Gaussian wiretap channel with side information, it might
be a better choice in some cases to send codewords dependent on side information, in
order to yield a higher efficiency to the legitimate receiver at a certain security level from
the wiretapper. As we will see, our region for the Gaussian wiretap channel with side
information improves the one given by Mitrpant in [8, Theorem 4.4] or [9, Theorem 3].

In Chapter 5, we focus on the problem of developing forward coding schemes with linear
codes for secure communication over the wiretap channel. An example has been provided
by Wyner in [1] for the special case when the main channel is noiseless and the wiretap
channel is a BSC. Another example is given by Thangaraj et al. [22] for the situation when
the main channel is noiseless and the wiretap channel is a binary erasure channel (BEC).
We consider the specific case when both the main channel and the wiretap channel are
BSCs. We prove that the secrecy capacity can be achieved by using random linear codes?.
However, the random coding technique used in the proof is rather impractical. For practical
purpose, we investigate the performance of the coding schemes when linear codes are used
in the construction. The performance is evaluated from the perspectives of the efficiency,
reliability and security.

In Chapter 6, we reformulate the security problem in biometrics as a communication
problem for the wiretap channel. Two fuzzy commitment schemes based on error correcting
codes are reviewed. We characterize the performance of both schemes with the terminologies
for the wiretap channel.

In Chapter 7, we summarize the contributions of this thesis and discuss some future
research directions.

*Refer to [21, Chapter 14] for random linear code.
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Chapter 2

Theoretical Background

The communication problem for the wiretap channel with side information is primarily
concerned with finding its capacity region. To do this, first we need to prove that a particular
region is achievable. Furthermore, a converse should be given to establish that no points
outside the region is achievable. The region then is the capacity region. In this chapter, we
will introduce most of the basic definitions required for the subsequent development of the
analysis on the wiretap channel with side information.

2.1 Basic definitions

First we recall some basic definitions on the information measures of random variables. For
discrete random variables, we follow the definitions of entropy, joint entropy, conditional
entropy and mutual information given by Cover and Thomas [19].

Definition 2.1.1 The entropy of a discrete random wvariable X with a probability mass
function px (x) is defined by

- > px(z)logpx(x) = —Elog px(X). (2.1)
zeX

Definition 2.1.2 The joint entropy of a pair of discrete random variables (X,Y) with a
joint probability mass function pxy (z,y) is defined as

=Y pxv(x,y)logpxy (z,y) = —Elogpxy (X,Y). (2.2)
reX yey

Definition 2.1.3 The conditional entropy of a pair of discrete random variables (X,Y)
with a joint probability mass function pxy (x,y) and a conditional probability mass function

py|x (y|x) is defined as

HY|X) ==Y pxv(x,y)logpyx(ylz) = —Elogpyx (Y|X). (2:3)
reX ye)y

Definition 2.1.4 The mutual information of a pair of discrete random variables (X,Y)
with a joint probability mass function pxy(x,y) and marginal probability mass functions
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px(x) and py (y) is defined as

pxy(X,Y)

px(X)py (Y) 24

o . 1o pxv(@y) 0
I(X;Y) —%%PXY( ,y) 1 ng(x)py(y) = Elog

Correspondingly, replacing the summations by integrations and the probability mass
functions by probability density functions, we have the definitions of differential entropy,
joint differential entropy, conditional differential entropy and mutual information for con-
tinuous random variables. In this thesis, the logarithms in these quantities are taken to the
base 2 for discrete random variables, and to the base e for continuous random variables.

In particular, applying the definitions of differential entropy, joint differential entropy
and mutual information to Gaussian random variables, we have the following:

Definition 2.1.5 The differential entropy of a Gaussian variable X, where X ~ N (0,0%)

with mean zero and variance 0'3(, 18

1
H(X) = 3 log 2meo%. (2.5)

Definition 2.1.6 The joint differential entropy of a pair of Gaussian variable (X, V'), where
(X,V) ~N(0,K) with means zero and covariance matriz K, is

H(X,V) = %log(27re)2|K|, (2.6)

where |K| denotes the determinant of K.

Definition 2.1.7 Let X and V be two Gaussian variables, where X ~ N(0,0%) and V ~
N(0,0%). Suppose the covariance matriz of X and V is K with |K| = c% 0¥ (1 — pky),

where pxv is the correlation coefficient. Then, the mutual information between X and V is

1 1
I(X;V)==log——. 2.7
(V) = Jlom (2.7)
2.2 Asymptotic equipartition property (AEP)
In probability theory, assume that the components of XV, X1, X5, -+, X are generated

independently according to px(z). Then the law of large numbers states that, % Ef\i 1 X
is close to its expected value EX for large values of V.

In information theory, as a direct consequence of the weak law of large numbers, the AEP
states that 4 log m is close to the entropy H(X), where pyn~(XV) = HZ]\;l px(x;).

Thus the probability assigned to an observed sequence will be close to 27H#(X) This enables
us to divide the set of all sequences into two sets, the typical set, where the sample entropy
is close to the true entropy, and the non-typical set, which contains the other sequences.
Most of our attention will be on the typical sequences. The reason is that any property that
is proved for the typical sequences will then be true with high probability and will determine
the average behavior. Now we recall some basic results concerning typical sequences.

Definition 2.2.1 The typical set T¥ (€) with respect to px (z) is the set of sequences z¥ €
XN with the following property

9= NHX)+) < v (zV) < 2~ NHX)=0), (2.8)
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where pyn(zV) = sz\i1 px ().
A sequence is said to be e-typical with respect to px(z) if ¥ € T¥ (e). As a direct
consequence, we have the following lemma. Refer to [19, Chapter 3] for its proof.

Lemma 2.2.2 The typical set T (€) has the following properties:
1. For any 6 > 0, Pr{T¥ ()} > 1—6 for N sufficiently large.

2. |TH (e)] < 2NWHX)FO) where |TY (¢)| denotes the number of the elements in the set
T (6)-

3. TR (€)] > (1 — €)2NUHX)=) for N sufficiently large.

Consider the AEP of Gaussian sequences. The following lemmata show the characteris-
tics of typical Gaussian sequences. Refer to [8, Chapter 2| for their proofs. Note that here
we use the natural logarithm.

Lemma 2.2.3 If XV is a sequence of random variables i.i.d. according to N(O,J}), and
N € T¥ (€) for any € > 0, then

1 N
NZ <26

=1

xqw\ﬁw

Lemma 2.2.4 Let XV be a sequence of random variables i.i.d. according to N'(0,0%). If

X
N € T¥ (e) for any e > 0, and 0% < 1+26’ then

L N

2
—E x; < P.
N &

Lemma 2.2.5 Let (XN, YN) be a pair of sequences of random variables i.i.d. according to
the joint probability density function pxy (xz,y) and the marginal probability density func-
tions px (z) ~ N(0,0%) and py (y) ~ N(0,0%), where

1 1 > 2pxyry | Y?
[ - + =1}

pxy(z,y) = exp{— ———+ =5
2roxoyy/1— piy 2(1 - p%y) 0% oX0y 0¥

and pxy is the correlation coefficient. If (zN,yN) € T)](\iy(e) for any € > 0, then

1 N x?
— —+ — < 2,
vl
N 9
1 y;
— = < 2e,
2o !
N
1 TiYi 3
\NZ#—M < (5 —De
iz PXYOXOY Pxy

In [8, Chapter 2], a special setup, in which UV = XV + aV¥ for a real constant «,
and XV and V¥ are independent Gaussian sequences, is also discussed. Two lemmata
regarding it are shown as follows. Refer to [8, Chapter 2| for their proofs.

15



Lemma 2.2.6 Let XV and VN be two independent sequences of i.i.d. random variables
X ~ N(0,0%) and V ~ N(0,0%), respectively. Let UN = XN + V¥ for a constant real
number . If (u™¥,vN) € T[J]YV(G) for any e > 0, then 2V = u™ — av® satisfies

oV oe T (2),

N
1 30% +2a%0}
|N Eﬁ v < %e.

Lemma 2.2.7 Let XV and VN be two independent sequences of i.i.d. random variables
X ~ N(0,0%) and V ~ N(0,0%), respectively. Let UN XN +aVN for a constant real

number a. If (u™,vN) € T[]J\’fv( €) for any € > 0 and 0% < H_4€, then

We consider a more general setup, in which UY = XV + oV for a real constant a, and
XN is not necessarily independent of VV. As a general version of the above two lemmata,
we have the following.

Lemma 2.2.8 Let XV and VN be two sequences of i.i.d. random variables X ~ /\/’(O,Jg()
and V ~ N(0, UV) respectively. Let pxy be the correlation coefficient between X and V.
Let UN = XN + oV for a constant real number a. If (u,vN) € T(]JYV(E) for any e > 0,

then o = u®v — av™V satisfies
N o€ TY (ce),
N 3 1 9
iz T;V; —oxv| < (pgjv Mpvviou + |oz|aV€‘
N =1 oxov ox

where oy = \/ag( + 0420"2/ + 2a0xovpxv, puv = (oxovpxy + aa%/)/aUUV and c = {012] +

a?o +|al(= = Dlpovlovov}/ok.

Proof: Note that XV and V!V are two sequences of i.i.d. Gaussian random variables.
Clearly, UN = XN + V¥ is a sequence of i.i.d. Gaussian random variables U ~ A/(0, 012]),
where J% = O'g( + 0420"2/ + 2a0xoypxy. Let pyy be the correlation coefficient between U
and V. Due to X = U — oV, we have O'g( = 0(2] + a20‘2/ — 2aoyoypyy. 1t is easy to verify
that oyoyvpuy = oxovpxy + 060"2/.

Since (u,vV) € TUV( €), by Lemma 2.2.5, we have

N
1 2
]WZU—;—I\<26<:>|—ZU, — of| < 20%€,
=1 U i=1
1 L w2 1 &
’NZU—; 1|<26<:>|NZUZZ—G%/]<2J‘2/6,
i=1 "V i=1
1 uv; 3 1 & 3
3 g (B oo |5 S wi - povovor] < (< — Dlpovlovove.
NZPUVUUUV P ; o Py
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Note that for i =1, --- , N, u; = x; + av;. In addition that cyoypyy = oxovpxy + oza%/,

N N

1 1
I~ > wivi — puvovoy| = I~ > (zivi + av}) — (oxovpxy + aoy)]
i=1 i=1

1 1
= \N Z:c,-vi —oxoypxv + N Z:owi2 — aod|
i=1 i=1

3
< (— — 1)‘pyv‘0(]0'v6
iy
Therefore,
1 & 1 & 1 &
I~ Z$zvz —oxovpxvl < |y Zuzvz — puvovov|+lal- |+ D v ot
i=1 =1 =1
3
< [(=— = Dl|pvvlovoy + 2lalode.
Puv
This is equivalent to
’ 1 Z T;U; ’ < (W - 1)’pUV’0-U +2|CV’O'V
— — €.
N — oxov pXV ox
Due to ; = u; —av; fori=1,--- | N, xf = u? + 0420? — 20u,;v;. Easily we have
1 1 &
’N fo —o%| = |N Z(u + v} — 2auv;) — (0F + ool — 2a0yovpuv)|
i=1 i=1
N N N

1 1
< ’NZU?_O'U|+OZ Z —0‘2/’+2‘a|-|NZuiUi—pU\/0’UUv|
i=1 i=1 i=1

3
< 2[O'U+Oé O'V—i-|04’( 1)‘PUV‘UUUV]€-

v
Since og( > 0,
1 N2 U(2J+O‘20\2/+‘O‘K%_lﬂpUﬂaUUV
Z 2 2 €
z=1 20% ox

Note that pyn~ (V) = Hf\il px(x;) and Px(z) = \/ﬂ%exp{—%}. Furthermore, due to
X X
X ~N(0,0%), H(X) = 3log2mes%. Therefore, we have the following.

1 1
|—NlongN(xN)—H(X)| = —NZIOgPX(%)—H(X)‘
st
AN
| Ngog

2

1 T 1 9
o exp{—ﬁ} — —log2meoy]
X X

2
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1 on 22 1
= |N Z 20’2 + = log 2mo% — 5 log 2mec% |
i=1 77X
_ i %1
= |= L —
N = 20% 2
oy +a?of, + lal(= — Dlpuvlovoy
< L €.
o2
X
Let ¢ = {0}, + a®c} + ]a\(p% — D|puv|ovoy}/o%. The last inequality implies that V' €
uv
T (ce). [

Lemma 2.2.9 Let XV and V¥ be two sequences of i.i.d. random variables X ~ N(0,0%)
and V. ~ N(O,a%/), respectively. Let pxy be the correlation coefficient between X and V.
Let UN = XN 4 aVVN for a constant real number o. If (u¥,vV) € Tl]}fv(e) for any e > 0

2 P
and o5 < THoce then

1 N
i=1
Here ¢ is a constant as defined in Lemma 2.2.8.

Proof: Since (uV,vV) € Té\fv(e), by Lemma 2.2.8, 2V € T¥ (ce). Due to Lemma 2.2.3,
it implies

1 o 42 N 22
\NZ—;71|<2062> Z—;<1+266
zleX i=1 X

Therefore,

IN

N

1

N Zw? < 0% (1 + 2ce)
=1

2.3 Fano-inequality

In this thesis, the achievability proofs are mostly given in terms of typical sequences. The
converse proofs are provided for some special cases. The well-known Fano-inequality forms
the basis of these proofs. We will now recall this inequality. Refer to [19, Theorem 2.11.1]
for its proof.

Lemma 2.3.1 For discrete random variables X,Y,X such that X — Y — X forms a
Markov chain, define the probability of error P, = Pr{X # X}. Then

h(P.) + P.log(|X| — 1) > H(X]Y), (2.9)
where h(-) is the binary entropy function and

h(P.) = —=P.log P. — (1 — P.)log(1 — P.). (2.10)
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Chapter 3

Wiretap Channel with Side
Information

3.1 Introduction

In this chapter, we investigate the discrete memoryless wiretap channel with side informa-
tion. The model is shown in Figure 3.1. We consider the following problems: what is the
secrecy capacity and what is the rate equivocation region of a discrete memoryless wiretap
channel with side information?

SK XN YN SK
Source [—| Encoder DMC Decoder—= Legitimate receiver
zN :
DMC Wiretapper

Figure 3.1: Discrete memoryless wiretap channel with side information.

The rest of the chapter is organized as follows. In section 3.2, we present the basic
definitions and the main result. In section 3.3, we give the proof of a coding theorem for
the discrete memoryless channel with side information. In section 3.4, three corollaries are
derived. Finally we conclude in section 3.5.

3.2 Model description

We assume that the source has a finite alphabet. The side information is noncausally known
at the encoder and V;,1 < i < N, are i.i.d. ~ py(v). The encoder examines every K source
outputs, s%. Based on s% and v"V, the encoder sends a codeword zV to the main channel.
Upon receipt of yV the decoder at the legitimate receiver makes an estimate §% of the
message s. Note that yV is also the input of the wiretap channel. The corresponding
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output at the wiretapper is zV. The channels are memoryless, i.e.,

N
PYN|XN,VN(?JN|~TN7UN) = HPY|X,V(%‘~”U¢:U¢); (3.1)
i=1
N
P (VYY) = HPZ|Y(Zz'|yz’)- (3.2)
i=1

Now consider a (2%, N) code with encoder
XN (1,2, 2NBY 5 PN L xN
and decoder
SK YN - {1,2,... 2NEY
Assume that S is uniformly distributed. Then the average probability of error P, is

oNR

1 AK .
P = oxg > Pr(SK #ilSK =) (3.3)
i=1

We define the rate of transmission to the legitimate receiver to be

H(SK)
= A4
R="0 (3.4
and the fractional equivocation of the wiretapper to be
H(SK|zZN
g HS7Z7) (3.5)
H(SK)

We say that the pair (R*,d") is achievable if, for all € > 0, there exists an encoder-decoder
pair such that

R>R"—¢, d>d*—¢, P.<e (3.6)
Define the secrecy capacity Cs as the maximum R* such that (R*, 1) is achievable.
Denote
Ryy = I(U;Y) —max{I(U;V),I(U; Z)}, (3.7)
Rys = 1(U;Y) - 1(U;V), (3.8)
I(U;Y) —max{I(U;V),I(U; Z
s~ 1Y) —max{I(U V). 10 2)} 59)

I(U;Y) - 1(U;V)

where U is an auxiliary parameter such that U — (X,V) — Y — Z forms a Markov chain.
In general, we have the following result.

Theorem 3.2.1 For the discrete memoryless wiretap channel with side information, we
denote Ry as the set of points (R,d) with

Ry1 <R< Ry, 0<d<1, Rd=Ry.
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Let
Ry 2{(R,d):0< R <R,0<d <d,(R,d) € Ry}

Then the set R, defined as follows, is achievable:

R = U R (3.10)
U—(X,V)=Y—Z

The region is already obtained if we limit the cardinality of the range of U by the constraint
Ul < [X|[V]+ 3.

Remarks:

(a) The widely used definition of the achievable rate equivocation pair was first intro-
duced by Wyner [1, (9a)-(9¢)]. It implies that if (R, d) is achievable, then for any 0 < d’ < d,
(R, d’) is achievable. Therefore, we concentrate on the problem to achieve as high as possible
equivocation for the wiretapper at any fixed rate of reliable transmission to the legitimate
receiver.

In addition, if (R, d) is achievable, by time sharing (0,0) and (R, d), it is easy to prove
that for any 0 < R’ < R, (R',d) is achievable. Therefore, it is enough to show that Ry is
achievable so as to establish Ry;. Surprisingly, Rd = ¢ corresponds to a time-sharing curve
as shown in [4, Lemma 1], where ¢ is a constant.

(b) Recall that the capacity region of the Gaussian wiretap channel given by Leung-
Yan-Cheong and Hellman [4, Theorem 1] is defined by

RSCMv dglv Rdéc&

where C)y is the capacity of the main channel and Cjs is the secrecy capacity. In order
to establish the achievability of the entire region, Leung-Yan-Cheong and Hellman [4] only
proved that two extreme points (Cs, 1) and (Cyr, Cs/Chr) are achievable. Then time sharing
implies the achievability of the region. Thereafter, Mitrpant [8,9] used similar technique to
establish the achievability of the rate equivocation region for the Gaussian wiretap channel
with side information. However, our technique is more general. Instead of proving that
some particular points are achievable, we introduce an auxiliary parameter U. For each
U such that U — (X,V) - Y — Z forms a Markov chain, we show that (Ryq,1) and
(Ru2, du2) are achievable. Then time sharing implies the achievability of R},. To establish
the region R, we go through all possible U.

(c) The constraint on the cardinality of the range of U is implied by [12, Lemma 3]. The
proof is given in Appendix II.

(d) The points (R,d) in R with d = 1 is of considerable interest. These correspond to
the situation of perfect secrecy. Define

R, = max Ry, (3.11)
U—(X,V)-Y—Z

C = I(U;)Y)—-1I(U; V). 3.12

M Uﬁg}%}g_)y[( ;Y) = I(U; V)] (3.12)

Clearly, we can easily bound the secrecy capacity of the wiretap channel with side informa-
tion by Rs < Cs < Cyy.
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N max{I(UsV),I(U;Z)}euvz] codewords per bin

_____ oNUUiZ) vzl codewords per subbin

oNImax{I(UsV),1(Us2)}~1(U:Z)+euv z+euz) qubbins

per bin

oNUUY)=cuv] codewords per codebook

Number of bins
— oNU(U;Y)—max{I(U;V),I(U;Z)}—euy —euv z]

Figure 3.2: The codebook to achieve rate equivocation pair (Ry1, 1) .

3.3 Achievability proof

In this section, we establish the achievability of the region R. We only need to prove that
the rate equivocation pairs (R, 1) and (Rye, dys2) are achievable, since time-sharing then
implies the achievability of the region Ry;.

3.3.1 (Ry,1) is achievable

The encoding and decoding strategy is as follows:

1. Codebook Generation

oN[I(U;Y)—eyy] N

First, generate i.i.d. sequences u”, according to the distribution py~ (uV) =
Hf\; 1 pu(u;). Next, distribute these sequences at random into 27 bins such that each
bin contains 2Nmax{I(UV).I{U:Z) +evvz] goquences. Here, R = [Ry1 — evy — euvzl.
Index each bin by j € {1,2,---,2N%}. Then place the 2Nmax{I(UV),[{Ui2)}+euvz]
sequences in every bin randomly into 2Nmax{I(U:V).[(U;2)}~1(UsZ)+evvz+evz] gubbing
such that every subbin contains 2NV (UiZ)—cuzl sequences. Let W be the random

variable to represent the index of the subbin containing U”. Index each subbin by
w e {1,2,. ., 2Nmax{IUV)IU2)}-1(UsZ) +evv ztevz])

2. Encoding
To send message j through an interference vV, the sender looks in bin j for a sequence
uN (5) such that (uV(5),v") is jointly typical, i.e., (u™¥(4),vV) € Té\jv(e). If there is no
such u™V (5) jointly typical with vV, then the sender randomly chooses one sequence in
bin j. Send the associated jointly typical 2% (j). (z™(j) can be generated according
to pxnjn v (@ () (), o) = [Ty px oy (@ilui, vi).)

3. Decoding

The legitimate receiver receives y!¥ according to the distribution Hfi 1 Py x,v (il T, vi).
The receiver looks for the unique sequence u” in the codebook that is jointly typical
with the received sequence ¥, i.e., (uV,y") € T}y (€). Declare the index of the bin

containing u” as the message received.
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4. Wiretapper

The wiretapper knows the encoding scheme used at the transmitter and the decoding
scheme used by the legitimate receiver. He receives a sequence z¥ according to the

distribution [[;Z; pyx,v (Vilws, vi)p 2y (2ilys)-
For the legitimate receiver, there are three sources of potential error.
e £V(j): in the encoding process, given vV and message j, there is no sequence u” in
the bin j that is jointly typical with v™.

e £Y1(4): in the decoding process, there is no sequence u” that is jointly typical with
the received sequence y'V.

e £Y2(j): in the decoding process, there is a sequence u'¥(5') in bin j/, j’ # 7, jointly
typical with the received sequence y”.

From the above encoding and decoding strategy, the codebook we use here is similar to
the one used in [7,10,11]. Hence, it is easy to show that the information rate Ry from the
transmitter to the legitimate receiver is achievable.

Intuitively, a possible decoding strategy for the wiretapper would be to use the same
strategy to decode as the legitimate receiver. He will try to find a sequence «” in the code-
book that is jointly typical with the received sequence zV, and declare the index of the bin
in which the sequence is found as the received message. We know that for any 2z, the prob-
ability that u” is jointly typical with 2% is larger than (1 — 6)2_N[I(U?Z)+3E]. While in every
bin there are 2Nmax{I(U;V).I({U;Z)}+evvz] gequences, which is more than 2VU(UiZ)+evvzl, By
choosing appropriate €y 7z and N, we can construct a codebook such that in every bin,
with high probability larger than 1 — €, a sequence u" is found to be jointly typical with
2N, Therefore, the probability that he decodes the correct message goes to 27V as N
approaches oo, which means that psK‘ZN(SK|ZN) — pgx (s5) and H(SK|ZN) — H(SK).
Thus, the equivocation for the wiretapper goes to 1 as N approaches co.

We will prove in the following that (Ryq,1) is achievable in two parts, the reliability:
P. — 0, as n — oo, and the security: d — 1, as n — oo.

Proof of P, — 0.

We first analyze the probability of £V (j). By the code generating process, u” and
vV are independent. The probability that a pair (uV,v"V) is jointly typical is larger than
(1 — €)2-NUWUVI+3€] for n sufficiently large. So we have

N

Pr{(w™,vN) e Ty ()} > (1—e2 NIT:VI+ad
Pri{(",o") ¢ Ty ()} < 1—(1—e2 MV
Pr{gv(j)|SK =j} (2) [1—(1- E)Q*N[I(U;V)Jr:’»s}]lemame;V>,1(U;z>}+EUVZ]
(<b) eXp{—(l — 6)2_N[1(U§V)+36]}QN["‘HX{I(U;V),I(U;Z)}+€UVZ]
= exp{—(1 — e)2NmaxtlUV)IUD)}=1(UV)Fevvz =3}
< 0/3,
where

(a) follows from the fact that there are 2NMax{I(UV),I(UZ)}+evvz] codewords in a bin;
(b) follows from the inequality e* > 1 + a.
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As shown above, for given € and arbitrary small J, there exists ey 7z and Ny such that
when eyyz > 3¢, N > Ny, both Pr{(u’V,vV) € T(]]YV(G)} > (1 — €)2- NUWUVI+3 and
Pr{€V(j)|S% = j} < /3 hold.

The probability of £Y1(5). If the event £V (j) does not occur, which means that there
is a sequence u™ (5) in bin j and a sequence xV(j) such that (uV(5), 2" (5),v"V) is jointly
typical, then (u? (5), 2™ (5),v",y") will be jointly typical with high probability. For given
€ and arbitrary small ¢, there exists No such that when N > No,

Pr{(u™,y™) € Ty (e)} > 1—6/3,

which implies that
Pr{eV ()€Y (), 5 = j} < 5/3.

The third source of potential error. If we say that £Y2 () occurs when some other 1™

is jointly typical with y”, then it is clear that
. A C . * . Ne .
Pr{€V2(j)IEY (j), 8% = j} < Pr{€Y (5)I€V (5), S5 = j}.
But a sequence v, different from u” (j), being jointly typical with y~ has probability at
most 2~ NI UY) =3¢ _Since there are only 2VU(UY)—cuy] _ 1 other sequences, for given e and
arbitrary small J, there exists ey and N3 such that when eyy > 3¢, N > N3, we have

. L C . * L C .
Pr{e2(j)|EV (), 8% =4} < Pr{E2(5)EV () . SK =4}
Z 2—N[I(U;Y)—36]

ulNF£ul (7)
(QNU(UY)*GUY] _ 1)2*NU(U§Y)*3E}

IN

AN

o NI (UY)—euy |- NI(U3Y)~34
2—N[€UY —3¢€]

5/3.

IA

This shows that all three error events are of arbitrarily small probability. By the union
bound ! on these three probabilities of error, for ey, epyz > 3¢, N > max{Ny, Na, N3},
the average probability of error

onR

1 5 . .

P = %—RZPT(SK(YN)#J\SK:J)
j=1
2nR

S SUIPHEY ()ISY = j} + Pr{e ()1 (1), 8% = )
j=1

+Pr{€2(j)IEY (5)", K = j}]

IN

onR

Q%R > [6/3+6/3+5/3]

j=1

IN

= 0.

"Let &, i€ {1,---, N} be events of interest of an experiment. Then Pr{JY, &} < >V Pr{&}.
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This concludes the proof of reliability.
Proof of d — 1.
Consider the uncertainty of the message to the wiretapper in three steps:

1. show that
H(SK’ZN) > NRyy1 — Nleyvz +evz] — H(UN’SK, W, ZN).
(See the codebook generation in section 3.3.1.)

2. show that
HUN|S®, W, ZN) < h(Psp) + PspN[I(U; Z) — ey z).

Here Psp means a wiretapper’s error probability in the case where the bin and the
subbin number are known to the wiretapper.

3. show that for arbitrary 0 < A < 1/2, Psp < .

Combining the above steps, we have

J - H(SK|ZN)
H(SK)
> NRUl—N[éUvz—i-eUz]—H(UN‘SK,I/V,ZN)
- NR
. NR+ Nleyy — evz] — h(Psp) — PspN[I(U; Z) — ey z]
- NR
> NR—I—N[GUy—EUz]—h()\)—)\N[I(U;Z)—GUz}
- NR
— 1 eUz—EUy—I—h(A)/N—I—)\[I(U;Z)—eUz].

Ry1 —evy — evvz
We now proceed to step 1 by considering
H(s®|zN) = H(SY,zV) - H(ZY)
= H(S®wWUN, z%) + HUY, 2%) - HUN|S®, W, 2%)
~HW|s*,ZzY) - H(Z"V)
HUN|2Y) - HUN|S", W, ZN) - H(W|s", z7)

—
s
N

,\
V=

H(UN|ZN) = HUN|S%, W, ZY) —log |[W| - H{UN|Y™)
N{(U;Y) = I(U; Z)] = HUN|S®, W, ZY)
—Nmax{I(U; V), 1(U; 2)} = I(U; Z) + euvz + €evuz]
NRy1 — Nleyvz + evz] — HUN|S®, W, ZV),

—
3}
~

where
(a) follows from the fact that H(SE, W|UN, ZN) > 0;
(b) follows from the fact that H(W|S&,ZN) < HW) < log|W| and H({UN|YN) > 0;
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(¢) follows from the fact that I(UN;YN) = NI(U;Y), I(UN;ZN) = NI(U;Z) and
log |W| = Nmax{I(U;V),I(U; Z)} — I(U; Z) + eyvz + €vz]-

Thus the proof of step 1 is completed.

To prove step 2, we need to bound the entropy of the codeword conditioned on the
bin j, subbin w and the wiretapper’s observation z". We take the subbin w in bin j as
a codebook, UY in the codebook as the input messages, ZV as the result of passing UV
through the discrete memoryless channel. From Z%, we estimate the message UV that was
sent. Let g(-) be the decoder and the estimate be UY = ¢(Z"). Define the probability of
error

Psp = Pr(UN £ UM). (3.13)

By the Fano’s inequality, we have

(a)
H(UN|SK = j,W = w, Z") < h(Psp) + PspN[I(U; Z) — evz),

where (a) follows from the fact that, in bin j, subbin w, the number of the possible sequences
is at most 2NU(UiZ)—cvz] Hence,

HUN|SE W, ZzN) < h(Psg) + PsgN[I(U; Z) — ey z].

Thus we complete the proof of step 2.
Now we proceed to step 3. Note that given the codebook described in the proof of step
2,

e the decoder g(-) knows the indices of the bin and the subbin, i.e., 7 and w;
e the estimate g(z") can be arbitrary.

Here we set g(zV) as u’V, the one in the codebook which is jointly typical with 2V, i.e.,
(W, 2N) € TL],\{ »(€). When one of the following events occurs, an error is declared.

e £71(j,w) : there is no sequence u'¥ in the codebook (i.e., subbin w in bin j) that is

jointly typical with the received sequence z'.

e £%2(j,w) : some other sequence in the codebook (i.e., subbin w in bin j) is jointly

typical with the received sequence z%.

Then, Pgp can be bounded as follows:
Pgp < Pr{e?(j,w)} + Pr{e”(j,w)}.

First we analyze the probability Pr{€%1(j,w)}. For given ¢ and ), there exists N4 such
that, when N > Ny, Pr{(u”,2") € TI]J\,]Z(E)} > 1—\/2, which implies Pr{€%t(j,w)} < \/2.
The probability Pr{€%2(j,w)}. When there is other sequence u” which is jointly typical
with 2V, clearly such «” is independent with zV. Since there are only 2NU(UiZ)—cvzl _ 1
other sequences in the codebook, for given € and A, there exists €7z and N5, so that when
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€z > 3¢, N > N5, we have

PI“{(UN,ZN) c T[J]\,[Z(G)} < 2—N[I(U;Z)—3e]
Pr{SZQ(j, ’LU)} < 22—N[I(U;Z)—3e]
uN
—  9NU(U;Z)~cuz]9—NI[I(U;Z)~3¢]
— 27N[6U2736]
< A2

Thus, we have bounded Pgp for given € and A\, when ez > 3¢ and N > max{Ny, N5},
Pr{€7(j,w)} + Pr{€7(j,w)}

A2+ A2
A

Psp <
<

This completes the proof of step 3 and consequently also the security d — 1, as N — oo.
Now we have given an encoding-decoding scheme such that, when
N > max{Ny, N2, N3, Ny, N5},

R = RUl — €Uy — €UV Z,
P, < 9,
_ N I(U; Z) —
d > 1. vz=cuy + h(A)/N + AI(U; Z) GUZ], (3.14)

Ry —evy —evvz

Choosing €, eyy, €uvz, vz, 0 and A arbitrarily small and eyy, epyvz,€pz > 3¢, we have
completed the proof that (Ryq,1) is achievable. In this case, although the wiretapper
knows the decoding strategy used by the legitimate receiver, it can not help him since the
equivocation goes to 1.

3.3.2 (Rys,dy2) is achievable

From (3.7), (3.8) and (3.9) it follows that if I(U;V) > I(U; Z), then the rate equivocation
pair (Ry,,dy,) coincides with (Ry,,1). So we only need to prove that, when I(U;V) <
I(U; Z), (Ry,,dy,) is achievable. While if I(U; V) < I(U; Z), then

Ry, = I(U;Y)—I(U;V), (3.15)
I(U;Y) - I(U; 2)

vz = IU;Y)—1(U; V) (3.16)

The encoding and decoding strategy is as follows:

1. Codebook Generation

oNI(UY)—eyy] N

First, generate independent sequences u'", according to the distribution
pyn () = sz\i 1 pu(u;). Next, distribute these sequences at random into 2V bins
such that each bin contains 2VU (UsV)+euv] sequences. Here, R = [Rys — epy — €uv].
Index each bin by j € {1,2,--- ,2V%}. Since I(U;V) < I(U;Z), without loss of
generality, we assume that [(U; V) +eyy < I(U; Z) — eyz.

2. Encoding
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oNIUV)+euv] codewords per bin,

where 2NIUsV)+euv]  oN[I(UsZ)~cu 7]

oNUUY)=cuv] codewords per codebook

Number of bins = 2NV W) =I(UV)—evy —eyv]

Figure 3.3: The codebook to achieve rate equivocation pair (Ryg,dy2), when I(U;V) <
1(U; Z) .

w

To send message j through an interference v?, the sender looks in bin j for a sequence
u™N(5) such that (u™(5),v") is jointly typical, i.e., (u”(j),v") € Tgv(e)., If there is
no such v’V (5) jointly typical with v"V, then the sender randomly chooses one sequence
in bin j. Send the associated jointly typical 2V (j). (2™ (j) can be generated according
to px NN v~ (@ () (), oY) = Hij\; px|uv (Tilui, vi).)

—

. Decoding

The legitimate receiver receives y!¥ according to the distribution Hfi 1 Py x,v (il T, i)
The receiver looks for the unique sequence u” in the codebook that is jointly typical
with the received sequence y', i.e., (u”,y"V) € T(]XY(E). Declare the index of the bin
containing u” as the message received.

Waretapper

The wiretapper knows the encoding scheme used at the transmitter and the decoding
scheme used by the legitimate receiver. He receives a sequence z%, according to the

distribution Hfil py|x,v (YilTi, vi)p 7y (2ilYs)-

For the legitimate receiver, there are three sources of potential error.

e £V(j): in the encoding process, given v

N N

and message j, there is no sequence u*' in
the bin j that is jointly typical with v!.

EY1(4): in the decoding process, there is no sequence u¥ that is jointly typical with
the received sequence y'V.

e £2(j): in the decoding process, there is a sequence v’V (j’) in bin j/, j' # j, jointly

typical with the received sequence y%.

The encoding and decoding strategy shown above is almost the same as the one to
achieve the rate equivocation pair (Ryq,1). Only the codebook is different. In this code-
book, the number of the sequences in every bin is less and thus there are more bins, which
means that we can transmit more messages. So the rate Rya = I(U;Y) — I(U; V) is larger
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than Ry = I(U;Y) — max{I(U;V),I(U;Z)}. However, Ry is still not larger than the

capacity of the main channel: Cpy = max [[(U;Y) — I(U;V)]. By similar arguments
pu,x|v (u,z|v)

as in [7,10,11], it is easy to show that the information rate Ry is achievable.

Intuitively, a possible decoding strategy for the wiretapper would be to use the same
strategy to decode as the legitimate receiver. He will try to find a sequence u? in the
codebook that is jointly typical with the received sequence 2%V, and declare the index of the
bin in which the sequence is found as the received message. We know that for any 2%, the
probability that u!¥ is jointly typical with 2" is larger than (1—6)2*N[I(U?Z)+3€]. In the code-
book, there are 2NV (UsY)—cuv] gequences uniformly distributed. Thus, with high probability
the wiretapper will find approximately 2NU(UsY)=I(UiZ)—evy =3€¢] goquences that are jointly
typical with z"V. These sequences are also uniformly distributed in the codebook. However,
there are 2NVU(UY)—I(UV)—evy —euv] bing in the codebook. Since I(U;V) < I(U; Z), choos-

1(U;2)—I(U;V)
— 10

ing appropriate €, €y, eyy, for example, € < , €Uy, €uy = 4e , we can have a

codebook such that

oNUUY)—1(UsV)—evy —euv] > oNU(UY)—I(UsZ)—euy —3¢]

So, in every bin there is at most one sequence that is jointly typical with z%. That is, there
are 2NU(UY)=I(UsZ)~euy =3¢ ing that have such a sequence that is jointly typical with z2V.
Hence, for the wiretapper, the number of possible messages is about QNI(UY)—I(U;Z2)—euy —3€]
The probability that he decodes the correct message goes to 2~ NUWUY)=I(U:2)] 45 N ap-
proaches co. Therefore, we have pSK|ZN(sK]zN) — 2~ NUWY)=IUZ)] and H(SK|ZN) —
N[I(U;Y) - I(U; Z)]. Since H(S¥) — N[I(U;Y) — I(U; V)], the normalized equivocation
dyo goes to % as N approaches co. So, we reach more rate for the legitimate
receiver, but less equivocation for the wiretapper. The perfect security can not be guaran-
teed.

In the following we will prove that when I(U; V) < I(U; Z), (Ry2,dy2) is achievable in
two parts, the reliability: P. — 0, as N — o0, and the security: dyo — %, as
N — oo.

Proof of P, — 0.

We first analyze the probability of £V (j). By the code generating process, ¥ and vV
are independent. The probability that a pair (u’V,v") is jointly typical is greater than
(1 — €)2-NUWUV)+3d for N sufficiently large. So we have

Pr{(u",o™) e TN\ ()} > (1-— €)2~ NUIUY)+3d
Pr{(UN’ UN) §é T(]]YV(G)} < 1- (1 — G)Q_N[I(U;V)-‘r?)e]
Pr{&¥ (j)I5" = j} (%) [1— (1 — )2~ NUEV)+3q2NUIEI+ey]
(2) exp{—(1 — 6)2_N[I(U§V)+3e]}QN[I(U;V)+EUV]
= eXp{—(l - 6)2N[I(U;V)7I(U?V)+EUV*3E]}
— exp{—(1 — 2Vl -3)
< 9/3,

where
(a) follows from the fact that there are 2VU/(UsV)+euv] codewords in a bin;
(b) follows from the inequality e* > 1 + a.
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As shown above, for given € and arbitrary small ¢, there exists ey and Ny such that
when eyy > 3¢, N > Ni, both Pr{(u",vV) € Té,\fv(e)} > (1 — )2~ NHWVI43d and
Pr{€Y(5)|SK = j} < §/3 are satisfied.

The probability of £Y1(j). If the event £V (j) does not occur, which means that there is
a sequence u” (j) in bin j and a sequence sent 2V (5) such that (u” (), 2™V (4),vV) € Té\jv(e)
is jointly typical, then (uV(5), 2V (5),v™V,y") will be jointly typical with high probability.
For given € and arbitrary small J, there exists INo such that when N > No,

Pr{(u™,y") € T}y (e)} > 1—-6/3,

which implies that
Pr{M(j)|EY (), 85 = j} < 5/3.

The third source of potential error. If we say that £Y2 (j) occurs when some other u®

is jointly typical with y”, then it is clear that
. A C . * N& .

Pr{E(H)IEYV(5) ", 8% =4} <Pr{EZ()EV (), 5™ =4}
But a sequence v, different from u” (j), being jointly typical with y~ has probability at
most 2~ NUUY)=3d Gince there are only 2VU(UY)—euy] 1 other N sequences, for given e
and arbitrary small J, there exists ey and N3 such that when eyy > 3¢, N > N3, we have

Pr{e™(j)IeV ()", 8% =j} < Pr{EY(j)IEV()", 5% = j}

< Z o= NII(U;Y)-3¢]
uNFul ()
< (QNU(U%Y)—GUY] _ I)Q—N[I(U;Y)—i%d
< oNUUY)—ery]-N[I(U;Y)—3¢]
— 9~ Nleyy—3{]
< 4/3.

This shows all three error events are of arbitrarily small probability. By the union
bound on these three probabilities of error, for eyy, gy > 3¢ and N > max{Ny, N2, N3},
the average probability of error

2nR

1 A , ,
Pe = W—RZPT(SK(YN)#J\SK:])
j=1

2nR

2%3 S IPr{EY (j)ISK = 4} + Pr{E(G)IEY ()T, 5K = j)
j=1

IN

+Pr{€(j)IEY (5)", 5K = j)]

2nR

QniR S16/3+6/3+6/3]

Jj=1

IN

= 0.

This concludes the proof that the rate Ryo is achievable.
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Proof of diyrg — %

Consider the uncertainty of the message to the wiretapper in three steps:

1. show that
H(S"|Z2Y) > N[I(U;Y) - I(U; Z)) - HUN[S®, Z7).

2. show that
HUN|SE, ZN) < h(Pg) + PgN[I(U; V) + epy).

Here Pp means a wiretapper’s error probability in the case where the bin number is
known to the wiretapper.

3. show that for arbitrary 0 < A < 1/2, Pg < \.

Combining the above steps, we have

J H(SK|ZN)
H(SK)
N[I(U;Y) - I(U; Z2)] — HUN|SK, ZN)
= NR
N Ryrodys — h(Pg) — PN[I(U; V) + epv]
- NR
N Ryodie — h()\) — )\N[I(U; V) + GU\/]
= NR
RUQ h()\)/N + )\[I(U; V) + EUV]
T Rus—epy —e duz = Rio —epy — € '
U2 Uy uv U2 Uy v

We now proceed to step 1 by considering

H(S®|1ZNy = H(SX,zY) - H(Z")
= H(SK,UN, zN) - HUN|sK, ZzN) — H(ZN)
H(S®|UN, ZzNy+ HUN, ZV)
—HUN|SK, ZNY - H(ZV)

—
S
Nl

> HUN,ZNy - HUN|SE, 2Ny — H(ZN)
= HWUYN|ZN) - HUN|SK, ZN)

®)

> HUN|1ZN) - HUN|YN) - HUN|SK, ZzN)

IUN; YNy - (u¥; zNy - gHUN|sK, zN)
= NIU;Y)-1(U; 2)] - H{U"|S%, ZY),

—
3]
~

where

(a) follows from the fact that H(SK|UN, ZN) > 0;

(b) follows from the fact that H(UN|YY) > 0;

(c) follows from the fact that I(UN;YN) = NI(U;Y) and I(UV; ZN) = NI(U; Z).

Thus the proof of step 1 is completed.

To prove step 2, we need to bound the entropy of the codeword conditioned on the bin j
and the wiretapper’s observation z%V. We take the bin j as a codebook, UY in the codebook
as the input messages, ZV as the result of passing U through the discrete memoryless
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channel. From ZV, we estimate the message U that was sent. Let g(-) be the decoder
and the estimate be UN = g(Z"). Define the probability of error

Pg =Pr(UN #£UM). (3.17)

By the Fano’s inequality, we have

(a)
HUN|SE =4, 2N) < h(Pg) 4+ PgN[I(U;V) + eyv],

where (a) follows from the fact that, in bin j, the number of the possible sequences is at
most 2VU(WUiV)+euv] Hence

HUN|SE, ZNY < h(Pg) + PgN[I(U;V) + epv).

Thus we complete the proof of step 2.
Now we proceed to step 3.Note that given the codebook described in the proof of step
2,

e the decoder ¢(-) knows the index of the bin, i.e., j;
e the estimate g(z") can be arbitrary.

Here we set g(z") as u”V, the one in the codebook which is jointly typical with 2V, i.e.,
(u™,zN) € T} ,(€). This decoding strategy is good enough to bound Pg. When one of the
following events occurs, an error is declared.

e £71(j) : there is no sequence u” in the codebook (i.e., bin j) that is jointly typical

with the received sequence zV.

e £72(4) : in the codebook (i.e., bin j) some other sequence is jointly typical with the

received sequence z%V.

Then, Pp can be bounded as follows:
Pp < Pr{EZ(j)} +Pr{E” ()}

First we analyze the probability Pr{£%(j)}. For given ¢ and A, there exists N4 such
that, when N > Ny, Pr{(u”, ") € T{{,(€)} > 1 — A/2, which implies Pr{E7 (j)} < A/2.

The probability Pr{£%2(j)}. When there is other sequence u”" which is jointly typical
with 2%, it is easy to see that such uV is independent with z". Since there are at most
oNU(UV)t+evv] _ 1 other sequences u? in the codebook, and 2NU(iV)tevv] < oN[I(UiZ)—evuz],
for given € and A, there exists ez and Ns, so that when ez > 3¢, N > N5, we have

PI‘{(UN, ZN) € TIZJ\,TZ(G)} < 2—N[I(U;Z)—3e]
Pr{gZQ (])} < 27N[I(U;Z)736}
%

oNU(UV) +erv]g-—NII(U;2)-3¢)

<

< QN2 —euzlg-NII(U:2)-3d
_ 2—N[6Uz—36]

< N2
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Thus, we have bounded Pp for given € and A, when €7z > 3¢ and N > max{ Ny, N5},

Pg Pr{€71(j)} + Pr{€?2(j)}
A/2+ A2

A

<
<

This completes the proof of step 3.
Now we have proved that when I(U; V) + eyy < I(U; Z) — eyz , there is an encoding-
decoding scheme such that, when N > max{Ny, Ny, N3, Ny, N5},

R = Rys—eyy — euv,
P, < 4,
R h(N)/N + MNI(U:;V
Rys — eyy — euv Rys — euy — euv

We choose ¢, ey, eyy, €uz,0 and A arbitrarily small, such that eyy,eyy,epz > 3e and
evv +euz < I(U; Z) — I(U; V). From this it follows that (Ry2,dye) is achievable.

Note that when eyy and eyz approach zero, then the condition I(U;V) 4 ey <
I(U;Z) — eyz can be written as I[(U; V) < I(U; Z). Therefore, when I(U; V) < I(U; Z),
(Ry2, dy2) is achievable.

3.4 Discussion

In section 3.3, we have proved the achievability of the region R. In this section, we are
interested in the secrecy capacity of the wiretap channel we investigated.
Let

s = I(U;Y) - 1(U; 2)}. 1
R = max [I(U:Y)=1U:2)) (319)

We have the following theorem.

Theorem 3.4.1 For the discrete memoryless wiretap channel with side information,
R, < Cs < min{Cy, Rws},

where Cyy is the capacity of the main channel.

We give the following two corollaries, which may be useful for the calculation of secrecy
capacities of some particular wiretap channels with side information. Besides, their proofs
also establish the proof of Theorem 3.4.1.

Corollary 3.4.2 For the discrete memoryless wiretap channel with side information, if
there is an auxiliary parameter Ups such that

1. Uy — (X, V) =Y — Z forms a Markov chain;
2. Uy Y) = I(Up; V) = Cuy;
8. I(Um; V) 2 I(Un; Z),
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then the secrecy capacity Cs is equal to Cyy.

Corollary 3.4.3 For the discrete memoryless wiretap channel with side information, if
there is an auxiliary parameter Uy, such that

1. Uy — (X,V) =Y — Z forms a Markov chain;
2. I(Uw;Y) — I(Uw; Z) = Rws;
3. 1({Uw; Z) > I(Uw; V),

then the secrecy capacity Cs is equal to Ryys.

Proof: We know from the definitions of Rs; and Rws, Rs < Rws. And, since

I(Uw; Z) > I(Uw; V) and Uy maximizes I(U;Y) — I(U; Z), it follows that
Rws = I(Uw;Y)—I(Uw;2)
= I(Uw;Y) —max{I(Uw; V), I(Uw; 2)}

<

=

S

Thus, we have Ry = Ryys.

Furthermore, it is known that Cs; > Rs; = Rws. Now we only need to prove that
Cs < RWs-

First, by the data processing theorem and Fano’s inequality,

H(SE|YN zNy < H(SK|YN) < H(SK|SK) < h(P.) + NRP,.
Then, using the definitions (3.4) and (3.5), we obtain

NRd = H(SK|zN)
H(SK|zN) - H(SK|YN, ZV) + h(P.) + NRP.
1(S%;YN|ZN) + n(P.) + NRP,

IN

—~
S)
N

N
> 185 vyt ZN) + h(P.) + NRP.
=1

—
=

N

= ST S vy 2N VL V) + h(P) + NRP
=1

N
ST I(UsYi|Zi) + h(P.) + NRP,

=1

N
> (U Yi) = I(Us; Zi)] + h(P.) + NRP,

=1

,\
INe

—~
S
=

where
(a) follows from the fact of chain rule for information;
(b) follows from the fact that V' is independent of S¥;
(c) follows from the assumption that

U= (SK Y27 28, Vi Vs

34



(d) follows from the fact that (U;,V;) — Y; — Z; forms a Markov chain.
Now choosing ¢* to be the index ¢ such that

I(Ui;Yix) — I(Us=; Zi=) = max [I(U;;Y;) — 1(Uj; Z5)],

1SN
we have
h(P.
Re < I(UYe) — I(UniZe) + "0 4 R,
h(P.
< R+ (N) + RP..

Cs is the maximum value of R when d approaches to 1, so we have

h(Pe)
N

CSSRWS_'_ +RPe-

Thus Cs < Ry s has been proved. This also completes the proof of this corollary. ]

3.5 Concluding remarks

In this chapter, we give an achievable rate equivocation region for the discrete memoryless
wiretap channel with side information. Furthermore, the secrecy capacities in some special
cases are also determined. However, it is still an open problem whether R, completely
characterizes the achievable rate equivocation region of the discrete memoryless wiretap
channel with side information.

It should be pointed out that our restriction to finite alphabets is just a matter of
convenience. Theorem 3.2.1 here can be readily extended to memoryless channels with
discrete time and continuous alphabets by the standard technique of discrete approximations
[18, Ch. 7]. It is very interesting that the situation described in Corollary 3.4.2 happens in
the Gaussian case. Such an example is given in [8, Theorem 4.2].
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Chapter 4

Gaussian Wiretap Channel with
Side Information

4.1 Introduction

In Chapter 3, we give a coding theorem for the discrete memoryless wiretap channel with
side information. In this chapter, we focus on the Gaussian wiretap channel with side
information as shown in Figure 1.7. Recall that Costa [7] has shown that the Gaussian
channel with side information, also called dirty paper channel, has the same capacity as
the corresponding standard Gaussian channel. Therefore, the side information does not
affect the capacity of the channel. Here we wonder, how does side information influence
the secrecy capacity of the wiretap channel? Especially in the Gaussian case, can we get a
similar result as for the dirty paper channel?

On the other hand, Costa has shown that for the dirty paper channel, by choosing
codewords orthogonal to the side information, the channel capacity could be reached by dirty
paper coding. That is, one prefers to send codewords independent of the side information
in order to yield the optimal transmission rate. Note that the coding strategy used for the
wiretap channel with side information is similar to the one used for the dirty paper channel.
However, we wonder whether it might be a better choice to send codewords dependent on
the side information in some cases, in order to yield higher rate with the same equivocation.

The rest of the chapter is organized as follows. In section 4.2, we derive an achievable
region for the Gaussian wiretap channel with side information. In section 4.3, we generalize
Costa’s strategy and show a general result for the dirty paper channel. In section 4.4, for
the Gaussian wiretap channel with side information, an extended rate equivocation region
is derived by applying the generalized Costa’s strategy.

4.2 An achievable rate equivocation

In this section, we extend Theorem 3.2.1 to the Gaussian case and derive an achievable
region for the Gaussian wiretap channel with side information. Furthermore, we compare
the performance of the region with the capacity region of the Gaussian wiretap channel
given by Leung-Yan-Cheong and Hellman [4, Theorem 1] and show how side information
influences the secrecy capacity and the rate equivocation region.

As we have discussed in Remark (b) after the statement of Theorem 3.2.1, the technique
we use to establish the region R is more general compared with the one used by Mitrpant

37



[8,9] for the Gaussian wiretap channel with side information. Here we make use of the same
auxiliary random variable U as Mitrpant in [8,9], which is similar to Costa [7]. Applying
our technique given in Section 3.3, we provide a straightforward proof to extend Theorem
3.2.1 to the Gaussian case as follows.

Theorem 4.2.1 Consider the Gaussian wiretap channel with side information as shown in
Figure 1.7. We make use of the auxiliary random variable U = X + oV, where « is a real
number and X is independent of V. Denote Ry as the set of points (R, d) with

Ry1 <R< Ry, 0<d<1, Rd= Ry,
where Ry1 and Ry are defined in (3.7) and (3.8). Let
LER,D)0<R <R0<d <d (R d eRy}

Then the set R, defined as follows, is achievable:

Ri= U G2

U=X+aV,a€R

where R represents the set of all real numbers.

Proof: The proof is almost the same as the proof of Theorem 3.2.1 given in section
3.3. We only need to show that Ry is achievable for the specified o and U. Assume that
the channel has power constraint P and the side information satisfies V'~ A (0, Q). For a
fixed e, let P’ = P(1 + 4¢)~!. Due to the Gaussian characteristic of the channel, we make
slight modifications in the achievability proof of Ry as follows:

e In the codebook generation, sequences u'¥ are generated according to f(u'Y) = Hfi 1 fw).

Here we specify f(u;) ~ N(0, P’ + a?Q) for all i € {1,2,--- ,N}.

e In the encoding process, £V (j) = u™ (j) — av?.

e The legitimate receiver observes yv = 2™ (j) +v" +n)¥ and the wiretapper observes
N =yN ).

As a consequence of these modifications, there is one more source of potential error for the
legitimate receiver.
N( N(§) — aw™ does not satisfy the power

e £X(j): in the encoding process, =V (j) = u

constraint.

However, provided that there is at least one sequence v (j) jointly typical with v¥, the
probability that £X(j) occurs is 0 according to Lemma 2.2.7 or [9, Lemma A.1]. Therefore,
the modifications do not influence the achievability proof of Ry. Let € be arbitrarily small.
Since P’ — P as € — 0, we have shown that Ry is asymptotically achievable for o € R and
U = X +aV, where X is independent of V' and X ~ A(0, P). Thus we conclude our proof.
|
As a direct consequence of the technique improvement, our region R | is better than the
one given by Mitrpant in [8, Theorem 4.4] or [9, Theorem 3]. You can find the comparison
in Subsection 4.2.4.
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4.2.1 Model description

As depicted in Figure 1.7, the Gaussian wiretap channel with side information is extended
from the Gaussian wiretap channel by adding an interference (i.e., side information) in the
main channel. Assume that the interference is independent of the channel noise and the
message. Further assume that the interference is noncausally known to the transmitter.
Let X be the input to the main channel. Then the output of the main channel is Y =
X +V +m; and the output of the wiretap channel is Z =Y +V + 19, where 1 ~ N (0, Ny)
and 72 ~ N(0, N3) are independent noises of the main channel and the wiretap channel,
respectively.

We note that the main channel of the Gaussian wiretap channel with side information is
a dirty paper channel as investigated in [7]. Simlarly to Costa [7], we consider U = X 4+ o'V,
where X and V are independent random variables distributed according to A(0, P) and
N(0,Q), respectively, and « is a parameter to be determined. Note that there could be a
loss of generality in restricting attention to such U, but we shall see that the derived answer
is clearly optimal in some special cases. For convenience, we use the following notations:

U. X ++V, (4.1)
Ry(+) = I(UwY) - max{I(Us; V), 1(Us: 2)}, (4.2)
R(+) = IU.Y)—I(U;V), (4.3)
Rz(x) = I({UyY)~I(Us Z), (4.4)
d(*) = Rs(x)/R(x). (4.5)

First, we calculate the values of I(U,V), I(U,Y) and I(U,Z) with respect to U =
X + aV. Note that here X is independent of V. We have the following:

I(U;V) = I(X+aV;V)
= HX+4+aV)+HV)-HX+aV,V)

_ Ly (P +0*Q)Q

T 2% (P1+a2Q)Q - a2Q?
1 P+a?

_ L ProQ)

IU;Y) = I(X+aV; X +V+m)
= HX+aV)+HX+V+m)-HX+aV,X +V +m)

_ llog (P+a*Q)(P+Q+ Ny)
2 7 ((P+a2Q)(P+Q+ N) — (P +aQ)?
_ e PHAIQ(P QAN
T 2 ®PQI -0+ (P+a?QNy
IU;2) = I(X+aV;X+V+n+mn)
= HX+aV)+HX+V+m+n)-HX+aV,X+V +m+n)
— Ligg (P+0?Q)(P+Q+ N1+ Ns)
2 " ((P+a2Q)(P+Q+ Nt + No) — (P +aQ)?
_ llog (P4 c*Q)(P+ Q+ N1+ No)
2 " PQ(l—a)?+ (P +a’Q)(N1+Nz)
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It is a straightforward consequence that

P(P+Q+ Ny)

IU:Y) - I(U,V) = %log (e TeEw et (4.6)
1 P(P Ny + N
102 2) = HUV) = glos a)2I£Qj—?NT+IN—g)(;)+ a?Q)’ (47)
. o Lo (PHQ+N){(1 - a)*PQ+ (N1 + No) (P +a*Q)}
[U5Y) - 1U;2) = 3log (P+Q+]\1f1+N2){(1—a)2PC3+Nj(P+a2Q)} {48)

Note that Z is a degraded version of Y. Thus, we have I(U;Y) > I(U; Z). You can also
find a proof of it in Appendix III. So we distinguish the following three cases:

(1) 1(U;V) > I(U;Y) > 1(U; Z);

> T
(2) I(U;Y) > I(U;V) > I(U; Z);
3) I(U;Y) > I(U; Z) > I(U; V).

Case 1: I(U;V) > I(U;Y) > I(U; 2)
Consider the inequality I(U; V) > I(U;Y).

I(U;V) > I(U;Y)
L Pra’@ 1, (P+a’Q)(P+Q+ N
2 %P 2 ®PQ(I— )2+ (P + a2Q)N;
P+ a?Q (P+a?Q)(P+Q+ Ny)
P PQ(1 —a)? + (P +a?Q) N
1 < P+Q+ N
P PQ(1—a)*+ (P +a?Q)Ny
PQ(1 —a)*+ (P +a’Q)Ny > P(P+Q+ Ny)

o?Q(P + Ny) — 2aPQ > P?

%P P P2Q
P N 2_ 2 P2
QP +N)(" — 5+ (pTx)) > P Hey,
P P2(P+Q+ Ny)

2
=5y, > QP + N; )2

Therefore, under the assumption that P, Q, N1, No > 0, we have

HU;V)>1(U;Y) < a>ayp or a<a_gy,; (4.9)
IU;Y) 2 I(U;V) <= a—p < a < ago, (4.10)
where
P IP+Q+ N
— 14—y, 411
ago A o (4.11)
P IP+Q+ N
_ = 11—y —). 4.12
a—go PN 0 ) (4.12)
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By Theorem 4.2.1, the rate equivocation pair (I(U;Y) —max (I(U;V),I1(U; Z)),1) is
achievable. If I(U; V) > I(U;Y) > I(U; Z), then the information rate from transmit-
ter to the receiver, I(U;Y) — I(U; V), will be smaller than 0. For practical reasons,
we only need to consider Case 2 and Case 3 when a_gy < a < ago.

Case 2: [(U;Y) > I(U;V) > I(U; Z)

As shown in (4.10), when a_g9 < a < ago, I(U;Y) > I(U; V). Now let us consider
the inequality I(U;V) > I(U; Z).

I(U; V) I(U; Z)
1, P+a?Q 1 (P+a*Q)(P+Q+ Ni+ No)

v

v

31085 218 PO = a) + (P + a20)(M: + V)

P+ a*Q (P+aQ)(P+Q+ N1+ No)
P PQ(1 —a)? + (P + a?Q) (N1 + Na)
1 S P+Q+ N+ Ny
P PQ(1 —a)? + (P + a?Q)(N1 + Na)
PQ(1—a)®+ (P+a?Q)N; > P(P+Q+Ni+Ny)

?Q(P + Ny + Ny) — 2aPQ > P?

\Y

20.P P 1 P2Q
2 2 2
~ + > PP
(a P+ N1+ Ny (P+N1+N2)) Q(P+N1+N2)( P+N1+N2)
(o — P 2 P?2(P+Q+ Ny + No)
P+ N1+ Ny Q(P + Ny + Ny)?
Therefore, we have
IU;V)>1(U;Z) <= a>ay or a<a_g (4.13)
IU;Z)>I(U;V) <= a_o<a<a, (4.14)
where P PrO+ N LN
1 2
S : 415
0 = \/ T (115)
P P+Q+ N+ N,
0 = ——(1— . 4.16
I I A ¢ Q ) (4.16)
In particular, when I(U;V) = I(U; Z),
IU;)Y)-I(U;V)=1(U;Y) - I(U; Z) <= o = o or a_y.
So we have
R(ag) = Rz(a); (4.17)
R(a—g) = Rz(a_y). (4.18)

In Case 2, I(U;Y) —max ([(U;V),I(U; Z)) = I(U;Y) — I(U; V). By Theorem 4.2.1,
the rate equivocation pair (I(U;Y)—I(U;V), 1) is achievable. Therefore, we have the
following lemma.
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Lemma 4.2.2 For any a such that a > ag or a < a_g, the rate equivocation pair
(R(a),1) is achievable. Here U = X + oV and X is independent of V.

Note that the expression of the secret rate R(a) and the code strategy here are similar
to those for the dirty paper channel. It is well known that in the dirty paper channel,

the rate R(a) = I(U;Y) — I(U; V) is maximized at o = ﬁ. However, since in our
case the range of « is limited, we are not sure whether the optimal result, the secrecy

capacity will be achieved at the point a = ﬁ.

Case 3: [(U;Y) > 1(U;Z) > 1(U; V)
From (4.14) and the fact that I(U;Y) > I(U; Z), we have

HUY)>1(U;Z2) > I(U; V) <= a_g < a < ay.

In this case, [(U;Y)—max (I(U;V),I(U;Z)) = I(U;Y)—I(U; Z). By Theorem 4.2.1,
the rate equivocation pair (I(U;Y)—1(U; Z),1) is achievable. Therefore, we have the
following lemma.

Lemma 4.2.3 For any o such that a_g < o < a, the rate equivocation pair (Rz(a), 1)
is achievable. Here U = X + oV and X is independent of V.

Note that the expression of the secret rate Rz(«) is similar to the one for the Gaussian
wiretap channel [4]. However, here U is an auxiliary parameter. If we take U =
X +aV, according to different values of o, U has different so-called power constraints.
In the Gaussian wiretap channel, the expression of the secret rate is different. It
is shown in [4] that, the rate equivocation pair (I(X;Y) — I(X;Z),1) is achievable.
In that case, X has a constant power constraint P. The difference of I(X;Y) and
I(X;Z) is maximized when X is Gaussian. Here, since U is a linear combination
of two Gaussian variables X and V, U is also Gaussian. Our problem is: which U
maximizes the secret rate Rz(«) = I(U;Y) — I(U; Z)?

4.2.2 Analysis of R and Ry

In this subsection, we will investigate the properties of R(«) and Rz(«) with respect to a.
We also denote R(«) as R, Rz(«) as Ry for brevity.
Consider R=1(U;Y) — I(U;V) as defined in (4.6).

R - 110 P(P+Q+ Ny)
T 2% -a)?PQ + Ni(P +a2Q)
N P(P+Q+ Ny)
2 0P + Ni)a? — 2PQa + P(Q + Ny)
1 P(P+Q+Ny)
= glog P 2 P2Q
QP+ N)(a — pha )2 — 2% 1 P(Q + Ny)
B 1log P(P+Q+ Np)
- 9 PN, (P N1) °
277 QP+ Ny)(a — iy )2 + EED ety
Let P
max — . 4.1
o PN (4.19)
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As shown in Figure 4.1, we have the following lemma.

Lemma 4.2.4 R, which is defined in (4.6), is an increasing function with respect to o as
Q@ < Qmaz; @ decreasing function as a > Qe ; maximized at @ = Qmqz- In particular,

1 P
mazx) = =—1 1 - )- 4.2
R(@mas) = Car = 5 l0g(1+ 1) (4.20)
R(a)
CI\/I
Q00 AOmazx [eT0] (e}

Figure 4.1: Function R when U = X 4+ aV, X and V are independent.

Consider Ry = I(U;Y) — I(U; Z) as defined in (4.8).

Ry = Lo PHQEN){(1—a)°PQ+ (N + No)(P +0’Q)}
7T 27 (P Q+ N+ No){(1 - a)2PQ + Ni(P +a2Q)}
Define P
Omin = = - (4.21)

An easy calculation shows the following lemma. See also Figure 4.2.

Lemma 4.2.5 Ry, which is defined in (4.8), is an increasing function with respect to o as

Qmin < a < 1; a decreasing function as o < Qupin or a > 1; minimized at o = Qi and
maximized at o = 1. In particular,

Rz(amm) = O; (4.22)
1 (P+Q+ N1)(N1+ N2)
Rz(1) = =1 . 4.23
2(1) 2 2 T(P+Q+ N + Ny (423)
Proof: See the proof in Appendix IV. [ |
Rz(a)
max R(a)

QAmin X—00 X—0 AOmaz 1 @

Figure 4.2: Function Rz when U = X + oV, X and V are independent.
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4.2.3 Achievable region

So far, from Lemma 4.2.2 and Lemma 4.2.3, we know that at perfect secrecy, R is achievable
when o > o or a < a_g; Ry is achievable when a_¢ < a < ap. In particular, R = Ry
when o = ag or a_g.

d d Rd = Rz(amaz) d Rd — RZ(amaz)
| d=Rz(1
1 \\\\\\\\\\\\\ 1R 1 < |t? R RZ( )
\\ NEENANENEN Rz(1) \\\\\\\ \ Rd = RZ(Oé)
N \\\\\\\\\ Ry ) N R(1) \\\\\ NN
NERRN Frpmarl NN RS omaz) o ad LA 0
\\\\\\‘\\\\\\. R R(amaz) RRZ(EXm,am)> \\\\\\\\.\\ :\\\\ R
Cum Rz(1) Cum
() 0 < P < Pow (b) Piow < P < Phign (c) P> Puign

Figure 4.3: An achievable rate equivocation region for Gaussian wiretap channel with side
information.

Fasy comparisons show the following lemma.

Lemma 4.2.6 qpn < a9 < Qmaz < 1, ag < ago and amin < a_qp.

By Lemma 4.2.6, we know that a_¢ < ag < agg. According to the different possible
positions of ag, we have the following situations.

(1) a0 < ap < Qmag-
It is clear that a_g < aq. Let us consider the inequality pq: > ag.

Qmaz = Qo

P > (1+ P+Q—|—N1+N2)
P+ N P+ N+ Ny Q
PN, S P\/Q(P+Q+ Ny + Ny)
(P+N1)(P+N1+N2) - Q(P+N1+N2)
Ny - VO(P +Q+ Ny + No)
(P+Ni) — Q
QNy > (P+N)VQ(P+Q+ Ny + Ny)
QN2> > (P +N1)*(P+Q+ Ni+ Na)
QNo” — (P+ N1)’°Ny > (P+N1)>(P+Q+ Ny)
Ny < —(P+ Nj) or N22P+N1+W.
If we define
(P+N1)2
Nyioh = P+N ; 4.24
high + N1 + (VO + VPoxy)? ( )
_ (P+ N2
Qhigh = No— (PN (4.25)
Piow = —Ni— % v —VQQ+24QN2 (4.26)
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Under the assumption that P, Q, N1, No > 0, it is easy to verify that
No > Npigh <= Q > Qhigh <= 0 < P < Ploy. (4.27)
Therefore, we have the following lemma.

Lemma 4.2.7
Ny > Nhigh = a9 < ag < Qmaz,

where
N2 > Npigh <= Q > Qpigh <= 0 < P < Pow-

Rs(a)

R/ 'R/ Ry R/ R\ R\

| Qmin O—0 g Qmaz 1 «a
Figure 4.4: Rs(c) when X and V' are independent and No > Npgp,.

As shown in Figure 4.4, the maximal achievable secret rate in this case is R(maz) =
Cr. That is, the secrecy capacity in this case is the capacity of the main channel.

The achievable rate equivocation region in this case is shown in Figure 4.3 (a). Clearly,
in this case, the achievable region is in fact the capacity region.

(2) Qmaz < ap < 1

Consider the inequality ag < 1.

a < 1
P P+Q+ N+ Ny
S — < 1
P+N1+N2( \/ Q ) <
P\/Q(P+Q + N1 + No) N1+ Ny
Q(P + Ny + N») - P+ N1+ Ny
PVQ(P+Q+Ni+No) < Q(Ni+Ny)
P2 P+ Q+ N +No) < Q(Ny+ Ny)?
PYP+Q) < Q(Ni+ No)*— P%N; + No)
2
Ny < —P or NQZP—Nl—l-%.

Similarly to the analysis of the inequality a4 = g, we have

Omaz <
QN2 — (P +N1)2Ny < (P+N)*P+Q+ Ny)
(P+N1)2

—(P+N1)< No <P+ N1+ 0
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Thus we have the following:

Omaz < op <1

P2 P N 2
—~(P+N) <N <P or PN1+6§N2SP+N1+%'
If we define
P2
Nlow = P—N1—|——; (428)
Q
P2
= N+ N, P’ 4.2
Qo Ny + Ny — P’ (4.29)
Q Q2 +41Q(N, + N
Fhign _§+\/ 2( 13 7) (4.30)

Under the assumption that P, Q, N1, No > 0, it is easy to verify that

Nlow < NZ < Nhigh - Qlow < Q < thgh <~ Plow <P< Phigh- (431)
Therefore, we have the following lemma.

Lemma 4.2.8
Nigw < Np < Nhigh = Qmaz < 0o < 1,

where

Nlow < N2 < Nhigh — Qlow < Q < thgh <~ Plow < P < Phigh-

Rs(a)

R/ 'R/ Ry /Ry /RN RN,

| Qmin Q-0 Qmaz Q0O 1 «

Figure 4.5: Rs(c) when X and V are independent and Njg,y < No < Npigh.

As shown in Figure 4.5, the maximal achievable secret rate in this case is Rz ().

The achievable rate equivocation region in this case is shown in Figure 4.3 (b). The
curve which bounds the region can be divided into two parts. The first part is the line
d =1 as R goes from 0 to Rz(cp). The second part is the curve Rd = Rz(a) as R
goes from Rz(ap) to R(aumez). Note that Rz(ag) = R(ap). Correspondingly, «, the
parameter used to achieve (R,d) on the curve, goes from «g t0 .. The property
of the curve follows immediately from the fact that Rz(«) is non-increasing as a goes
from og t0 gz

(3) (7)) > 1.
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Similarly to the analysis of the inequality ap < 1, we have

—_

Under the assumption that P,Q, N1, No > 0, it is easy to verify that
OSNZSNlow@OSQSQlow@PEPhigh (432)
Therefore, we have the following lemma.

Lemma 4.2.9
0 < Ny < Njpw = ap > 1,

where
0§N2SNlow@OSQSQlow@PEPhigh-

Rs(a)

R,/ 'R/ Ry /Rs /Ry R\,

| Amin  O—0 Omaz 1 [e7s} «
Figure 4.6: Rs(«) when X and V are independent and Na < Niyy.

As shown in Figure 4.6, the maximal achievable secret rate in this case is Rz(1).

The achievable rate equivocation region in this case is shown in Figure 4.3 (c¢). The
curve which bounds the region can be divided into three parts. The first part is the line
d =1 as R goes from 0 to Rz(1). The second part is the curve Rd = Rz(1) as R goes
from Rz(1) to R(1). This part is achieved by time sharing the two rate equivocation
pairs (Rz(1),1) and (R(1), %)_ Note that Rz(1) is a constant. The third part
is the curve Rd = Rz(a) as R goes from R(1) to R(mes). Correspondingly, «, the
parameter used to achieve (R, d) on the curve, goes from 1 to aynqe.. The property of
the curve follows immediately from the fact that Rz(a) is non-increasing as o goes
from 1 to aunas-

4.2.4 Discussion

As a result of the analysis in last subsection, we have the following theorem.

Theorem 4.2.10 For the Gaussian wiretap channel with side information, a rate equivo-
cation pair (R, d) is achievable if

R
d

CMv
L,

IA A
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Cum 0<P <Py
Rd < { Z(ZCZZ)) g(iﬁ(g% < Cys Piow < P < Phrigh
{ %8> RO D<oy P2 P
Furthermore,
0<P< Py = N2 > Npigh — Q> Qhnigh;

Py <P < Phigh < Niw < Ny < Nhigh — Qow<Q< thgh;
PZPhigh <~ OSNQSNlow <~ OSQSQlow-

Denote the region as R . It is shown in Figure 4.3. Note that for fixed points (R, d) on
the curve Rd = Rz («), o can be determined by the value of R. Unlike the region for some
special wiretap channels shown in [3,4], here Rz («) is not a constant. In addition, it is easy
to verify that Rz(«) is decreasing, as R goes from R(ag) to Cps when Poy, < P < Phigp
and as R goes from R(1) to Cpy when P > Pyjgp.

We define a rate equivocation region is better or larger than another one, if at the
same rate of reliable transmission to the legitimate receiver, a larger equivocation for the
wiretapper can be achieved.

Recall that the entire rate equivocation region Ry for the Gaussian wiretap channel
given by Leung-Yan-Cheong and Hellman [4, Theorem 1] is defined by

R<Cy, d<1, Rd<CL (4.33)
where C) is the capacity of the main channel and

o — llog (P + N1)(N1 + No)
5 2 (P+N1 —|—N2)N1

(4.34)

is the secrecy capacity.

Compare our region R with Ry, for the corresponding Gaussian wiretap channel with-
out side information. The following results show that the side information plays a positive
role in the secret communication over the Gaussian wiretap channel.

Theorem 4.2.11 For the Gaussian wiretap channel, the side information helps to get a
larger secrecy capacity.

Proof: By Theorem 4.2.1, the rate equivocation pair (min{Rz(amaz),Cr},1) is
achievable, where g, is defined in (4.19). So we have Cs > min{Rz(maz),Carsr}. If
we can show that both Rz (ama.) and Cyy are larger than C”, which is the secrecy capacity
of the Gaussian wiretap channel as defined in (4.34), then the proof is a straightforward
consequence. It is clear that Cy; > C%. Now let us prove that Rz(amaz) > Co.

(P + Q+ N1)(PQ(1 — imaw)? + (P + 02,,,Q) (N1 + Ny))
(P+Q + N1+ No)(PQ(1 — tmaz)? + (P + 3,0, Q)N1)
. (P+Q+ N)(PQ(L — 537 )? + (P + (pi3)?Q) (N1 + Na))
(P +Q+ N1+ No)(PQ(1 — 55-)% + (P + (5457)2Q) V1)
QN?Z + ((P + N1)? + PQ)(Ny + N2)
(P+Q+ N1+ No)(P+Ni)Np

log

RZ (amam> -

lo

1
2
1
2
1
3 log
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In order to prove that Rz(amas) > CL, we need:

llog QN + (P4 N1)* + PQ)(N1 + Ny)
2 (P+Q+ Ny + No)(P+ Ni)N;
QN?Z + ((P + N1)? + PQ)(Ny + N2)
(P+Q+ Ny + No)(P+ N1)NVy (P + N1+ Na)NVy
QN?Z + ((P+ N1)2+ PQ)(Ny + Na) _ (P + Nyp)(Ny + No)
(P+Q+ Ny + N2)(P+ Ny) P+ N1+ Ny
(QN? + ((P + N1)? + PQ)(Ny + No))(P + N1 + Na) > (P4 Q + N1 + No)(P + N1)2(Ny + Ny)
(QN? + PQ(N1 + N2))(P + Ny + No) > Q(P + N1 )*(N1 + Na)
QNZ(P + Ny + Na) + PQ(Ny + N2) Ny > N1Q(P + N1)(Ny + Na)
QN{P + PQ(N1 + N2)Nz > N1QP(Ny + Ny)
PQ(Ni + N2)Ny > NiQPN,

PQN3 >0,

110 (P + Np)(Ny + Na)
2 & (P+ N1+ N2)N;
(P+N1)(N1+N2)

v

v

v

which is always valid under the assumption that P, Q, N1, No > 0. [ |

Theorem 4.2.12 For the Gaussian wiretap channel, the side information helps to achieve
a larger rate equivocation region.

Proof: Compare the region R with Ry, as defined by (4.33).

(a) When 0 < P < Py, Cpp > CL.

(b) When Py, < P < Prigh, Rz() is decreasing as R goes from R(ag) to Cps. There-
fore, Rz(a) > Rz(maz) > C-.

(c) When P > Ppign, Rz(cv) is decreasing as R goes from R(1) to Cps. Therefore,
RZ(l) > RZ(a) > RZ(amaa:) > Cé

As we have discussed above, the theorem is concluded. ]

Recall that the region Ry given by Mitrpant in [8, Theorem 4.4] or [9, Theorem 3] can
be expressed as follows:

R < Cu,
d < 1,
Cu 0 <P < Py
Rd < min{CMdCa R(Oé())} Plow <P< Phigh ,

min{CMdc,Rz(l)} P> Phigh

where

do =1—I({Ua,..: Z)/Ch. (4.35)

An easy comparison shows the following result.
Corollary 4.2.13 The region R is better than Ry;.

Proof: We compare the region R with Rps. Since Cprde = Cyr — I(U,
Rz(tmaz) — I(Ug,,,.; V), then

(a) When P,y < P < Phign, as R goes from R(ag) to Cy, Rz(o) > Rz(a) >
RZ(amax) > Cyde;

7Z) =

max )
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(b) When P > Pp;gn, as R goes from R(1) to Cyr, Rz(1) > Rz(a) > Rz(umaz) > Cardc.

In addition that when 0 < P < P,,,,, R and R)s are the same, we complete the proof.

|

From above proof, min{C;d¢c, R(ap)} = Carde exists in both cases when Py, < P <
Pigh and P > Py;gp. Hence, the region Rjs can be simplified as follows:

R S CM?
d < 1,
C’M O<P<P)low
- <
hd < {OMdc P> Py

It is very interesting to find that, for the wiretap channel in Gaussian case, unlike
the dirty paper channel, the side information helps to get a larger secrecy capacity and a
larger capacity region. Therefore, the side information provides an advantage to achieve
secure communication over the Gaussian wiretap channel. Furthermore, we extend our
result for the dicrete memoryless wiretap channel with side information to the Gaussian
case by applying Costa’s strategy [7] to the auxiliary parameter U. As a straightforward
consequence of the technique improvement as shown in the proof of Theorem 4.2.1, we
derive an achievable rate equivocation region which is better than the one given by Mitrpant
in [8, Theorem 4.4] or [9, Theorem 3].

4.3 A general result on dirty paper channel

Note that in Costa’s strategy, the codewords chosen to send to the channel are independent
of the side information. In this section, we generalize Costa’s strategy by taking codewords
dependent on the side information into our consideration. In addition, for easy calculations,
we develop a geometric interpretation of the mutual information of Gaussian variables.
Then, reconsidering the communication problem for the dirty paper channel, we give a
more general result.

4.3.1 Preliminaries

Let X and V be two random variables with expected values ux and uy and standard
deviation ox and oy . The covariance between X and V is defined as:

cov(X, V) =E(X — ug)(V — uy)). (4.36)

It is clear that cov(X, V) = cov(V, X). The correlation coefficient pxy between X and V is
defined as:

pxy = ———. (4.37)
oxoy

Note that the correlation coefficient cannot exceed 1 in absolute value by applying the
Cauchy-Schwarz inequality '. The covariance matriz is defined as:

_ [ eov(X, X)) cov(X, V) ] _ 0% pxvoxov (4.38)
cov(V, X) cov(V,V) PXVOXOV ‘7\2/ . .

YFor any variables X and V, the Cauchy-Schwarz inequality states that [E(XV)]? < E(X*)E(V?).
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If X, V are jointly Gaussian and with zero-mean, and U = X + oV = (1,)(X, V)T,
where (X, V)T is the transpose of the vector (X, V'), then U also has a Gaussian distribution
with mean uy and variance 012], where

uy = (La)(ux,uy)t = (1,a)(0,00T =0 (4.39)
o = (1,a)K(1,a)"

— (1,0) o% PXVOXOY ] ( 1 )

2
PXVOXOV oy «Q

= (7%( + 2apxvoxoy + 0420‘2/. (4.40)

In particular, when o = 1, then uy = 0 and J% = Ug( + 2pxvoxoy + 0‘2,.

4.3.2 Geometric interpretation of Gaussian mutual information

Consider a standard AWGN channel with input X ~ N(0, P), noise n ~ N(0,N) and
output Y = X + 7~ N(0,P + N).

Y 7
P+ N
VN
) Oxy
VP X

Figure 4.7: Geometric interpretation of mutual information.

It is known that the correlation coefficient can also be viewed as the cosine of the angle
between the two vectors X and Y, when both X and Y are zero-mean. As shown in Figure
4.7, we define the angel 0xy as the angel anti-clockwise from vector X to vector Y. The
symmetric property of the correlation coefficient follows immediately: pxy = pyx, since
cosOxy = cos(2m — Oxy) = cosfy x. Then, by the definition of the two Gaussian variables

and cosfOxy = \/P—‘/_%, we have

1 1
11 1
= —log——M
2 gl—cos20Xy
11 1
= — Og P
2 1_P+N
1 P
= —log(l+ —).
5 log(1 + =)

Thus, we get the capacity of the AWGN channel.
So far, we can re-denote the mutual information of two zero-mean Gaussian signals X

and Y as follow: 1 ) . )
I(X;Y) = -log

——— =log——. 4.41
2 1 — cos? GXY 2 ©8 Sin2 HXY ( )

Furthermore, the formula (4.40) can also be derived in a geometric way easily. If X, V
are jointly Gaussian and with zero-mean and U = X + oV, then U also has a Gaussian
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Figure 4.8: Geometric interpretation of U = X + oV, when X and V are dependent.

distribution with mean 0 and variance 0’%/. As shown in Figure 4.8, if we take the length of
the vector as its standard deviation, since pxy = cosfxy,

2 _ (2
ogp = |U]
= P+ 0a?Q +2a/PQcosbxy (4.42)
= P+ a%Q + 2apxyv/PQ.

4.3.3 Rate

Now we return to the communication problem for the dirty paper channel. Proceeding
similarly to Costa’s approach, we use the result on the capacity of the discrete memoryless
channel with side information noncausally available at the transmitter by Gel’fand and
Pinsker [10] and Heegard and El Gamal [11], the formula (1.20). Extending the result to
Gaussian case, instead of looking for an appropriate auxiliary variable U, we try to go
through more possible auxiliary variable U, in the matter that U is also Gaussian.

Figure 4.9: Geometric interpretation of dirty paper coding, when X and V are dependent.

Similarly to Costa [7], we consider U = X +aV, where X and V are normally distributed
according to N(0, P) and N(0,Q), respectively; « is a parameter. Here we generalize
Costa’s strategy by taking the correlation coeflicient of X and V| pxy into our consideration.
Referring to Figure 4.9, we have the followings:

X| = VP,

—
VI = va
7] = VN,

Wl = VI-aPQ+N,
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—

\U'| = \/P+Q+2\/PQCOSQX\/,

|(_J>\ = \/P + a2Q + 2a\/PQ cos Oxv,
|Y| = \/P+Q+N1+2\/PQCOSQX\/.

By the law of cosines, it is easy to get that

TP +]Y 2= |72
= =
2(U[- Y|
P+ a?Q +2ay/PQcoslxy + P+ Q+ N +2/PQcosfOxy — (1 —a)?Q - N
2y/P + a2Q + 2ay/PQcosOxy - /P +Q + N +2,/PQ cosOxy
P+ aQ+ (1+ a)/PQcosbxy .
VP +a2Q + 2ay/PQcosfxy - V/P+Q+ N + 2v/PQcoslxy
— — —
TP+ oV - X2
= =
2[U| - |aV|
P+ 0o2Q + 20y/PQcos Oxy + a?Q — P
2v/P + a2Q + 2a/PQ cos Oxy - a/Q
a/Q + VP cosOxy
VP + a2Q + 2a/PQ cosOxy

By Pythagorean identity, for any 6, sin® 6 + cos? = 1, we have

cosyy =

cosOyy =

sin?0yy = 1-—-cos®byy

- P+ aQ+ (1+ a)y/PQcosOxy 2
VP +a2Q + 2ay/PQcosbOxy - /P +Q+ N +2,/PQcosxy

(1 —a)?PQ(1 — cos? Oxv) + N(P + a*Q + 2a/PQ cosOxv)

(P+ a2Q + 2a/PQcosOxv)(P+ Q + N + 2y/PQcosOxy)’

sin2 9UV = 1—COS2 9UV

B av/Q + VP cosbOxy 2
VP + a2Q + 2a/PQ cos Oxy
P(1 — cos? Oxy)

P +a2Q + 20y/PQ cos Oxy

Recalling (4.41), the difference of mutual information can be calculated to yield

1 1 1 1 1. sin?lyy
IU;y)—1U;V)==zlog—5—— — = log—5— = = —_—.
( ) ( ) 2 o8 Sin2 HUY 2 ©8 Sin2 QUV 2 Sin2 (9Uy

Taking pxy = cosfxy, we have

. L P(1 = p3)(P+Q + N +2y/PQpxv)
H(U;Y)-I(U;V) = IOg(1—a)2PQ(1—p§(V)+N(P+a2Q+2a o)

2
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Let

R=1U;Y) - I(U;V). (4.43)
Then ,
277 (1-a)?PQ(1 - p%y) + N(P + 02Q + 2a/PQpxv)
_Liog P(1—p%)(P+Q+ N +2PQpxv)
2° QIP(1 = p&y) + NJa? = 2[PQ(1 - p&y) — NVPQpxvla + PIQ(1 - py) + N]
~ Lo P(1 = p2)(P +Q + N +2y/PQpxv)
- PN(1—p% ) (P+Q+N+2yP ’
277 QIP(L = Pey) + Nl — )2 + TGN 2P Qo)
where ,
PQ(1 — ~ NJPQ
Cmas = QL — pxv) . Qrxv. (4.44)
Q(P(l - va) + N)
Maximizing R over «, we get
1 P(1— p?
max R = 3 log(1 + w) (4.45)

obtained at o = .. Therefore, we have the following theorem.

Theorem 4.3.1 For the dirty paper channel, generalizing Costa’s strategy [7], we choose
the auziliary variable U in the form of U = X + oV, where the correlation coefficient of X
and V is pxv. Then the maximal rate we could achieve by dirty paper coding s

1
mSXR =3 log(1 + ~

The mazimum is achieved at & = Qmaz, WhETe Qumay 18 defined in (4.45).

4.3.4 Discussion

The value of the correlation coefficient indicates the degree of linear dependence between
the variables. The closer the coefficient is to either -1 or 1, the stronger the correlation
between the variables. If the variables are independent, then the correlation is 0. But the
converse is not true, because the correlation coefficient detects only linear dependencies
between two variables. However, in the special case when X and V are jointly normal
distributed, independence is equivalent to uncorrelatedness.

Theorem 4.3.1 shows that, in order to achieve reliable transmission with as high as
possible rate by dirty paper coding, the best choice of X is orthogonal to the side information
V. In particular, when X is dependent on V', here we use the correlation coefficient pxy to
represent their dependency, so far the best we can do, can be achieved with less power by
the way of sending codewords orthogonal to V' but only with power P(1 — pxy?). That is,
if the chosen X is dependent on V, in fact, only 1 — pxy-2 part of the power is efficient in
the transmission.
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4.4 An extended rate equivocation region

In this section, we think of the best choice of codewords sent to the channel for the Gaussian
wiretap channel with side information. Recall that Costa [7] showed that for dirty paper
channel, the optimal encoder adapts to the side information and uses it to his advantage,
rather than attempting to fight and cancel it. By choosing codewords orthogonal to the side
information, the channel capacity could be reached by dirty paper coding. Note that the
coding strategy used for the wiretap channel with side information is similar to the one for
the dirty paper channel. However, we wonder whether it might be a better choice to send
codewords dependent on the side information in some cases, in order to yield higher rate
with the same equivocation. We will show in this section that it is true, as a consequence
of an additional parameter pxy in our optimization.

Differently from Mitrpant in [8,9] and more general than Costa in [7], we make use
of the auxiliary random variable U = X + oV, where « is a real number and X can be
dependent on V. Using our technique given in Section 3.3, we provide a straightforward
proof to extend Theorem 3.2.1 to the Gaussian case by applying the generalized Costa’s
strategy to the auxiliary parameter U as follows.

Theorem 4.4.1 Consider the Gaussian wiretap channel with side information as shown in
Figure 1.7. We make use of the auxiliary random variable U = X 4+ oV, where « is a real
number and X can be dependent on V. Let pxy be the correlation coefficient of X and V.
For fired « € R and pxv € [—1,1], denote Ry as the set of points (R, d) with

Ryi < R< Ry, 0<d<1, Rd= Ry,

where Ry1 and Ry are defined in (3.7) and (3.8). Here R represents the set of all real
numbers. Let

CE{(R,d):0< R <R0<d <d, (R,d) € Ry},

and

Roxv = U R/U

U=X+aV,a€R
Then the set R, defined as follows, is achievable:

R= |J Rpx-
va€[—1,1]

Proof: The proof is almost the same as the proof of Theorem 3.2.1 given in section
3.3. We only need to show that Ry is achievable for the specified «, pxy and U. Assume
that the channel has power constraint P and the side information satisfies V' ~ AN(0, Q).
For a fixed ¢, let P’ = P(1+42ce)~!, where c is a constant as defined in Lemma 2.2.8. Due to
the Gaussian characteristic of the channel, we make slight modifications in the achievability
proof of Ry as follows:

e In the codebook generation, sequences u’¥ are generated according to f(u’Y) = Hf\i 1 fw).

Here we specify f(u;) ~ N(0, P’ 4+ o?Q) for all i € {1,2,--- ,N}.

e In the encoding process, zV(j) = uV (j) — av™.

e The legitimate receiver observes yV = 2™V (j) + vV + n{v and the wiretapper observes

N=yV ).
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As a consequence of these modifications, there is one more source of potential error for the
legitimate receiver.
N( N(5) — av™ does not satisfy the power

e £X(j): in the encoding process, =™V (j) = u

constraint.

However, provided that there is at least one sequence v (j) jointly typical with v¥, the
probability that £ () occurs is 0 according to Lemma 2.2.9. Therefore, the modifications
do not influence the achievability proof of Ry;. Let € be arbitrarily small. Since P’ — P as
e — 0, we have shown that Ry is asymptotically achievable for « € R and U = X + oV,
where X ~ N(0, P) and the correlation coefficient of X and V is pxy. Thus we conclude
our proof. [ ]

As you will see in Section 4.2.4, the extended region by applying the generalized Costa’s
strategy to the auxiliary parameter U improves the region R which is derived by applying
Costa’s strategy to U.

4.4.1 Model description

For the dirty paper channel, Costa [7] considers U = X +aV, where X and V are independent
random variables distributed according to N(0, P) and N (0, Q), respectively, and « is a
parameter to be determined. Here we use the generalized Costa’s strategy as introduced
in last section. We take U = X + aV and investigate the more general situation when
the correlation coefficient of X and V is pxy. It is clear that pxy = 0 when X and V are
independent. With an abuse of the notation, we still use the notations U, Rs(*), R(x), Rz(*)
and d(*) as defined in (4.1)~(4.5) for convienence. We need to keep in mind that in this
section, the correlation coefficient of X and V is pxy. For a fixed pxy, we denote the
maximal secret rate as

Rs = moz}X{I(U; Y)—max{I(U :V),I(U;Z)}}. (4.46)

N12, where 112 = n1 + 12

Figure 4.10: Geometric interpretation of dirty paper coding in the wiretap channel with
side information, when X and V are dependent.

Now Let us calculate the values of I(U,V), I(U,Y) and I(U, Z) with respect to U =
X +aV. Note that here X and V' can be dependent and their correlation coefficient is pxy .
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Referring to Figure 4.10 and the calculations in Appendix I, we have the following:

(P +a*Q +20v/PQpxv)(P + Q + N1 + 2VPQpxv)
(1= a)?2PQ(1 = p%y) + Ni(P + a?Q + 20/PQpxv)’

(P 4 o*Q +2a/PQpxv)(P + Q + N1 + Na + 2/PQpxv) .
(1= a)2PQ(1 — p%y) + (N1 + No) (P + a2Q + 2a/PQpxv)’
P+ o*Q + 20+/PQpxv

P(1—p%y) .

It is a straightforward consequence that

I(U;Y) = =log

IU;Z) = =log

I(U;V)

1
2
1
2
1
3 log

' 1 P(1— p%y)(P+ Q+ N1 +2VPQpxv) ,
IWY) = IOV) = 508 20— ) + Mi(P 4 a2Q 1 207/ PQpxr)
(4.47)
N | P(1— p%y)(P+Q+ N1+ No +2/PQpxv) :
(4.48)
‘ 1 (P+Q+ M +2V/PQpxv)
HU:Y) - 1U;:2) = 5 Og((P+Q+N1+Nz+2\/prv)

{(1 = a)?PQ(L — piy) + (N1 + No)(P + &*Q + 2a/PQpxv)}
{(1 — a)2PQ(1 — p%{\/) + Nl(P + CV2Q + 204@/))(‘/)}

(4.49)

Note that Z is a degraded version of Y. Thus, we have I(U;Y) > I(U; Z). You can also
find a proof of it in Appendix V. So we distinguish the following three cases:

(1) I(U;V) > I(U;Y) > I(U; 2);
(2) I(U;Y) = I(U; V) 2 I(U; Z);
3) I(U;Y) > I(U; Z) > I(U; V).
Case 1: I(U;V) > I(U;Y) > I(U; Z)

From (4.47), through easy calculation, we obtain that

IU;V)>I(U;Y) <= a>agp or a<a qo; (4.50)
I(U; Y) > I(U; V) <— oa_g < a < ago, (4.51)
where PO RA)VRP+Q+2VPQoxy + M)
v QIP(1 - p&y) + Ni]
PQ(1 - piy) — NMivVPQpxv (4.52)

QIP(1 — p%ky) + N4 ’
P(1— p3)VQP + Q + 2/PQpxv + N1)

amo = QIP(L — p%y) + NI]
PQ(l—ngv)—vaPQﬂXV‘ (4.53)

QIP(1 - pXy) + N1
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See the proof of (4.50) and (4.51) in Appendix VL.

In Case 1, I(U;Y) —max (I(U; V), I(U;Z)) = I(U;Y) — I(U; V) is less than 0. For
practical purpose, we only need to consider the situation when a_gy < o < agp-

Case 2: I(U;Y) > I(U;V) > I(U; 2)
From (4.48), through easy calculation, we obtain that

HU;V)>1(U;Z) <= a>a) or a<a_o, (4.54)
IU;2)>1IU;V) <= a_g<a<ap. (4.55)

where

P(1— P%{v)\/Q(P + Q4+ 2/ PQpxv + N1 + N»)
QIP(1 - p%y) + N1 + Ny
PQ(1 — pyy) — (N1 + N2)vPQpxv .
QP — ) + N+ N5
_P(1—pX)VQP + Q +2/PQpxv + Ni + No)
QIP(1 — p%y) + N1 + Ny
PQ(1 — p%y) — (N1 + No)v/PQpxv
QIP(1 - p%y) + N1 + Ny

oy =

(4.56)

(4.57)

We can derive (4.54) in the way similar to the proof of (4.50). Note that when
I(U;V) = I(U; 2),

IU;)Y)-I(U;V)=1(U;Y) - I(U; Z) <= o = o or a_y.
Thus,

R(ag) = Rz(ao); (4.58)
R(a—g) = Rz(a—o). (4.59)

Due to (4.51) and (4.54), we have

HU;Y)>1I(U; V) > I(U; Z) <= a_ppo<a<ayp and a>ay or «a<a_,

In Case 2, I(U;Y) —max ([(U;V),I(U; 2)) =1(U;Y) — I(U; V). By Theorem 4.4.1,
the rate equivocation pair (I(U;Y)—I(U;V),1) is achlevable Therefore, we have the
following lemma.

Lemma 4.4.2 For any a such that a_gp < a < aqg, and a > o or a < a_g, the
rate equivocation pair (R(«), 1) is achievable. Here U = X + oV, and the correlation
coefficient of X and V is pxvy.

Note that the expression of the secret rate R(a)) and the code strategy here are similar
to those for the dirty paper channel. It is well known that in the dirty paper channel,
R(a) = I(U;Y) — I(U; V) is maximized at a = ﬁ. The codeword sent by the
optimal encoder is orthogonal to V. However, in our case, we are not sure whether

this a and pxy = 0 still yield the optimal result.
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Case 3: [(U;Y) > 1(U;Z) > 1(U; V)
From (4.55) and the fact that [(U;Y) > I(U; Z), we obtain that

HU;Y)>1(U;Z2) > I(U;V) <= a_g < a < ay.

In this case, [(U;Y)—max (I(U;V),I(U;Z)) =I(U;Y)—I(U; Z). By Theorem 4.4.1,
the rate equivocation pair (I(U;Y)—I(U; Z), 1) is achievable. Therefore, we have the
following lemma.

Lemma 4.4.3 For any « such that a_y < a < «, the rate equivocation pair (I(U;Y)—
I(U; Z),1) is achievable. Here U = X + V', and the correlation coefficient of X and

V is pxv.

Here, the expression of the secret rate Rz(«) is similar to the one for the Gaussian
wiretap channel [4]. However, note that U is an auxiliary parameter. If we take
U = X + oV, according to different values of «, U has different so-called power
constraints. In the Gaussian wiretap channel, the expression of the secret rate is
different. It is shown in [4] that, the rate equivocation pair (I(X;Y) — I(X;Z),1)
is achievable. In that case, X has a constant power constraint P. The difference of
I(X;Y) and I(X;Z) is maximized when X is Gaussian. Here we only consider the
situation when U is Gaussian. Now we can state the following problems: which U
maximizes the secret rate Rz(«) = I(U;Y) — I(U; Z)? Is pxy = 0 still a best choice
to achieve higher rate with the same equivocation, as it is optimal to yield the channel
capacity in the dirty paper channel?

4.4.2 Analysis of R and Ry

In this subsection, we will investigate for a fixed pxv, the properties of R(a) and Rz(«)
with respect to . We also denote R(«) as R, Rz(«) as Ry for brevity.
Consider R =1(U;Y) — I(U; V) as defined in (4.47).

R=llog P(1— p%y)(P +Q + N1 + 2y/PQpxv)
(1—a)2PQ(1 — p%y) + Ni(P + a?Q + 2a/PQpxv)

2
P(1 = pky)(P + Q + N1 + 2¢/PQpxv)

PNi1(1—p% ) (P+Q+N1+2VPQ, ’
QAP = )+ 3~ g+ P T

1

where PO ) ) N, VPD
_ — Pxy) — V1V PXV
Omar = Q[P(l — p?Xv) T Nl] . (461)

An easy calculation shows the following lemma. See also Figure 4.11.

Lemma 4.4.4 R, which is defined in (4.47). is an increasing function with respect to « as
a < Qmaz; @ decreasing function as o > Qupaq; 18 mazimized at @ = Quag. IN particular,

P(1- Pg{v)

1
R(amaz) = 5 log(1 + N,

). (4.62)
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R(«a)
max R(«)

Q—00 Qmax [e70) «

Figure 4.11: Function R when U = X + oV, the correlation coefficient of X and V is pxy .

Consider Ry = I(U;Y) — I(U; Z) as defined in (4.49).

_ 1 (P+Q+N1+2\/Pprv)
R; =-1o

2 8 (P+Q+ Ny + Ny +2v/PQpxv)

+1 lo (1-=a)’PQ(1 — piy) + (N1 + N2)(P + a*Q + 2a/PQpxv)
2 T (1= a)2PQ(L - p&y) + Ni(P +a?Q + 2av/PQpxv)
Define
- VPWP+Qpxv)
Qmin = — . (4.63)
VQ(VPpxv + Q)
Rz(a) Rz(a)
max R(«) max R(a) | A=
Amin ‘ 1 « ‘ 1 Qmin « ‘ 1 (&%
(a) VPpxv +/Q >0 (b) VPpxv +/Q <0 (c) VPpxv +v/Q =0

Figure 4.12: Function Rz when U = X + oV, the correlation coefficient of X and V' is pxy .

An easy calculation shows the following lemma. See also Figure 4.12.

Lemma 4.4.5 Ry, which is defined in (4.49), is maximized at « = 1 and minimized at
= Qupin. Furthermore,

(a) when vPpxy ++/Q >0, Ry is
a non-increasing function with respect to a as o < Qupin;
a non-decreasing function as Qmin < a < 1;
a non-increasing function as o > 1.

(b) when VPpxv ++/Q <0, Ry is
a non-decreasing function with respect to o as o < 1;
a non-increasing function as 1 < a < Qmin;
a non-decreasing function as o > Qunip.

(c) when VPpxy +/Q =0, Ry is
a non-decreasing function with respect to a as o < 1 and a non-increasing function
as o > 1.
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In particular,

Rz(tmin) = 0 (4.64)
1. (P+Q+2yVPQpxv + Ni)(N1+ Na)

Rz(1 .
z() 2 8 (P+Q+2yPQpxv + N1+ Na)Ny

|

|
—
9]

(4.65)
Proof: See the proof in Appendix VII. [ |

4.4.3 Achievable region

So far, from Lemma 4.4.2 and Lemma 4.4.3, we know that at perfect secrecy, R is achievable
when o > o or a < a_g; Ry is achievable when a_y < a < ap. In particular, R = Ry
when a = o or a_g. Note that, according to the sign of vV Ppxy + /@, Rz with respect to
a has different property. Hence, we investigate the achievable region in the following three
cases.

d d A1 Rd= Ry(amas)
1 NI \\\\\\ 1 T 1 . |L? /Rd:RZ(l)
N N N
NANERRAR Rz (1) \7\\7\7\&7 \ Rd= Rz(a)
N \\\\ \\\\ R(1) \\\\ N NV
NAFNENENEN Rz(amaz) Ry (Omax) §\§7\7\\7\7:\”§‘7\7
\\\\\\.\\\\\‘ R R(amaz) R(amaz) NN \\\\'\\ \'\\\\ R
R(amaat) RZ(l) R(amaac)
(a) N2 > Nnign (c) N2 < Niow

Figure 4.13: The general achievable rate equivocation region for Gaussian wiretap channel
with side information. If vPpxy ++/Q > 0, oy = ap; else if VPpxy ++v/Q <0, o = a_g.

A: \/ﬁva+\/@>0

Easy comparisons show the following lemma.

Lemma 4.4.6 If VPpxyv ++/Q > 0,

Qmin < Q-0 < Qmaz < 1, a@o < ago,  Qmin < @—qp-

Proof: See the proof in Appendix VIII. [ |

By Lemma 4.4.6, we know that a_g < ag < agg. According to the different possible
positions of «ag, we have the following situations.

(1) a_g < ap < maz-
Lemma 4.4.7 If \/ﬁva +/Q >0,
N2 > Npigh = a—o < @ < Onag,

where
[P(1 = p%y) + NiJ?

(V@ +VPpxv)?

Npigh = P(1 = piy) + N1+ (4.66)
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Rs(w)

R,/ 'R/ Ry R/ R\ R\

| Qmin Q—o (075} Amazx 1 «

Figure 4.14: Ry(a) when vVPpxy ++v/@Q > 0 and Na > Niigh.

Proof: See the proof in Appendix X. [ |
As shown in Figure 4.14, the maximal achievable secret rate in this case is
R(amaz)-
The achievable rate equivocation region in this case is shown in Figure 4.13 (a).
(2) mazr < ap < 1.

Lemma 4.4.8 If VPpxv +/Q > 0,
Nigw < Na < Nhigh = Qmaz < g < 1,

where Npign is defined in (4.66) and

[P(1 — p5y)]? '
(vVQ + VPpxv)?

Proof: See the proof in Appendix XI. [ |

Niow :P(l—ngv)—Nl—i-

(4.67)

Rs(a)

R,/ 'R/ Ry /Rs /' RN\ R\,

| Qmin  O—0  OQimaz OO 1 «
Figure 4.15: Ry(a) when vVPpxy + /@ > 0 and Ny < Na < Npjgh.

As shown in Figure 4.15, the maximal achievable secret rate in this case is
Rz (ayp).

The achievable rate equivocation region in this case is shown in Figure 4.13 (b).
The curve which bounds the region can be divided into two parts. The first part
is the line d = 1 as R goes from 0 to Rz(ap). The second part is the curve
Rd = Rz(a) as R goes from Rz(ap) to R(@maz). Note that Rz(ag) = R(ap).
Correspondingly, «, the parameter used to achieve (R, d) on the curve, goes from
ag to auneer. The property of the curve follows immediately from the fact that
Rz(«) is non-increasing as « goes from «g to Qumay-

(3) ap > 1.
Lemma 4.4.9 If VPpxy ++/Q > 0,
Ny < Nigwy = ap 2 1,
where Nigy is defined in (4.67).

Proof: See the proof in Appendix XII. [ |
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Rs(w)

R,/ 'R/ Ry /Rs /Ry R\,

| Qmin Q-0  Qumazr 1 [e5) «

Figure 4.16: Rs(«) when \/]_DpXV +v/Q > 0 and Ny < Ny

As shown in Figure 4.16, the maximal achievable secret rate in this case is Rz(1).
The achievable rate equivocation region in this case is shown in Figure 4.13 (c).
The curve which bounds the region can be divided into three parts. The first
part is the line d = 1 as R goes from 0 to Rz(1). The second part is the curve
Rd = Ryz(1) as R goes from Rz(1) to R(1). This part is achieved by time sharing

the two rate equivocation pairs (Rz(1),1) and (R(1), ]EZT%)). Note that Rz(1)

is a constant. The third part is the curve Rd = Rz(«) as R goes from R(1) to
R(@maz). Correspondingly, «, the parameter used to achieve (R, d) on the curve,
goes from 1 to aunee. The property of the curve follows immediately from the
fact that Rz () is non-increasing as a goes from 1 to gy

B: \/ﬁva+\/a<0

Easy comparisons show the following lemma.
Lemma 4.4.10 If VPpxy +/Q < 0,

1 < omazr € o < min, g0 < a—g, Qo0 < Qmin-

Proof: See the proof in Appendix IX. [ |

By Lemma 4.4.10, we know that a_gp < a_g < agp. According to the different possible
positions of a_g, we have the following situations.

(1) maz < a—o < ap.
Lemma 4.4.11 If VPpxy +/Q <0,
N2 > Npigh = Qmaz < a— < Qp,
where Np;gn is defined in (4.66).
Proof: See the proof in Appendix XIII. ]
Rs(a)

R/ R/ RN RyNRN RN

| 1 Omazr O—Q a0 AUmin [e%

Figure 4.17: Ry(a) when vPpxy + /@ < 0 and N2 > Nyigh.

As shown in Figure 4.17, the maximal achievable secret rate in this case is
R(amaz)-
The achievable rate equivocation region in this case is shown in Figure 4.13 (a).
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(2) 1 <a o< amag-

Lemma 4.4.12 If VPpxy + +/Q < 0,
Niow < Ng < Nhigh — 1 < a o < amaz-

where Npign, and Nio, are defined in (4.66) and (4.67), respectively.
Proof: See the proof in Appendix XIV. [ |

Rs(a)

R/ R/ ‘RzNRz R\ R\,

| 1 a_o Omazr QO Amin a
Figure 4.18: Rs(a) when VPpxy +/Q < 0 and Ny, < Na < Nhigh-

As shown in Figure 4.18, the maximal achievable secret rate in this case is
Rz(a_o).

The achievable rate equivocation region in this case is shown in Figure 4.13 (b).
The curve which bounds the region can be divided into two parts. The first
part is the line d = 1 as R goes from 0 to Rz(ag). The second part is the curve
Rd = Ryz(«) as R goes from Rz(a—g) to R(maz). Note that Ry (a—g) = R(a—o).
Correspondingly, a, the parameter used to achieve (R, d) on the curve, goes from
a_g t0 ynge. The property of the curve follows immediately from the fact that
Rz(«) is non-increasing as a goes from a_g to maq-

(3) a_p < 1.
Lemma 4.4.13 If VPpxy +/Q < 0,
No < Nigyw = a9 < 1.
where Nigy, is define in (4.67).
Proof: See the proof in Appendix XV. [ ]
Rs(a)

R/ Rz Rz Rz NRN RN,

| a_o 1 AXmaz OO Amin (67
Figure 4.19: R,(a) when vVPpxy + /@ < 0 and Ny < Ny

As shown in Figure 4.19, the maximal achievable secret rate in this case is Rz(1).

The achievable rate equivocation region in this case is shown in Figure 4.13 (c).
The curve which bounds the region can be divided into three parts. The first
part is the line d = 1 as R goes from 0 to Rz(1). The second part is the curve
Rd = Rz(1) as R goes from Rz(1) to R(1). This part is achieved by time sharing
the two rate equivocation pairs (Rz(1),1) and (R(1), IE%Z(%)). Note that Rz(1)
is a constant. The third part is the curve Rd = Rz(a) as R goes from R(1) to
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R(amaz). Correspondingly, «, the parameter used to achieve (R, d) on the curve,
goes from 1 to qynqe- The property of the curve follows immediately from the
fact that Rz («a) is non-increasing as a goes from 1 to unaq-

C: VPpxv +V/Q@=0
Assume that the values of P and Q satisfy P > Q so that the equality v Ppxv +

VQ = 0 may exist. Taking pxy = —%, we could simplify the expressions of
Qmaz, X0, 0, 0_go and agg as follows:
Omaz = 1;
_ (P-Q) _
a_o = - )
VQP —Q+ N1+ Na)
P_
R N
VQ(P —Q+ N1+ Na)
_ (P-Q) .
a_o0 = - )
VQP —Q+ Ny)
P_
apg = 1+ ( Q) .
VQP —Q+ Ny)
We can also simplify the expressions of R(amqs) and Rz(1) as:
1 P—Q
mae) = =log(14+ —=). 4.
R(omas) = 3log(l+ %) (1.68)
1. (P—Q+ Ni)(N1+ No)
Rz(1) = =1lo . 4.69
2(1) 2 % (P—Q+ N1+ No)V; (4.69)

Rs(a)

R/ R/ ‘Rz /'Rz RN\ R\

| a—opo «a—o 1 g Qoo a

Figure 4.20: R (o) when P > @ and vPpxy + /Q = 0.

It is easy to verify that in this case, a_gy < a_g < 1 < ay < agg. As shown in Figure
4.20, the maximal achievable secret rate in this case is Rz(1).

In this case, the achievable rate equivocation region is a degraded version of Figure
4.13 (c). The curve Rd = Rz(«) is degenerated to one point, since R(amqez) = R(1).
The curve Rd = Rz(1) gives a bound on the rate equivocation. Note that Rz(1)
is a constant. In fact, this rate equivocation region is equivalent to the region of
the corresponding Gaussian wiretap channel channel with power constraint P — Q) at
the transmitter. However, in this case, the rate does not reach the channel capacity
and the secret rate is also smaller than the secrecy capacity. The reason is that the
transmitter always give some power out to cancel the side information.
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4.4.4 Discussion

As a result of our analysis in last subsection, if we define

Rlaw) = { R(ag)  if VPpxv +v/Q >0

R(a—o) if VPpxv +V/Q <0 (4.70)

then we have the following theorems.

Theorem 4.4.14 For the Gaussian wiretap channel with side information, when the corre-
lation coefficient of X and V' is pxv, then the following rate is achievable at perfect secrecy:

R(amaz) N2 2 Nhigh
R = R(aw) Niow < N2 < Npign - (4.71)
Rz(1) N2 < Nigw

Theorem 4.4.15 For the Gaussian wiretap channel with side information, when the cor-
relation coefficient of X and V is pxv, a rate equivocation pair is achievable if

R < R(amaz)
d < 1
R No = Npigh
R R < R(aw)
- < < ;
P < { Rz(a) R(as) <R < Rlame) - low =2 Nigh (4.72)

R R < Ry(1) '
Rz(1) Rz(1) < R<R(1) Ny < Nigw
Rz(a) R(1) < R < R(®maz)

Denote the set of above achievable rate equivocation pair as R,y . For the Gaussian wiretap
channel with side information, we give an achievable rate equivocation region R as follows:

R= | Rox- (4.73)
pxvE[-1,1]

Note that the region R, —o is exactly R |, the one given in Theorem 4.2.10. In Figure
4.21, we give an example that R is a proper subset of R. Recall the capacity region Rp,
given by Leung-Yan-Cheong and Hellman [4, Theorem 1], for the corresponding Gaussian
wiretap channel without side information. Here we define R/L to be the capacity region for
the Gaussian wiretap channel with power constraint P + Q + 2/PQ, i.e.,

1 P 2/PQ + N1)(N; + N
R<Cy, d<1, Rdg—log( +Q+ Q+ Ni)(N1 + 2)‘
2°° (P+Q+2V/PQ + Ni + No) N

Clearly, RIL is an outer bound of R. As we see in Figure 4.21, we have

R, CRLCRCR],

which shows that side information helps to get larger rate equivocation region of the Gaus-
sian wiretap channel; Furthermore, for a given wiretap channel with side information, we
can get a rate equivocation region R larger than R by applying the generalized Costa’s
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strategy in the encoding scheme; At last, R'L gives an outer bound of the capacity region
of the Gaussian wiretap channel with side information.

0.8

0.6~

0.4

0.2

I I I I
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35

Figure 4.21: (R, d) region when @ =1, P = N; = Ny = 10.

Given a wiretap channel, the maximal secret rate max R is of considerable interest.
PXV
We try to find the optimum correlation coefficient of X and V' to send the information as

efficient as possible at the perfect secrecy. In order to use Theorem 4.4.14 for this purpose,

We give the following lemata to show the properties of Nigw, Nhigh, R(0maz), Rz(1) and
R(aw) with respect to pxv.

Lemma 4.4.16 Ny, which is defined in (4.67), with respect to pxy has the following
properties:

(a) when P = @, N, is decreasing as —1 < pxy < 1;

(b) when P > @, Njy, is increasing as —1 < pxy < —% and decreasing as —% <
pxv < 1;

(c) when P < @, Ny, is increasing as —1 < pxy < dy and decreasing as o9 < pxy < 1,

where
5 2V6 1Q—P H—n Q 0 3v6 |Q—P
= coS -1/ = = arccos —/ ———.
07 73 P 3 P’ 8 Q
Proof: See the proof in Appendix XVIII. [ |

Lemma 4.4.17 Ny;gp,, which is defined in (4.66), with respect to pxy has the following
properties:

(a) when P = Q, Npgp is decreasing as —1 < pxy < 1;
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(b) when P > Q, Npign is increasing as —1 < pxy < —% and decreasing as —% <
pxv < 1

(¢) when P < Q, if N1 > VP(VP+ YQ)(vQ—VP), Npigh is increasing as —1 < pxy <

doo and decreasing as doo < pxv < 1; otherwise, Npiqn is decreasing as —1 < pxy < 1.

Here
f 20 [QTPN oow JQ L sVE QPN
00 =3 Iz cos —g D = arccos — 0 .
Proof: See the proof in Appendix XIX. [ |

Given a wiretap channel, when No < max Ny, let d; be the correlation coefficient
PXV

satisfying No = Niow|pxy=s,- If there are two solutions to No = Njow|pxy» let 61 be the

larger one and §; be the smaller one. Similarly, when N3 > min Njgp, let d2 be the only
PXV
correlation coefficient or the larger solution to No = Npign|py - If there are two solutions,

let 4, be the smaller one.

Lemma 4.4.18 R(naz), Rz(1) and R(ay) with respect to pxy have the following prop-
erties:

(a) R(maz) is increasing as —1 < pxy < 0; decreasing as 0 < pxy < 1; mazximized at
pxv = 0.

(b) Rz(1) is increasing as —1 < pxy < 1.
(c) R(ow) satisfies the following inequalities.
R(0)lpyxy < R(a0)|pxy=s, i pxv < 01,
R(ao)lpxyv < R(ao)lpxy=6,  if lpxv| = 02,
R(a—0)lpxy < Rlao)l, o5 —1<pxv <8 <—VQ/VP,
R(a—o)lpxy, < Rla—o) if —1<pxy <o, <—/Q/VP.

‘PXV:(S;

In particular,

R(ao)lpxy=5, = Bz(1)|pxr =61 R(ao)‘/)xv=52 = R(maz)lpxv=52>
R(a—o)’vazéf < R(a0>|va=517 R(a—0)|pXV:6; < R(ao)‘vaﬂsz'
Proof: See the proof in Appendix XX. [ |

By Lemma 4.4.17, it is easy to verify that

N2
min Ny;on = Npi =N+ —1 4.74
XV hlgh hlgh‘pXV 1 1 (\/ﬁ—’—\/@)Q ( )

Furthermore, by Lemma 4.4.16, we could bound N, as follows:

{oo if P>Q

max Ny = . .
ow Nl0w|vaz50 lfPSQ

PXV

(4.75)
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Consider R with respect to pxy as given in (4.71). As a result of our optimization on Rj
over pxvy, we have the following theorem.

Theorem 4.4.19 For the Gaussian wiretap channel with side information, the following
secret rate is achievable at perfect secrecy:

CM Zf N2 Z Nhigh|va=0
max Ry = max R(ag)|yy, else, (4.76)
PXV vae[é*,d’]
where
—1 if Ny > max Njyy
0y = PXV ,
01 else

, 1 if No < min Nhigh
XV
0o else

Proof: Consider the following situations.

(a) N2 2 Nhigh|pXV:0'
By Theorem 4.4.14,

max Ry > R(0maz)|pxy=0 = Cumr.
PXV

In addition that C}; is an outer bound of the secret rate R, so we have in this case,

max Ry = Cyy.
PXV

(b) max Nip,y < N2 < min Niigh < Npighlpxy=0-
PXV PXV

Clearly, for any pxy € [—1,1], we have Niowlpx, < No < Nhighlpyy - Therefore, by
Theorem 4.4.14, we have in this case,

max Ry = max R(ag)|pyy -

PXV pXVG[flvl}

(C) No > max Nj,,, and minNhigh < Ny < Nhigh’pXV=0~
PXV XV
Clearly, this situation exists only when P < Q. For any pxy € [—1,1], we have

VPpxyv +VQ >0 and Ny > Nigw|py -

Suppose that there is only one pxy € [—1,1] satisfying No = Npign|py, - Then Ny =
Nhighlpxy=s,- Due to min Nyigp, < No < Npighlpyy—0, we have d2 > 0. By Lemma
PXV

4.4.17, we know that if pxy € [02,1], then No > Npignlpyy; if pxv € [—1,82], then
N < Nhighlpyy - Therefore, by Theorem 4.4.14, we have

R. — { R(omaz)|pxy  for pxv € [02,1]
° R(ao)|pxy for pxv € [-1, 0]

In addition, for dy < pxy < 1, by Lemma 4.4.18, R(amaz)|pxy < R(Cmaz)|pxy =62 =
R(ao)|pxy=s,- So we have in this case,

max Ry = max R« .
o s pxvelol sl (0)|va
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If there are two solutions pxy € [—1,1] to the equation No = Npigh|px,, then we
pxy—s;  Furthermore, d2 > 0 > 05 and |05 | > Ja.
By Lemma 4.4.17, we know that if pxy € [02,1] U [—1,65 ], then Na > Npighlpxy s if
pxv € [0y ,02], then No < Npigh|px - Therefore, by Theorem 4.4.14, we have

have No = Nyign|pxy=62 = Nhignl

R. — { R(amaz)|pxy  for pxv € [02,1] U [—1,d5]
° R(ao)lpxy  for pxv € (65, 02]

Note that |05 | > d2. By Lemma 4.4.18, for pxy € [62,1] U [=1,05 ], R(®maz)|pxy <
R(amaz)|pxy =6 = R(00)|pxy =s,- Thus, we have in this case,

max Ry = max R(aog)|pyy-
pxv pxvE[d; ,02]

However, by Lemma 4.4.18, if —1 < pxy < 65, R(ao)

’pXV —

< R(Oéo)‘vaz(;;- There-

fore,
max Ry = max R(ag)|pyy, = max  R(ag)|pyy-
XV pxvE[d; ,02] pxv€[=1,62]

(d) Ny < max Ny, and Ny < min Nhigh < Nhigh‘vazo.
PXV PXV

Clearly, for any pxy € [—1,1], we have No < Npighlpyy -
Suppose that there is only one pxy € [—1,1] satisfying No = Nigy|pyy - Then Ny =
Niow|pyy=s,- Furthermore, §; > —\/—\/g. By Lemma 4.4.17, we know that if pxy €

[01,1], then No > Nigwlpyys if pxv € [—1,61], then No < Nigwlpyy - Therefore, by
Theorem 4.4.14, we have

R. — { R(a0)|va for pxv € [51?1]
° Rz(D)|pxy  for pxv € [=1,61]

Note that for —1 < pxy < d1, by Lemma 4.4.18, Rz(1>|va < Rz(l)’vazgl =
R(a)|pyy =5, - So we have in this case,

max R, = max R« .
pxv. pxvEd1,1] (@)l

If there are two solutions pxy € [—1,1] to the equation No = Nigylpy,, then we
have No = Niowlpyy=6, = Nhigh‘vazél—' Furthermore, §; > —% and |07 | > 0.

By Lemma 4.4.17, we know that if pxv € [01,1] U [=1,67 ], then Ny > Nigylpyy s if
pxv € [0 ,01], then No < Nigylpyy - Therefore, by Theorem 4.4.14, we have

R(a*)‘ﬂxv for pPxXVv € [_17 51_]
R(a0)|va for pxv € [01,1]
RZ(1)|PXV for pxv € [51_7 61]

R, =

It is easy to verify that if P > @, then §; < —%. Thus we have for pxv € [—1,07 ],

B _J Rlao)lpxy P >Q
Rs = R(aw)|pxy = { R(o)|pyy  else |
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Note that for pxy € [—1,6; ], by Lemma 4.4.18, if P > @, we have R(a_g)
for pxv € [67,61), Rz(D)|pxy < Rz(1)|pxy=5, = R(a0)|pxy=5,- Therefore, in this
case, we have

|PXV S
< R(0)|pyy=s,; otherwise, R(a)|pyy < R()|pyy=s,- In addition,

max R, = max R« .
pxv. pxvEd1,1] (@)l

(e) N2 < max Ny, and min < Na < Npigh|pxy=0-
PXV PXV

First, we consider the case if there is only one solution §; to No = Ny and one

‘PXV
solution d to No = Nhigh|pxy - Then oo > 61 > —%. By Lemma 4.4.16 and Lemma
4.4.17, we know that if pxy € [—1,01], then No < Nigylpyy; if pxv € [01,02], then
Nlow’va < Ny < Nhigh|va§ if pxyv € [(52,1], then Ny > th’gh’va- Therefore, by
Theorem 4.4.14 and Lemma 4.4.18, we have

Rz(Wlpxy < Rz(1)|pxy =6, for pxv € [-1,01]
Rs = ¢ R(ao)|pxy for pxv € [01,62]
R(amax)|va < R(amaz)|pXV:62 for PXV € [62, 1]

In addition, by Lemma 4.4.18, R(ao)|pxy =5 = Rz(1)|pxy =5, and
R(ao)|pxy=6: = R(maz)|pxy=s.- Therefore, in this case, we have

max Ry = max  R(ao)|pyy-
PXV pxv €E[01,02]

Secondly, we consider the case if there are two solutions 6; and 01 to No = Niow|pxy
and one solution dy to No = Npighlpy, - It is easy to verify that 6; < 61 < do.
By Lemma 4.4.16, we know that if pxy € [61,1] U [=1,07 ], then No > Nigylpyy; if
pxv € [0 ,01], then No < Nigy|pxy - By Lemma 4.4.17, we know that if pxy € [02,1],
then No > Npign|pxy s if pxv € [—1,02], then No < Npignlpyy - Therefore, by Theorem
4.4.14 and Lemma 4.4.18, we have

R(ow)lpxy for pxv € [-1,01]

R. — RZ(I)’PXV < RZ(I)’,va=51 for pxv € [51_751]
° R(a0)|va for pxv € [01, d2]
R(amamﬂva < R(amar)‘px\/:&g for PXV € [62, 1]

It is easy to verify that if P > @, then 6; < —%. Thus we have for pxyv € [—1,0; ],

— _J Rla—o)lpyy ifP>Q
Rs = R(aw)|pyy = { R(ag)|pxy  else :
Note that when pxy € [—1,6; |, by Lemma 4.4.18, if P > @, we have R(a—¢)|py, <

R(a,0)|pXV:(51— < R(0)|pyy=s,; otherwise, R(a)|pyy < R()|pyy=s,- In addition,
R(ao)|pxy=6, = Rz(1)|pxy=61> R(0)|pxy=6o = R(Umaz)|pxy—=s,- Therefore, in this
case, we have

max Ry = max  R(aog)|pyy-
PXV pxVvE[61,02]
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At last, we consider the case if there are two solutions §; and &1 to No = Nigy|py, and
two solutions 65 and d2 to No = Nhigh|px, - It is easy to verify that 65 < 6] < 1 < da.
By Lemma 4.4.16, we know that if pxv € [01,1] U [=1,67 ], then No > Nigwlpyy s if
pxv € [61,01], then No < Nigylpy, - By Lemma 4.4.17, we know that if pxy €
[52,1] U [—1,(52_], then No > Nhigh’va; if pxy € [—1,52], then Ny < Nhigh‘va‘
Therefore, by Theorem 4.4.14 and Lemma 4.4.18, we have

R(a*)|PXV for pxv € [65,07]
R. — RZ(l)‘PXV < RZ(l)‘va=51 for pxv € [51_751]
’ R(ao)|pxy for pxv € [61, 2]
R(amaz)lpxy < R(Qmaz)|pxy=s, for pxv € [=1,05]U [02,1]

It is easy to verify that if P > (), then 6; < —%. Thus we have for pxyv € [05,97 ],
— _ R(O‘—O)’va it P> Q
Rs = R(a)|pxy = { R(0)] py else .

Note that when pxv € [05,67 ], by Lemma 4.4.18, if P > @, we have R(a—g)|pyy <
R(OC—O)‘,;XV:(s; < R(ap)|pxy=s,; otherwise, R(ap)|px, < R(0)|pyy=s,- In addition,
R(ao)|pxy=6, = Rz(1)|pxy=61> R(0)|pxy=6o = R(Wmaz)|pxy—=s,- Therefore, in this
case, we have

max Ry = max  R(aog)|pyy-

PXV pxv€[01,02]

From the above theorem, it is clear that if Ny > Nhigh\ pxv =0, the optimum correlation
coefficient is pxy = 0. Otherwise, when No < Npign|pyy =0, the optimal choice of pxy is
the one between d, and ¢ which maximizes R(ayg).

In the following we will give an example to show that pxy = 0 is not always the best
choice to obtain high rate at perfect secrecy. Assume that Ny is relatively small so that
Ny < Nigwlpyxy=0- If we choose X independent of V/, then the maximal rate at perfect

secrecy is

1. (P+Q+ Np)(Ny+ Ny)
Dlpxv=0= 51 '
Ry( )|va—0 9 08 (P+Q+ Ny + Na) Ny

However, since No < Nigy|pyy =0, there is a § > 0 such that No = Nigy |,y =s- If we choose
X dependent on V, say that the correlation coefficient of X and V is §, then we can achieve
Rz(1)|px\ =5 at perfect secrecy. It is clear that

L (P+Q +2y/PQJ + N1)(N1 + Na)
2 %% (P+Q+2JP03 + N + No)N,
> RZ(l)‘va:O‘

RZ(1)|va:5

Therefore, in this case, it is a better choice to choose X dependent on V.

In Figure 4.22, we illustrate the performance of R, with respect to pxy when @ =
1,P = Ny = 10. As we see, when Ny = 10, the secret rate 0.17 nats can be achieved at
pxv = 0.5. Comparing with the secret rate 0.15 nats achieved at pxy = 0, we gain more
than 10% efficiency.
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Figure 4.22: Ry w.r.t pxy when Q =1, P = N; = 10.

4.5 Concluding remarks

In [7], Costa showed that for the dirty paper channel, to choose X independent of the side
information V is a best choice to yield the optimal efficiency by dirty paper coding. However,
for the Gaussian wiretap channel with side information, as shown in last section, it is not
always true. Especially in the case that the noise of wiretap channel is relatively small, to
choose X dependent on the side information V' can be a better choice, in order to achieve
a higher efficiency to the legitimate receiver at a certain security level from the wiretapper.
In addition, we give the best choice of the correlation coefficient for the generalized Costa’s
strategy to achieve the maximal rate at the perfect secrecy.

For the Gaussian wiretap channel with side information, the achievable rate equivocation
region is more complicated than that for the Gaussian wiretap channel where the side
information is absent. In Section 4.2, we have shown that for the Gaussian wiretap channel,
side information helps to achieve a larger secrecy capacity and a larger capacity region.
Using the method similar to Costa [7], we derive the region R, which is better than the
one given by Mitrpant in [8, Theorem 4.4] or [9, Theorem 3]. Furthermore, we improve
the region R by applying the generalized Costa’s strategy. However, it still remains an
open problem whether R is the capacity region of the Gaussian wiretap channel with side
information.
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Chapter 5

Random Linear Code for the
Wiretap Channel

5.1 Introduction

The problem of developing forward coding schemes for secure communication over the wire-
tap channel has not received much attention. Code construction methods and their con-
nection to security have not been explored extensively so far. A basic example introduced
by Wyner [1] is only for the wiretap channel with a noiseless main channel and a binary
symmetric wiretap channel. The model is shown in Figure 5.1. Another example is given by
Thangaraj et al. [22] for the situation when the main channel is noiseless and the wiretap
channel is a binary erasure channel.

SK XN XN GK
Source [—| Encoder Decoder— Legitimate receiver
zN .
BSC Wiretapper

Figure 5.1: Wyner wiretap channel with a noiseless main channel and a binary symmetric
wiretap channel.

In this chapter, we focus on the problem of developing coding schemes with linear code
for secure communication across the wiretap channel. We consider the specific case that
both the main channel and the wiretap channel are binary symmetric. The model is shown
in Figure 5.3. It is equivalent to the model shown in Figure 5.2, in the manner that the
overall wiretap channel is more noisy than the main channel. This chapter is broadly divided
into two parts. In the first part, we provide a proof to show that secrecy capacity could be
achieved by using random linear codes. In the second part, we investigate the performance
of the coding schemes when linear codes are used in the construction.

5.2 Model description

We consider the situation as given in Figure 5.3. Suppose that all alphabets of the source,
the channel input and the channel output are equal to {0,1}. Source S satisfies Pr{S =
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SK XN yN GK
Source [— | Encoderr—>| BSC Decoder—= Legitimate receiver
zN :
BSC Wiretapper

Figure 5.2: Wyner wiretap channel when both main channel and wiretap channel are binary
symmetric.

SK XN yN K
Source —=| Encoder BSC Decoder— Legitimate receiver
zN )
BSC Wiretapper

Figure 5.3: Csiszar-Korner wiretap channel when both main channel and the wiretap chan-
nel are binary symmetric, and the wiretap channel is more noisy.

0} = Pr{S =1} = 1. The main channel is a BSC with crossover probability p (0 < p < 1)
and the wiretap channel is a BSC with crossover probability p,, (0 < p,, < % and p, > p).
The encoder encodes every K source outputs, SX, into a codeword X%, which is the input
of the main channel. Assume that S* is uniformly distributed, so we have H(S¥) = K.
The outputs of the main channel and the wiretap channel are YV and ZV, respectively.
Let EN = YN — XV and EY = ZV¥ — XN 1t is clear that EV is the noise sequence added
into the main channel and E{l\[ is the noise sequence added into the wiretap channel. Then,
every component of EV and E{,Y , denoted as E; and FE\,;, respectively, where 1 <1i,7 < N,

has the following distribution:

Pr(E; =1) =p, Pr(E; =0)=1-p; (5.1a)
Pr(Ey; =1) = pw, Pr(Ey; =0) =1—py. (5.1b)

The transmission rate to the legitimate receiver is

K
R = =—. 5.2
N (52)
The equivocation of the wiretapper is

g H(S¥|ZN)  H(SK|ZN)
- H(SK) K ‘

(5.3)

At the legitimate receiver, on receipt of YV, the decoder makes an estimate SK of the
message SX. Then, corresponding to a given encoder and decoder, the error probability P,
is defined to be

P, = Pr{SK # 5K}, (5.4)

We refer to the above as an encoder-decoder (K, N, d, P.).
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5.3 Random linear codes to achieve secrecy capacity

The notion of the secrecy capacity has an operational meaning of being the maximum
possible rate of the information transmission between the transmitter and the legitimate
receiver that still enables the wiretapper to be kept totally ignorant. Thus, the coding
problem to achieve the secrecy capacity of the wiretap channel involves adding redundancy
for enabling the legitimate receiver to correct errors and adding randomness for keeping
the wiretapper ignorant. By [1], for the model shown in Figure 5.3, the secrecy capacity is
Cs = Cy — Cyw = h(pw) — h(p). Now we perform a random linear code to establish the
achievability of the secrecy capacity. For this aim, we need to construct a random linear
code (N, K,d, P.) such that for arbitrary €,,d > 0,

5 2 b - hi) - (5.5)
d > 1-¢, (5.5b)
P, < 4 (5.5¢)

We now proceed to this task.

5.3.1 Parameter settings

First, we set up the parameters for an encoder-decoder (K, N,d, P,). Randomly choose a
binary matrix H; with N — K; rows and N columns. Independently, randomly choose
another binary matrix H with K rows and N columns. Assume that K < K. Let Ky =
Ki — K and

HQZ[IIE”. (5.6)

Then Hs is a binary matrix with N — Ky rows and N columns. Later in our proof we
will increase N and keep K1, K proportional to N. In order to ensure that K and K are
integers, for arbitrary small € > 0, we take
K1 = |[N[1—h(p) —2€J;
Ki—K = [N[1-h(pw)—2€].

Here |z | stands for the maximal integer which is not larger than x. Straightforwardly,

K [N[L=h(p) —2€]] = [N[1 = h(pw) — 2€]]
N N
S N1 — h(p) —2¢] — 1 — N[1 — h(py) — 2¢]
- N
= hlpw) — h(p) ~ -

It is clear, for given € > 0, there exists an integer Ny > %, such that when N > Nj,

N 2 how) — h(p) — <.

In what follows, we will assume that both H; and H are with full rank, i.e., the rank of
H; is N — K1, and the rank of H is K. The reason is that by Lemma 5.3.1, the rows of the
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H; and H are linear independent with probability approaching 1 as N goes to infinity. See
the proof of Lemma 5.3.1 in Appendix XVI.

Lemma 5.3.1 A randomly chosen binary matriz H with K rows and N columns has rank
K with probability approaching 1 as N goes to infinity and % = R.

Based on the assumption that H; and H are with full rank, Hs, as defined in the equation
(5.6), has full rank with probability approaching 1 as N goes to infinity. The proof is the
following:

Pr{H; has full rank |H;, H are with full rank}
Pr{H; has full rank and H;, H are with full rank}
Pr{H;,H are with full rank}

Pr{H; has full rank}
Pr{H; has full rank} - Pr{H has full rank}’

a

—
N

where (a) follows from the fact that when Hy has full rank, then its sub-matrices H;
and H are surely with full rank; Furthermore, since H; and H are chosen independently,
Pr{H;, H are with full rank} = Pr{H; has full rank}-Pr{H has full rank}. Now we increase
N and keep K7, K proportional to N. By Lemma 5.3.1, we have

A}im Pr{Hs has full rank|H;, H are with full rank}

. Pr{Hz has full rank}
= lim
N—oco Pr{H; has full rank} - Pr{H has full rank}
A}im Pr{Hy has full rank}
—00

lim Pr{H; has full rank} - lim Pr{H has full rank}
N—oo N—oo

1

— =1
1-1

Therefore, without loss of generality, we also assume that Ho is with full rank.

Let C; be the dual code of the (N, N — K;) linear code generated by H; and Cy be
the dual code of the (N, N — K3) linear code generated by Hy. In other words, Hy is a
parity check matrix of C; and Hs is a parity check matrix of Cs. To transmit a K-bit secret
message s, an N-bit codeword !V is sent to the channel. The corresponding output at the
legitimate receiver is y%, at the wiretapper is 2. Because of the channel noises, y~ and 2z
may be different from 2. Let /¥ = ¢y — 2z be the noise added into the main channel and
eN = 2N — 2N be the noise added into the wiretap channel. Since the main channel is a BSC
with crossover probability p and the wiretap channel is a BSC with crossover probability

Pw, We have

N).

Pr(EY = N} = pHe (- )N,

Pr{E) =e)} = pil) (1 —py)N ),

where w(e) is the number of the nonzero components of eV, also called the Hamming
weight of eV; and w(el)) is the Hamming weight of elY.

In this chapter and also next chapter, when the dimension of a sequence is clear from

the context, we will denote the sequences in boldface letters for simplicity. For example,
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x is the sequence zV and s is s, etc. A similar convention applies to random variables,

which are denoted by upper-case letters. For example, X is the random variable XV, etc.
Now let us specify the encoder. To send the secret message s, a sequence x is chosen at
random from the solution set of the following equation

T
XHQsz[}II{l] =[xH," xHT |=]0 s], (5.7)

where HyT is the transpose of the matrix Ho; Hi T and HY are the transposes of the matrices
H; and H, respectively. Due to the matrix Hy with rank N — K», the number of solutions
of the above equation is 2%2. Furthermore, for different secret messages s, the solution
sets are disjoint. Note that the number of solutions of the equation xH;T = 0 is 251,
So corresponding to different secret messages s, the solutions of the equation xH;* = 0
is equally divided into g% = 2K subsets. In other words, C; is equally divided into 2%
subsets corresponding to different values of s, and C5 is the subset of C7 with s = 0. As for
the subset corresponding to a message s # 0, we denote as s + Cs.

In the following, we will show that the secrecy capacity can be achieved by a random
linear code in two parts, the reliability: P, — 0 as N — oo; and the security: d — 1 as
N — oo.

5.3.2 Reliability proof

In this subsection, we will prove that P, — 0 as N — oo.
The legitimate receiver uses typical set decoder. The decoder examines the typical set
T (e), the set of noise sequences e that satisfy

o~ N+ < pr(E = ) < 27 NhP)=d,
Check to see if any of those typical noise sequences, e satisfies
eH;T = yH,T.

If exactly one typical sequence e does so, the typical set decoder reports e as the hypoth-
esized noise sequence. The secret message s is decoded as § = (y — e)HT. However, if no
typical sequence in the set Tg (e) matches the observed syndrome yH; T, or more than one
does, then the typical decoder reports an error.
The error probability of the typical set decoder at the legitimate receiver, can be written
as follows,
P, = Pr + Py, (5.8)

where Pr is the probability that the true noise sequence is itself not typical, and Py, is the
probability that the true noise sequence is typical and at least one other typical sequence
clashes with it.

We first analyze Pr. For given € > 0 and J > 0, there exists an integer Ny, such that
when N > Ny, Pr{e € TY(¢)} > 1 — §/2. Therefore, when N > Ny, Pr = 1 — Pr{e €
TH (9} < 9/2.

The probability Py, . Let the true noise sequence is e. It belongs to the set T (¢). If any
of the typical noise sequence e*, different from e, satisfies (e* — e)H;* = 0, then we have
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an error. We use the truth function
1[(e* —e)H;T = 0], (5.9)

whose value is one if the statement (e* —e)H; T = 0 is true and zero otherwise. Then when
the true noise is e, the number of such errors can be bounded as:

[ Number of errors given e and H;| < Z 1[(e* —e)H;T = 0]. (5.10)
e* € TH (e)
e* £e

e*:

The number of errors is either zero or one; the sum on the right-hand side may exceed one,
in case where several typical noise sequences have the same syndrome.
Now we can write down the probability Py, by averaging over e :

Py, < Y Pr(E=e) > 1[(e* —e)H,;T = 0]. (5.11)
e€Th (¢) o*: e* € TH (e)
Te*#e

We will find the average of Py,, Py,, by averaging over all possible Hy. By showing that
Py, vanishes as N approaches infinity, we will thus show that there exists a Hy such that
Py, with vanishing error probability.

We denote averaging over all possible binary matrices H; by (---)u,. Then we have

pH1 = <PH1>H1
< () PrE=e) > 1[(e* —e)H;T = 0]y,
eGTg (e) o*: e* € Tg (e)
Te*#e
= > Pr(EV=e) > (1(e" —e)H T = 0])n,.
eeTH (¢) o e* € TH (e)
et #e

Since for any non-zero binary sequence v, the probability that vH;T = 0, averaging over
all possible Hy, is 2-(N=K1) S0

Py, < (Y Pr®E=e)(T5(e) - 1)27
ecTY (e)

< T ()2
< 9NI[h(p)t+elo—(N-K1)

9—N(1=h(p)—e—})

Note that % <1-—h(p) —2¢ < 1— h(p) — e. Therefore, for given ¢ > 0 and 6 > 0, there
exists an No, when N > Ny, le < 0/8. By Markov inequality L we have

g)<PH1<5/8_1

'Let X be a nonnegative random variable. Markov inequality states that for any a > 0, Pr(X > a) <
E(X)
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Thus,

0 o 3

That is, from all possible H;, more than 3/4 random choices yield Py, < g.
Thus we have shown that there are H; such that, for given ¢ > 0 and § > 0, when
N Z max{Nl, NQ},
P.=Pr+ Py, <6/2+6/2=04.

This concludes the proof of reliability.

5.3.3 Security proof

In this subsection, we will prove that d — 1 as N — oo.
Consider the uncertainty of the secret to the wiretapper in three steps:

1. show that H(S|Z) > N[h(p) — h(pw)] — H(X|S, Z).

. show that H(X|S,Z) < h(Pey) + PewKo. Here P.,, means a wiretapper’s error prob-
ablhty to decode x in the case where s is known to the wiretapper.

3. show that for arbitrary 0 < A < 1/2, Pe,y < A

Combining the above steps, we have

_ H(8]Z)
d = )
> [h( ) ( w)] — h(Pew) — Pew K2
= K
o Np) = hpw)] = h(A) = AK>
= K
@ [A(p) = hpw)] — & = AK/N
= K/N
O | e+ MEG/N
- h(p) — h(pw) — €

© | £+ A0~ hlpw))
h(p) — h(pw) — €

> 1-(
where
(a) follows from the fact that h(\) <1 and when N > Np, € > +.
(b) follows from the fact that h(p) — h(pw) —e < & < h(p ) h(pu).
(c) follows from the fact that I](V = KlNK — h(puw)-

(d) follows from the fact that there exists O < A < 1/2 such that for given arbitrary

e+ A1=h(pw))
small ¢ and C, C > W
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We now proceed to step 1 by considering

H(S|Z)

where

(a) follows from the fact that H(S|X, Z)
(b) follows from the fact that H(X|Y) >
(c) follows from the fact that I(X;Y)

I(XN;ZN) = NI(X; 2).

H(S,Z) - H(Z)

H(S,X,Z) — H(X|S,Z) — H(Z)

H(S,X|Z) — H(X|S,Z)

H(X|Z)+ H(S|X,Z) — H(X|S,Z)

H(X|Z) - H(X|S,Z)

H(X|Z) - HX|Y) - H(X[S,Z)

I(X;Y) - I(X;Z) — H(X|S, Z)
NI(X;Y) - I(X; 2)] - H(X|[S, Z)
Nh(p) — h(pw)] — H(X]S, Z),

=0 since S = XHT.
0.
= I(XN;YN) =

Thus the proof of step 1 is completed.

To prove step 2, we need to bound the entropy of the codeword X conditioned on the
message S and wiretapper’s observation Z. When S takes value s, we consider the subset of
C1, s+ as a codebook, X in the codebook as the input codeword, Z as the corresponding
output of passing X through the wiretap channel.

X = ¢(Z). Define the probability of error

From Fano’s inequality, we have

(a
H(X|s,Z) <

where (a) follows from the fact
Furthermore, we have

H(X]S,Z)

P, = Pr(X # X).

)
h(Pew) + PewK27

that, there are 252 codewords in the codebook s + Cs.

ZPr

{M(Pew) + PewKa} Y Pr(S =s).

H(X]|s,Z)

h(Pey) + PewKo.

Thus we complete the proof of step 2.

Now we proceed to step 3. Note that the estimate g(Z) of the decoder can be arbitrary.
Here we use the typical set decoder. With the knowledge of s and z, the decoder tries to
find the codeword x sent to the channel. The decoder examines the typical set Té\iu €

set of noise sequences ey, that satisfy

9-

N[h(pw)"'_e} S Pr(Ew =

ew) < 2~ Nlh(u)—d.
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Check to see if any of those typical noise sequences, ey, satisfies
eWHQT = ZHQT.

If exactly one typical sequence ey, does, the typical set decoder reports ey as the hypoth-
esized noise sequence. The codeword x is decoded as X = z — ey,. However, if no typical
sequence in the set TJJE\L (¢) matches the observed syndrome zH,T, or more than one does,
then the typical decoder reports an error.
The error probability of the typical set decoder at the legitimate receiver, can be written
as follows,
Pew = Pr, + Pu,, (5.13)

where Pr, is the probability that the true noise sequence is itself not typical, and Py, is the
probability that the true noise sequence is typical and at least one other typical sequence
clashes with it.

We first analyze Pr,. For given € > 0 and A > 0, there exists an integer N3, such that
when N > N3, Pr{ey € Tévw(e)} > 1 — \/2. Therefore, when N > N3, Pr, =1 — Pr{ey €
TfE\L ()} < \/2.

The probability Py,. Let the true noise sequence is ey . It belongs to the set T}EVw (e). If
any of the typical noise sequence e}, different from ey, satisfies (e}, — ew)HyT = 0, then
we have an error. We use the truth function

1[(e}, —ew)Ha" = 0], (5.14)

whose value is one if the statement (e, — ey )Hy' = 0 is true and zero otherwise. Then
when the true noise is ey, the number of such errors can be bounded as:

[ Number of errors given e and Hy| < Z 1[(e}, — ew)H2T =0]. (5.15)
or . Sw ETE, (9

Vel £ew

The number of errors is either zero or one; the sum on the right-hand side may exceed one,
in case where several typical noise sequences have the same syndrome. Here, note that

1[(ef, — ew)HoT = 0] = 1[(e}, — ew)H,T = 0] - 1[(e%, — ew)H' = 0].
We can write down the probability Py, by averaging over ey, :
Py, < > Pr(Ey=ey) > 1[(e%, — ew)HT = 0]. (5.16)
ew €T (€) or . Cw ETH ()
Vel #ew

Now we will find the average of Py,, Py,, by averaging over all possible Hy with N — K; + K
rows and N columns. Note that Ho can be randomly generated in the way that H; and H
are randomly generated independently.

We denote averaging over all possible binary matrices Ho by (- - )m,. Then we have

PHz = <PH2>H2
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= Y PrEw=ew) Y. (1(el —ew)HT = 0]y,

ey € T}{:Vw @)

ey e: £e
= )  PrEy=ew) > ((L[(ey — ew)Hi" = 0] - 1[(ef, — ew)H' = 0], )n
eWET}{J\’w (e) o - el € Tgw (e)
Vel Few
= )  PrEy=ew > (1[(ey, —ew)H1" = 0])m, - (1[(eg, — ew)H' = 0)n.
ewéTgw (e) o - el € TI{JVw (e€)
W e}y 7# ew

Since for any non-zero binary sequence v, the probability that vH; " = 0, averaging over
all possible Hy, is 2= (N=K1) and the probability that vHT = 0 averaging over all possible
H,is 27%. So

Pr, < (). Pr(Bu=ew)(TF, (] - )2V 27K
eweTy) (e)

ITE, (e)]2~ N H1HEO

oN[h(pw)+eg—(N-K1+K)

IN A

9= N(1=h(pu)—e—TLE)

Note that % <1 — h(py) — 2¢ <1- h(pw) — €. Therefore, for given ¢ > 0 and A > 0,
there exists an Ny, when N > Ny, Py, < A/8. By Markov inequality, we have

A PH2</\/8_1

Pr(Py, > & _—
WP > 3) <35 S3p T 1

Thus,

A A 3

That is, from all possible Hy, more than 3/4 random choices yield Py, < A\/2. Due to the
structure of Hg, this implies that, there are more than 3/4 random choices from all possible
H;, independently more than 3/4 random choices from all possible H such that Hy satisfies
P, < \/2.

Thus we have shown that there exists H; and H such that, for given ¢ > 0 and A > 0,
when N > max{Ns3, Ny},

P, :PTw —|—PH2 < )\/2+)\/2: A

This completes the proof of step 3.

Note that we have shown that for given €, 6, (, € > 0, when N > max{Ny, N1, No, N3, N4},
there are more than 3/4 random choices from all possible H; such that P. < §; Furthermore,
there are more than 3/4 random choices from all possible H;, more than 3/4 random choices
from all possible H, such that P.,, < A. Therefore, there are at least 1/2 random choices of
all possible H; and more than 3/4 random choices from all possible H such that P, < § and
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P.., < X are both satisfied at the same time. Thus we have shown that there exist H; and
H that lead to a random linear code such that

%Zh(pw)—h(p)—s, d>1-¢, P.<6é.

5.4 Performance of linear codes in wiretap channel

We have proved that the secrecy capacity of the wiretap channel as shown in Figure 5.3,
can be achieved by using random linear codes. However, the typical set decoder used in the
proof is not easy to implement. Thus, the method is existent but not effective in practice.
Until now it is still an unsolved problem to write down an explicit and practical encoder
and decoder to achieve the reliable and secure communication over the wiretap channel at
rates close to the secrecy capacity.

The motivation of this section is the need of constructive and applicable codes for the
wiretap channel. We restrict our attention to the binary linear codes for ease of implemen-
tation. The performance of the codes is evaluated from three perspectives: the efficiency
measured by the rate from the source to the legitimate receiver, the reliability measured by
the error probability of decoding at the legitimate receiver and the security measured by
the equivocation of the wiretapper about the information transmitted.

Consider the situation as given in Figure 5.3. The main channel is a BSC with crossover
probability p (0 < p < %) and the wiretap channel is a BSC with crossover probability p,,
(0 <py < % and p,, > p). We use the encoding strategy similar to the one for the random
linear code given in Section 5.3. Let H; be an N — Ky by N binary matrix and H be a K
by N binary matrix. From (5.6), we construct Hs as

_ | Hu
H, = [ L } .
Assume that Hi, H and Hg are with full rank. Let C} be the dual code of the (N, N — K7)

linear code generated by Hy and C5 be the dual code of the (N, N —K5) linear code generated
by He. That is, H; is a parity check matrix of C'y and Hjy is a parity check matrix of Cs.

5.4.1 Efficiency

By the encoding strategy, to transmit a K-bit secret message s, an N-bit codeword x is
sent to the channel. So the rate of the transmission is

K
e — 1
R= (5.17)

Furthermore, x is chosen at random from the solution set of the equation (5.7)
H, ]T

XHQTZX[ H

:[leT XHT]:[O s].

Due to the 2K different secret messages, the solution set of the equation xH;T = 0, i.e.,
C1, is equally divided into 2% subsets. Every subset is a coset of Cy by Lemma 5.4.1. In
particular, Cy is the subset of C; corresponding to s = 0. Let x(s(i)) be the coset leader of
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the coset corresponding to the secret message s(i), 0 < i < 25 — 1. Then, the codebook in
the encoding scheme can be shown as follows:

Table 5.1: The codebook in the encoding scheme

Space of input x Secret s Set of codewords corresponding to secret s
s(0) x(s(0)) + Cs
s(1) x(s(1)) + C2
Ch ) .
s(2K - 1) x(s(2¥ - 1)) + Oy

Lemma 5.4.1 The solution set of the equation (5.7) is a coset of Cy. Here Cy is the dual
code of the code generated by the matrix Ho.

Proof: See the proof in Appendix XVII. [ |
Using the above codebook, in order to transmit the secret s, we randomly choose a
sequence x from the set x(s) + Cy. Let y,z be the outputs of the main channel and the
wiretap channel, respectively, corresponding to the input x. Note that x is chosen from C1,
which is a subspace of {0, 1}, while y, z can be any sequence from the whole space {0, 1},

5.4.2 Reliability

At the legitimate receiver, the decoder uses syndrome decoding [20, Chapter 3]. The reason
is that the true error sequence e has the same syndrome as y, i.e.,

eH1T = yHlT.

However, there are 251 error patterns that result in the same syndrome, and the true error
sequence e is just one of them. Note that for a BSC, the error patterns with smaller Ham-
ming weight are more probable. In order to minimize the probability of a decoding error,
the decoder chooses the one with the minimum Hamming weight from the 251 candidates
to be the error sequence e. Then, the secret s is decoded as

§=(y—e)HT.

It is clear that the set of 251 candidates is a coset of code C;. Furthermore, there are 2V %1
disjoint cosets of C7 in {0,1}" and they together span the whole space {0,1}". We denote
the 2V =K1 coset leaders as e(i), where 0 < i < 2V=K1 — 1 and e(0) = 0.

The error probability of decoding. If the true error sequence e is one of 2V =K1 coset
leaders, x = y — e will be correctly decoded. So does s = xHT. Furthermore, if the true
error sequence e belongs to any coset e(i) + Cs, s will also be decoded correctly. The reason
is that in this case, since e € e(i) + Cs, we have

eH,T =e(i)HyT = eHT =e(i)HT.
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The codeword x is decoded as x =y — e(i). However,

xH" = (y—e(i)H" =yH" —e(i)H"
= yH' —eHT = (y —e)HT
= xH' =s.

Thus, when the true error sequence is from the 2V=51 cosets e(i) + Cy, where 0 < i <
oN= K — 1, the secret s can be decoded correctly by the legitimate receiver. The total
number of such error patterns is 2V 51 . 252 = 9N=K The probability of correct decoding
is

2N Ky _ 1

Pr{s=s} = Z Z w(e — p)N-wle),

ece(i)+C>

By the theorem for the weight distribution of a coset of a linear code given in [13], we have

Z N w(e)

eEe(i)-i—Cz 7=0

2

(20;( Bj)(x+y)N T (z —y),

where b;(e(i)) is equal to the number of codewords of weight j in the dual code C5- orthog-
onal to e( ), and Bj is equal to the number of codewords of weight j in the dual code Cj-.
Takingx=1—p and y = p, we have

N
—wl(e 1 . -
> 20N = e DU (@bs(e() - By)(1 - 2p).
ece(i)+Cs §=0
Therefore,
1 oN-K1_1 N .
Pris=s} = oy D, > (2b(e®) - B))(1 - 2p)
i=0  j=0
1 2N-FK1-1 N ‘ | X A
= i 2b((1))(1 —2p)’ — 3¢ > Bj(1 — 2p)’
1=0 7=0 =0

The error probability of decoding P, is

P, = Pr{s#s}=1-Pr{§=s}
1 X 4 1 N 2N-FKig '
= l+op ) Bil=2V — 5= D2 D) bl -2 (5.18)
=0 =0 i=0
Clearly, when ¢ = 0, e(0) = 0. We have

b;(e(0)) = B;. (5.19)
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Now let us try to simplify (5.18) for the special cases when C] spans the whole space
{0,1}" and when Cj is a binary Hamming code.
Cy spans the whole space {0,1}.

Note that when Cy spans the whole space {0,1}", then K; = N and there is only one
coset in {0,1}"V: e + C; with e = 0. In this case, (5.18) can be simplified as follows:

N
1 .
=0

C1 is a binary Hamming code.

Note that when C is a binary Hamming code, then Cy has 1 error correcting capability
and its parameters N, K; satisfy that N = 2V=51 — 1. In this case, the coset leader
e(i) of the coset e(i) + Cy, 1 < i < N is of weight 1. Since e(i) is different from e(i)
when i’ # i, so these N coset leaders are all possible N-bit sequences of weight 1.

Consider Zf;l bj(e(i)). Let v be a codeword of weight j. Since {e(i),1 <i < N} are
all possible sequences of weight 1, it is clear that there are j sequences from them
not orthogonal to v. In other words, for fixed v of weight j, there are N — j coset
leaders orthogonal to v. Furthermore, there are B; such v of weight j in the code Cy.
Therefore, we have

N
> bi(e(i) = (N —j)B;. (5.21)
i=1

Taking account of (5.19), we have

ij(e(i)) = (N +1-3)B,. (5.22)

The probability of correct decoding in this case can be calculated as follows:

Pris=s} = 5= KQZQZ[) )(1 — 2p)? 2KZB (1—2p)!

]0 =0 ]0
1
= TG ZQN+1—3)B(1—2p KZB 1—2p)’
7=0
@ 1 N j 2 N, j
= 2—KZBJ‘(1—2P) _WZ]Bj(l_Qp)
§=0 §=0
N .
@ 1 2j j
= — 1— ——)B;(1—2p)’

<
Il
=)

where (a) follows from the fact that N = 2N¥=%1 — 1 since C} is a binary Hamming
code. Thus, the error probability of decoding has the following form

P. = 1-Pr{s=s}
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1 & 2j A
= 1-— 2(1 — " )Bj(1 - 2p), (5.23)

where {B;,0 < j < N} is the weight distribution of the code C’QJ-, the code generated
by the matrix Ho.

So far, we have given a way to calculate P, with the knowledge of the weight distri-
bution of Cy-, for the case that C; is a binary Hamming code. By the Macwilliams
identity [20, Chapter 3], it is easy to show that P. can also be calculated with the
knowledge of the weight distribution of Cs.

Using the Macwilliams identity [20, Chapter 3] for a (n, k) linear code C, we have

Dy = ank Y Wiz +y)" I (z—y),

vel 7=0

where W; is the number of codewords of weight j in the dual code C' ;. Let {D;,0 <
j < N} and {B;,0 < j < N} be the weight distribution of Cy and it dual code Cy-,
respectively. Taking © = 1 — p,y = p and applying the Macwilliams identity for Co,
we have the following

N 1 N
e |
DD (=N = e B - 2)
j=0 j=0
N ) ‘ N
NN D (1 —p) N = YT B(1 - 2p)
j=0 j=0

Consider the first derivative of the above equation with respect to p.

N N
Z _2ij(1 - 2p)j_1 = oV —H2 Z[ijp]_l(l — p)N_j — (N _ ])D]p](l _ p)N—j—l]
Jj=0 =0
N . N | | | |
Z 2jB;(1 —2p) = _9N-K> Z(l — 2p)[ijp]*1(1 _ p)ij — (N —j)D;pP (1 — p)ijfl]
Jj=0 =0
N .
7=0

From (5.23), we have

2K 2 N +1
7=0
1 < 11
:1—2—KZBJ(1—2]))J+2—KN—HZQJBJ(1—2]))]
7=0 7=0
N N . .
_ : L 2Nk jl=p) N—=jp . _
D D2 JC R e B ety ) VN (et O L) LV W /S R
= N+1 = p L=p



N . .
-y D I v, (5.24)
=0

where (a) follows from the fact that 2V =51 = N 4 1 since Oy is a binary Hamming
code.

5.4.3 Security

Consider the wiretapper’ s equivocation about the secret message. We have

H(S|Z)
H(S)
H(S) + H(Z|S) — H(Z)
H(S)
K + H(Z|S) — H(Z)
K

H(Z) — H(Z|S)

= .

- 1-

(5.25)

To calculate d, we need to know the entropy of Z and the conditional entropy of Z given
the secret message S.
First let us consider the conditional probability of z given s(i), 0 <4 < 2K — 1.

pzis(zls(i)) = Z pxs(x[s(i))pzx,s(z[x,s(i))

xex(s(i))+C2

@ 1
= 9K; Z pzx(2[x)
xex(s(i))+C>

® 1 w(x+z —w(x+z
= o@D P py) N
xex(s(i))+C2

1 w(v —w(v
vex(s(i))+z+Ca

where

(a) follows the fact that pxs(x|s) = 2%2 and p(z|x,s(i)) = p(z|x). The reason is that
to send s(i), x is chosen randomly from the coset x(s(i)) + Co. Furthermore, S — X — Z
forms a Markov chain;

(b) follows the fact that the wiretap channel is a BSC with crossover probability p,,.

Applying the theorem for the weight distribution of a coset of a linear code given in [13],
we have

N

w(v —w(v 1 i
> A=)V = o S 2h — By (1 2pu),
vex(s(i))+z+Co j=0

where b;; is equal to the number of codewords of weight j in the dual code C’QL orthogonal
to x(s(i)) +z, and B; is equal to the number of codewords of weight j in the dual code Cj.
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Therefore, pz|g(z|s(i)) can be calculated as follows:

. 1 w(v —w(v
pzjs(zlsi)) = 5 > pV(1 — py)N ) (5.26)
vex(s(i))+z+Co
1 Y .
= o 2_(2b; = Bj)(1 = 2pu)’. (5.27)
§=0

From (5.26), we see that the probability of z given s(i) is decided by the weight distribu-
tion of the coset x(s(i)) +z + Ca. Note that given s(i), x(s(i)) is a fixed sequence. Thus for
given s(i), {x(s(i)) + z,z € {0,1}"} is a permutation of {z,z € {0,1}"}. As a straightfor-
ward consequence, {x(s(i)) +z+ Co,z € {0,1}"V} is a permutation of {z+Cy,z € {0,1}V}.
If we consider the distribution of Z given S = s, it is clear that for s(0) = 0 and any
1<i<2K 1, {pgs(zls(i)),z € {0,1}"} is a permutation of {pzs(z|s(0)),z € {0,1}"}.
As a result, we have the following lemma.

Lemma 5.4.2 H(Z|S) = H(Z|S = 0).

Proof:
2K 1
H(ZIS) = > Pr(S=s(i)H(ZIS =s(i))
=0
= . . 1
— ; Pr(S = s(i)) ZE%}N pz/s(zls(i)) log prs @)
2K 1
= H(Z[S=0) ) Pr(S=
=0
= H(Z|S =0).
u
Easily, from (5.26) and (5.27), given s(0) = 0, we have
pzis(2[s(0)) = = > piM (1 —py)V (5.28)
v€z+Cz
= oF Z 2b;( )(1 = 2pw ), (5.29)

where b;(z) is equal to the number of codewords of weight j in the dual code C5- orthogonal
to z. By Lemma 5.4.2, the conditional entropy of Z given S can be calculated as follows:

N

HEZS) = 3~y Sb() — B~ 2 los( oy Z (1= 2p)9).
ze{0,1}V Jj=0 =0
(5.30)
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Now let us consider the probability of z.

pz(z) = ZPS(S) > pxis(xls)pzix s(zlx,s(i))

x€x(s)+C2
(@) 1
= Z Z %pZ|X(Z|X)
xex(s)+C>
(b) 1 W(XT2 —w(XT2
= gir D PRI py) VT
xeCq
1
_ w(v N—w(v)
= o D P Pw) (5.31)
vez+Cq
© 15
¢ A
= o5 Z 2a(z) — Aj)(1 - 2py), (5.32)
=0

where

(a) follows the fact that Pg(s) = QLK, px|s(x[s) = 2K2 and p(z|x,s(i)) = p(z|x). The
reason is that S is uniformly distributed. In order to send s(i), x is chosen randomly from
the coset x(s(i)) + Cy. Furthermore, S — X — Z forms a Markov chain;

(b) follows the fact that K; = K + K5 and the wiretap channel is a BSC with crossover
probability p,.

(c) follows from the theorem for the weight distribution of a coset of a linear code given
n [13]. Here a;(z) is equal to the number of codewords of weight j in the dual code Ci-
orthogonal to z, and A; is equal to the number of codewords of weight j in the dual code
Ct.

Therefore, the entropy of Z is

N
HZ)= ), -3 Z 2a;(2) — A;)(1—2p,)’ log Z 2a;(2) — A;)(1—2py)’. (5.33)
7=0

ze{0,1}V

5.5 Two special cases

As we have discussed, when linear codes C1,Cs are used for the wiretap channel, theo-
retically, the rate R, the error probability P, and the equivocation d can be calculated to
evaluate the performance from the perspectives of the efficiency, reliability and security.
However, in general, the computation of P, and d becomes practically impossible for large
N, K; and Ks. In this section, we show the calculation for two special cases. The first is the
case when (1] is a Hamming code and Cs is a repetition code. The second is the degraded
case when p = 0, C spans the whole space {0, 1}N , and C5 is a special kind of linear code,
for example, the binary Hamming code or the repetition code.

5.5.1 (' is a Hamming code and C; is a repetition code

When (1 is a Hamming code and Cs is a repetition code, the parameters satisfy the following
equations:

K, = N—log(N+1);
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Ky, = 1;
K = K —Ky=N —log(N+1)—-1.

First, let us consider the efficiency R.
Recalling the expression of R from (5.17), we have:

K N-log(N+1)—1

R N N

As shown in Figure 5.4 (a), R is closer to 1 as N increases.

R
BER

L L I L I 101 L I L I
037 15 31 63 127 037 15 31 63 127
N N

(a) Rwrt N. (b) P. w.r.t N, when p = 0.001.

Figure 5.4: Rate R and error probability of decoding P. with respect to N, when Cy is a
Hamming code of length N, Cs is a repetition code.

The reliability.

Recall the expression of P, for the case that C) is a Hamming code from (5.23) and
(5.24). We have

1 2
Po=1-_-2) (1- Bj(1—2p)

] =

1= D’ (1 = p)N 7 +jDp? 11 — p)N I 4 (N — §)Dp? (1 — p)N I,

<
I
o

where {B;,0 < j < N} is the weight distribution of C3- and {D;,0 < j < N} is the
weight distribution of Cy. If Cy is the (N, 1) repetition code, then we have
DQ = 1
DN = 1;
D; = 0, j#0,N.

It is easy to calculate P, with the knowledge of the weight distribution of Cs. Therefore,
when C is a Hamming code and Cs is a repetition code, we have P, in the following
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form:
P.=1-[1-p)N + Np(l —p)N 1 +p" + N1 - p)p" ). (5.34)

It is easy to verify that for fixed p, P. is increasing with respect to N as shown in
Figure 5.4 (b).
The security.

From (5.25) and Lemma 5.4.2, we can calculate the equivocation as follows:

. H(Z)-H(Z|S) |, H(Z)-H(Z|S=0)
d=1- K _1_N—1og(N+1)—1' (5.35)

Consider the probability of z given s(0) = 0. From (5.28), since C is a binary repe-
tition code, we have

1 w(V —w(v
pzs(zls(0) = o Do Py (1= pw) T

vez+Cs

]. —w(z —wl(z wl\z
= L= pu)N T T (1 - py) ),

The conditional entropy of Z given that S = 0 can be calculated as follows:

H(ZIS=0)=— > pgzs(z|s(0))log pzs(zls(0))
ze{0,1}V

I
'MZ

I
=)

(V) 300 = p)™ 4 0 ) VOBl (1 = ) (1= )

(2

N
= 1- ; (‘7)( (1= )Y 4 Py T (1= puw)) log(ply (1 = pu) ¥ 4 oy (1= pw)’).

N =

Since py, < %, then for any 0 <i < N,

Pl = pu) N 4+ N L = pu) < + (1= pu)?.

Thus we have

N
s =0) = 153 (1) 0h-p - ) logtl + (1= ")
=0

= 1—log(pY + (1 —pu))
= 1= Nlog(l —pu) —log(1 + (5 Po__ )Ny

— Pw
-N log(l - pw)'

Y

In addition, we have

(@) Lo (N N—i i N—i
H(Z|S=0) < 1-5% (. )pl(l—pu)" " logp,(1 - pu)
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N » A » .
( . )pﬁ Y1 — pw)logpl (1 — py)"*

= =2 (V) st (2
i=0 — Pw
N

(N _ P

= 1— Nlog(l—py) — L1 = py)N T =
og(1 - pu) ;2<i>pw( pu)" M log -

o 1—N10g(1—pw)—prloglfw
— 1+ Nh(pa), (5.36)

where

(a) follows from the inequality (z + y)log(x +y) > zlogx + ylogy for z,y > 0.

(b) follows fr'om the fact that, Sinc§ Zij\io (]j)xz = (1 + 2)V and Zfioz(]j)xz =
2 (T)a'), we have 54 i(T)a' = No(1+ )N

So far, due to (5.36) and (5.36), we can bound H(Z|S = 0) as follows:

—Nlog(1 — py) < H(Z|S = 0) < 1+ Nh(py). (5.37)

Now let us consider the probability of z. From (5.31) and (5.32), we have

1 w(v —w(v

AR > (= py,) )
V€Z+Cl

= 2N22a] A1 —2py ).

Here a;(z) is equal to the number of codewords of weight j in the dual code Ci
orthogonal to z, and A; is equal to the number of codewords of weight j in the dual
code Cf. Note that when C] is a binary Hamming code, its dual code Cf has only
one all zero codeword 0 and N codewords of weight % Then we have

AO = 1;
2
N+1
Aj = 0, j#0, _+
2
If z € ', the coset z + C is C itself. We have
1 _
pz(z) — 271 Z pg(v)(l _pw)N w(v)
vez+CO4
1
= om > Pu (L—pu)V
veCy

95



N
= _NZ (1= 2pu)’
7=0

1 N1

= _N(l +N(1 - 2pw)T)'

\V)

If z ¢ Cy, then z must be belong to one of cosets of Cy. Suppose z € e(i) + C1,
where e(i) is the coset leader of e(i) + C;. Thus the coset z + C in fact is the same
as e(i) + Cy. It is easy to verify that aj(e(i)) = a;(z), where aj(e(i)) is equal to
the number of codewords of weight j in the dual code Cj orthogonal to e(i). Let
m = N — K1 and the syndrome of e(i) be e(i)H;T. Assume this syndrome contains k
zeros and m — k ones. We have m — k > 1, since e(i) ¢ C1. Note that Cj has only
N codewords of weight & 2 L except for the sequence 0, the number of codewords of
weight % in the code Cj- orthogonal to e(i) can be counted as follows:

axn(e(i)) & (2k—1)+[(m2_k) + (m;k) T

+(2k—1)[<m2k> + <m4k> T
= ok 4 (m;k> + (m;k> -1

—
N

® gkgm—k-1 _ 4
= om 1l

(¢ N-—-1

= 5

where

(a) Note that Hj is the generator matrix of the code Cj-. The first item (2% — 1) is the
number of possible combinations to yield codewords of weight % orthogonal to e(i)
from the k codewords orthogonal to e(i) in Hy. The second item [(m;k) + (m;k) +..]
is the number of possible combinations to yield codewords of weight & +1 orthogonal
to e(i) from the m — k codewords not orthogonal to e(i) in Hy. The thlrd item is the
number of possible choices to yield codewords of weight & +1 orthogonal to e(i) from
the combinations of the k codewords orthogonal to e(i) in H; and n — k codewords
not orthogonal to e(i) in Hj.

(b) follows the fact that 1 + (m;k) + (mik) + ... =2k here m —k > 1 and
(M M =0,ifm—k<i.

7

(c) follows the fact that N = 2™ — 1, since C is a binary Hamming code.

Thus, when z ¢ Cy, we have

ao(Z) = 17
N -1
N (z) = —
N+1
aj(z) = 0, wherej#0, T+
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The probability of z, when z ¢ Cy, can be calculated as follows:

1 E w(v —w(v
pz<z) = BYe) pw( )(1 _ pw)N (v)
vez+C,

_ 2}{1 S (1 = )N

vee(i)+Cy
N .
= (2a;(e(i)) — A;)(1 = 2pw)’

1 N1

(1= (1=2p,) "),

Now we can draw a conclusion that when C] is a binary Hamming code, Z has the
following distribution:

N+1

S (1+N(1—2py,) 2 ) whenzeCy

2iN(l - (1- 2pw)N_) when z ¢ Cy (5.38)

3
N
O
I
—
)

Therefore,

H(Z) = — Y pz(z)logpz(z)

ze{0,1}V

= — Y pz(z)logpz(z) — Y  pa(z)logpz(z)
zc(Cq Z¢Cl

2K1 Nt1 2N

= 3N (1+ N(1—2py) 2 )log

1+ N1 —2p)2
2N _ 2K1 N1 2N
+T(l — (1 —2py) 2 )log NI
1—(1—2py)"3

N+1
= N — oN (1+N(1—2py,) 2 )log(1+N(1—2pw) 2 )

oN _ ok Ni1
_T(l —(1- 2pw) )log(l —(1—=2pw) 2)
N+1

_ N_NLH( + N = 2p) 3 ) log(1 + N(1 — 2p,) %)
_N]j— T1=(- 2pw) 2 ) log(1— (1 2py) 7).

21

’2

Clearly, H(Z) < N and

—~
N

a N N+1
H(Z) > N-5mg(=2p0) % (L4 N(1=2p,)"2
N+1

N Nt1 Nt1
+N—+1(1—2Pw) 2 (1= (1—2pw) 2)

= N(1-(1-2p,)V, (5.39)

)

where (a) follows from the inequality logz < z — 1 for > 0.
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So far, we can calculate the equivocation d from (5.35) by knowing H(Z|S = 0) and
H(Z). In particular, for fixed p,, as N approaching infinity, the equivocation d can
be bounded as follows.

—log(1 — py) < J\}im d < h(pw)- (5.40)

The proof is the following. From (5.35), (5.37) and (5.39),

H(Z) - H(Z|S = 0)

d = T N-log(N+1)—1
| N(+log(1—py))
- N —log(N+1)—1
—  —log(l —pyw) as N — oc;
4 o< 1. N — N(1 = 2p,)N*t — 1 — Nh(py)
- N —log(N+1)—1
_ N-1 N (h(pw) + (1 = 2pw)N+1)
T 7 N-log(N+1)—1 N —log(N+1)—1

— h(py) as N — occ.

As we see in Figure 5.5, when we use a Hamming code C'; and a repetition code Cy for
the wiretap channel, as IV increases, the equivocation d could behave quite differently
with respect to different values of p,,. However, as N becomes larger, d changes slower
and seems to converge. Besides, for fixed IV, we can always gain more equivocation d
as Py increases.

5.5.2 () spans the whole space {0,1}"

Consider the degraded case when the main channel is noiseless, i.e., p = 0. Let C}
span the whole space {0, I}N. It is clear that K1 = N and P, = 0. In this case, the
coding strategy is the same as the one given by Wyner [1]. Here, we will show the
performance of the coding scheme when Cs is a binary Hamming code or a repetition
code.

Cy is a Hamming code.
First we consider the efficiency. Since Cy is a Hamming code, then N = 2V =52 _
1,i.e., Ko = N —log(N +1). Thus we have K = K; — Ko = log(NN +1). The rate
K log(N +1)

B=y="%~%

It is clear that R is decreasing with respect to N.

Now let us consider the security. From (5.25) and Lemma 5.4.2, we can calculate
the equivocation as follows:

H(Z)— H(Z|S) 1 H(Z) - H(Z|S=0)

d=1-
K log(N + 1)

(5.41)
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Figure 5.5: Equivocation d with respect to N, when C is a Hamming code of length N, Cs
is a repetition code.
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Since C; spans the whole space {0,1}" and the wiretap channel is a BSC, Z is
uniformly distributed in the space {0,1}" due to the encoding strategy. Thus
we have H(Z) = N.

Since Cs is a binary Hamming code, we have

1 w(v —w(v

pz)s(z[s(0)) = e Z P (1 = py)N )
vez+Co

N+1

LN( +N(1_2pw) 2 ) whenze ()
%(1_(1_2pw)N—) when z ¢ Cy

Therefore,
H(ZIS=0) = — > pzs(zls(0))logpzs(zls(0))
ze{0,1}V
= = pzis(z[s(0)) log pzs(z — Y pzs(#s(0) log pzs(z[s(0))
zcC z¢Co
2K N+1 oN
= oN (1+N(1—-2p,) 2 )log N+1
1+ N(1—2py) 2
2N o 2K2 Nt1 2N
+——y— 1 = (1—2py) 2 )log NTT
2 1= (1—2p,) 2
1 N+1 N4l
= N—N—H(lJFN(l—?Pw) 2 )log(1+ N(1—2py) 2)
N N+1 N+1

_N—+1(1 — (1= 2py) "2 )log(1 — (1 —2py) "2 ).

The last equation follows from the fact that N = 2V=%2 _ 1, since Oy is a binary
Hamming code. Similarly to the proof of (5.39), we have

N1 —(1-2p,) ") <H(ZIS=0)<N. (5.42)

So far, we can calculate the equivocation d.
H(Z)— H(Z|S =0)
log(N +1)
(L+ N(1—2p,) "% ) log(l+ N(1—2p,) ")
(N +1)log(N +1)
1

Na-(- 2p0) 3 ) log(l — (1 — 2py) ™2 )
(N + Dlog(N + 1) '

d = 1-

= 1+

Furthermore, we can bound d as follows:

H(Z)—- H(Z|S=0)
log(N +1)

_— N — N+ N(1 - 2p,,)V+!

- log(N + 1)

d = 1-
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N
= 1 (1 -2,V
gV 1)L~ 2Pw)

— 1 as N — 0.
Therefore, when C5 is a Hamming code, we have

lim d=1. (5.43)
N—o0
As we see in Figure 5.6, as N becomes larger, the rate R decreases while the
equivocation d increases. The family of codes offers good security, in the manner
that the perfect secrecy can be asymptotically achieved by increasing the code
length N. However, low efficiency is its disadvantage.

L L I L I
037 15 31 63 127
N N

(a) R wr.t N. (b) d w.r.t N when p,, = 0.01.

Figure 5.6: Rate R and equivocation d with respect to N, when C; spans the whole space,
C5 is a Hamming code of length N.

Cs is a repetition code.

First we consider the efficiency. Since Cs is a repetition code, then Ko = 1.
Thus we have K = K7 — K9 = N — 1. The rate

K N-1 1
R N N N

It is clear that R is closer to 1 as IN increases.

Now let us consider the security. From (5.25) and Lemma 5.4.2, we can calculate

the equivocation as follows:

H(Z)— H(Z|S) _| H(Z)- H(Z|S=0)

d=1- K N—1

(5.44)

Since C; spans the whole space {0,1}" and the wiretap channel is a BSC, Z is
uniformly distributed in the space {0,1}" due to the encoding strategy. Thus
we have H(Z) = N.

101



Since C is a repetition code, we have

1 w(v —w(v
pzs(zs(0) = o D pu™ (1= pw)V T
vez+Co
1 w(zZ —wl(z —wl(z wlz
= i 0 (1= pu) ™ T (1 = ) ).
Therefore,
H(ZIS=0)=— > pzs(z|s(0))logpzs(zls(0))
ze{0,1}V
1N /NN , . . A . . .
=1-3> ( ) >(piu(1 — )N+ Pl (1 = pu)?) log(ph, (1 — pu)N T 4 Pl THL = pu)?).
i=0

Similarly to the proof of (5.36) and (5.36), we have
~Nlog(1l - pw) < H(Z|S = 0) < 1+ Nh(py). (5.45)

So far, we can calculate the equivocation d.
H(Z) - H(Z|S =0)
N-1

S (N @i, (1= pu) V=0 + p (1 = pu)?) log(phy (1 — pu)V =+ pN =11 = pw)?)
3N — 1) ‘

d = 1—

Furthermore, we can bound d as follows:

H(Z)—-H(Z|S=0)
N -1

N + N log(1 — puw)

- N -1

Nlog(1—py) + 1

- N -1

— —log(l —py) as N — oo;

d = 1-

> 1

N —1— Nh(pw)
N -1

— h(pw) as N — oc.

As we see in Figure 5.7, as N becomes larger, the rate R increases while the
equivocation d decreases. The family of codes offers good efficiency, in the manner
that the rate approaches to the capacity of the main channel by increasing the
code length N. Note that in this case, perfect secrecy can not be achieved.
However, as we have shown above, the equivocation up to —log(1 — p,,) can be
always guaranteed.
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(a) R w.rt N. (b) d w.r.t N when p, = 0.25.

Figure 5.7: Rate R and equivocation d with respect to N, when C; spans the whole space,
(5 is a repetition code.

5.5.3 Example

Choose
1 001011 0 001 001
H=]010111O0}|; H=]0 0 0 0 1 0 1
0010111 0 00 0011
We construct Hs as follows:
1 0 01 0 1 17
01 01110
o [H]_[00 10111
2“1 H| |oo0o0100 1
000 0101
| 0000 0 1 1]

Let Cy be the (7,4) Hamming code and Cs be the (7,1) repetition code. It is clear
that H; is a parity check matrix of C;. The code generated by Hs is the (7,6) even
weight code, whose dual code is Co. The codebook in the encoding scheme is shown
in Table 5.2.

The efficiency. Since N =7, K1 =4, Ko =1 and K = K1 — Ky = 3, the rate of the
transmission is
R K3
N T

The reliability. Since Cy is a binary Hamming code and Cs is a repetition code, from
(5.34), the error probability of decoding can be calculated as

Pe=1-[1=p)"+7p(1—p)°+p"+7(1—p)p°.
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Table 5.2: The codebook in the encoding scheme with N =7, K = 3
Space of input x Secret s Set of codewords corresponding to secret s

000 {0000000, 1111111}

001 {0101101, 1010010}

010 {0001011, 1110100}

o 011 {0110001, 1001110}
! 100 {0010111, 1101000}
101 {0111010, 1000101}

110 {0011100, 1100011}

111 {0100110, 1011001}

The security. From (5.35), the equivocation

H(Z)— H(Z|S = 0)

d=1-—
3 ’

where

7

H(2IS = 0) = 1-5 3" (7) 1)L (1) or(ph (1) 42 (1))
=0

H(Z) = T~ L (1+7(1-2p, ) log(1+ T(1-2p)*) ~ £ (1 (1-2py)") log(1 — (1-2p,,)").

The performance of this coding scheme is shown in Figure 5.8 for different main
channel and wiretap channels.

5.6 Concluding remarks

In this chapter, we focus on the problem of developing coding schemes for secure commu-
nication across the wiretap channel. We investigate the specific case when both the main
channel and the wiretap channel are BSCs. We show that the secrecy capacity can be
achieved by using random linear codes. The coding method used in our proof is not strictly
new. It is contained in the proof as given by Wyner [1] for the special case when the main
channel is noiseless and the wiretap channel is a BSC. Note that for the case investigated
by Wyner [1], the transmitter need not to think of the reliability of the transmission to
the legitimate receiver since the main channel is noiseless. However, in our case, we need
a secrecy capacity achieving coding scheme which guarantees both the reliability and the
security of the wiretap channel at the same time.

Theoretically, the secrecy capacity is shown to be achievable by using random linear
codes. However, the decoder used in the proof is not easy to implement. For practical pur-
pose, we use linear codes of short code length for the wiretap channel. Their performance
is evaluated from the perspectives of the efficiency, reliability and security, which are mea-
sured by the rate, the error probability of decoding and the equivocation of the wiretapper,
respectively. In particular, we show the performance evaluation when Hamming codes and
repetition codes are used in our construction.

104



107k 4 0.9f .
102k ] 08 .
0.7 —

107 g bt ; ; ; iiin
N 06 1

107 E |

o

S © 05F .

107k 4
0.4 —

10°E E
031 —

107k 4
0.2 4

10°E 4
011 4

107 - - - - ) 0 L i i i L 1 i I I
107 107 107 107 10° 10 0 0.05 0.1 0.15 0.2 0.25 03 0.35 0.4 0.45 0.5
p pw
(a) Pe wr.t p. (b) d w.rt pw.

Figure 5.8: Error probability P, and equivocation d with respect to p and p,,, respectively,
when C] is (7,4) Hamming code and C3 is a (7, 1) repetition code.

105






Chapter 6

Application to Biometrics

Biometric data are said to identify a person based on “who he is”, rather than on “what
he has” (such as a smartcard) or “what he knows” (such as a password). Since biometric
properties can not be lost or forgotten in contrast to tokens and passwords, they offer an
attractive and convenient alternative to identify and authenticate people. In this chapter,
a fuzzy commitment scheme proposed by Juels and Wattenberg [15] and a modified version
by Cohen and Zémor [16] are reviewed. In particular, for practical purpose, we consider the
case when linear codes of short code length are used in the scheme of Cohen and Zémor. As
noted in [16], the security problem in biometrics can be reformulated as a communication
problem for the wiretap channel. Using the terminologies for the wiretap channel, we give
an information theoretic security analysis for both schemes.

6.1 Introduction

In biometrics, a human being needs to be identified by measuring a set of parameters of the
body, such as DNA, fingerprints, face and iris features. At enrollment, the biometric of a
person is measured and a derived template is encoded in reference information and stored
in a database. At the authentication phase, a server measures a biometric, retrieves the
corresponding reference information from the database and performs a match. We assume
that the database is publicly accessible. Then, it is desirable that no information on the
biometric template is leaked to a third party.

Note that changes occur naturally in biological characteristics over time. Additionally,
successive biometrical measures of the same person always tend to differ slightly. Therefore,
protecting the biometrical data through a straightforward means of commitment like hash-
ing is not possible. The reason is that small changes in input values to a hash function will
yield large and unpredictable changes in output values and thus results in a rejection. So
at the authentication phase, not only the original biometric template but also the slightly
modified version should be accepted.

To solve this problem, Juels and Wattenberg [15] introduced a fuzzy commitment
scheme, whose construction is based on the error-correcting codes and tolerates small errors
in biometric templates. Their scheme enjoys rigorous provable information-theoretic secu-
rity for uniformly distributed biometric templates. However, in practice, the distribution
of the biometric templates may be far from uniform. For that case, Cohen and Zémor [16]
proposed a generalized coset scheme, where they remodelled the problem in biometrics as
a communication problem over the wiretap channel. Their scheme involves random codes
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with an unacceptable decoding complexity and thus is impractical. In [60], a concrete sys-
tem based on the scheme of Juels and Wattenberg [15] is proposed for iris scans. Their
work is reported to generate up to 140-bit biometric key with 0.47% false rejection rate.

However, the scheme of Juels and Wattenberg [15] does not tolerate translation and
rotation errors. Any elements missing or adding will also result in the failure of matching.
To overcome these problems, Juels and Sudan [58] proposed a new architecture. In contrast
to the scheme of Juels and Wattenberg [15] which is based on the Hamming metric, their
construction is based on the set difference metric and hence possesses the advantage of
order invariance. The security of this scheme is based on the infeasibility of the polynomial
reconstruction problem. In [59], Dodis et al. modified the scheme of Juels and Sudan [58]
and provided a strict security analysis for both, the original scheme and the modified version.
The modified scheme has the advantages of lower storage and being easier to analyze. Since
the scheme of Juels and Sudan [58] enjoys the property of order invariance, it is a promising
candidate for biometric cryptosystems. In [62], Clancy et al. proposed an application
using fingerprints based on the scheme of Juels and Sudan [58]. Their work is reported to
derive a 69-bit biometric key but unfortunately with 30% false rejection rate. Furthermore,
their scheme inherently assumes that fingerprints are pre-aligned. This is not a realistic
assumption due to different types of distortion that can occur in biometric data acquisition.

A different approach has been taken by Linnartz and Tuyls in [61], where they focused on
the continuous space and assumes a particular continuous distribution (typically a Gaussian
distribution) on the biometric template. Their work was later generalized by Dodis et al.
in [59], where the authors focused on discrete metric spaces.

In this chapter, we will focus our attention on the scheme of Juels and Wattenberg [15]
and a modified version by Cohen and Zémor [16]. Review the security problem in biometrics
as a communication problem for the wiretap channel. We provide an information theoretic
sense security analysis by using the terminologies for the wiretap channel.

6.2 Juels-Wattenberg scheme

Let C be a binary linear code. The Juels-Wattenberg scheme is as follows.

e At enrollment, randomly choose a k-bit secret vector s and encode it as an n-bit
codeword ¢, where ¢ € C.

e Store the vector w = ¢+b and the Hash value of ¢. Here b is the submitted biometric
template.

e At the authentication phase, when b’ = b + e is submitted, add it to w and yield a
noisy version ¢ + e of ¢. Decode ¢ + e as c¢’. Clearly, correct decoding delivers ¢’ = c.

e Validity is checked by calculating the Hash value of ¢ and comparing it to the stored
Hash value of c.

Note that in the Juels-Wattenberg scheme [15], ¢, b and b’ are all binary vectors.
Consider w = ¢ + b as a very noisy version of the secret codeword c. Since w is stored
in the database, a third party, i.e., a wiretapper may have access to w. Furthermore, for the
legitimate user who has submitted b at enrollment, when he submits b’ at the authentication
phase, we consider him to have access to a less noisy version ¢ + e of the secret codeword c.
Here e is the noise due to the biometric instability and e = b + b’. Our main concern is to
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h

Figure 6.1: The reformulation of the Juels-Wattenberg scheme as a wiretap channel.

insure no leakage of the secret information to the wiretapper. As noted in [16], this problem
can be remodelled as that of maximizing the amount of information that can be reliably
transmitted through the less noisy “channel” with maximum “equivocation”, i.e., insuring
that the wiretapper gets essentially no information on the secret data. Thus, as shown
in Figure 6.1, the security problem in biometrics can be reformulated as a communication
problem for the wiretap channel. From the results given by Wyner [1], the secrecy capacity
of this wiretap channel m(a§<[l(c; c+e)—I(c;c+b)l.
p(c

6.3 Security analysis of Juels-Wattenberg scheme

One of the important properties of the Juels-Wattenberg Scheme is “fuzziness”, which means
that the scheme is resilient to small corruptions in the biometric templates. More precisely,
in their scheme, the corruption is measured by Hamming distance and the “fuzziness”
property is achieved by using an error-correcting code C. In fact, the resilience of a fuzzy
commitment scheme is bounded by the error-correcting capability of code C used in its
construction.

Now we consider the information leakage problem as a wiretap problem and characterize
the performance of the Juels-Wattenberg scheme with the terminologies for the wiretap
channel. Referring to Figure 6.1, we calculate the rate R to the legitimate user and the
equivocation d of the wiretapper as follows:

k
R = —
n
4 - H(c|c+b)_1 I(c;c+b)

H(c) - H(c)

Note that in the idealized setting of [15], the biometric vector b is assumed to be uniformly
distributed among vectors of a given length n. It is easy to verify that c+b is also uniformly
distributed in {0,1}". So we have

H(b+c)=H(b)=n.
Therefore,

I(c;e+b) = H(c+b)— H(c+Db|c)
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H(c+b) — H(b)

n—n

Thus we have
I(c;c+b)

H(c)

In this case, the vector ¢ + b yields no information on the secret codeword ¢ or the orig-
inal secret s. Note that there is no assumption on the distribution of c. If b is uniformly
distributed, then from c + b there is no information leakage on c, regardless of whatever
distribution ¢ has. However, in practice, the distribution of b may be far from uniform and
in that case, ¢ + b is liable to leak undesirable partial knowledge of ¢, and hence of s, to
an unauthorized third party.

As we have discussed above, we consider the information leakage problem in biometrics
as a wiretap problem and give a security proof in the information theoretic sense. Note that
the rate of the wiretap channel is corresponding to the storage of the commitment scheme.
In order to save the storage of the database at a certain security level, it is equivalent to
design a code to achieve the higher rate to the legitimate user with the same equivocation of
the wiretapper. Besides, the equivocation of the wiretapper shows how much information on
the secret is accessible to a third party. Higher equivocation corresponds to less information
leakage and offers better security. Especially, the equivocation d = 1 implies the perfect
secrecy. It is clear that for the general case when b is not uniformly distributed, the perfect
secrecy can not be guaranteed by the scheme.

d=1- =1.

6.4 A modified fuzzy commitment scheme

A modified fuzzy commitment scheme is proposed by Cohen and Zémor [16] for the general
case when b is not uniformly distributed. It is a secrecy capacity achieving fuzzy com-
mitment scheme, whose security is based on the random coding argument for the wiretap
channel. However, it requires a decoder with unacceptable decoding complexity. Further-
more, it is based on the hypothesis that there exists a typical set T of typical biometric
templates b such that the probability Pr(b ¢ T') decreases exponentially with the code
length n. And the distribution of b conditional to b € T is very close to uniform. Here we
mention that as n increases, the storage of the data will increase exponentially and thus
the scheme will become impractical. So we need to find the trade-off between the ideality
and the reality.

Although the random coding technique is rather impractical, it provides a limit of how
far one can go and, often enough, a clue of how a practical scheme may be implemented.
Here, instead of random codes, we use linear codes with reasonable length n and analyze its
security. Similarly to the parameter settings in last chapter for the wiretap channel when
the main channel and the wiretap channel are both noisy, let H; be an n — k; by n binary
matrix and H be a £ by n binary matrix. Let ko = k1 — k. Both Hy and H are with full
rank. Let C be the dual code of the (n,n — k1) linear code generated by H;. The modified
fuzzy commitment scheme is as follows.

e At enrollment, randomly choose a k-bit secret s. Encode s as the codeword ¢ € C1
such that cHT =s.
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e Store the vector w = ¢ + b and the Hash value of s.

e At the authentication phase, when b’ = b + e is submitted, add it to w and yield a
noisy version ¢ + e of ¢. Decode ¢ + e as ¢’. Clearly, correct decoding delivers ¢’ = ¢
and then ¢/HT = s.

e Validity is checked by calculating the Hash value of ¢/HT and comparing it to the
stored Hash value of s.

Compare the above scheme with the one given in [16]. The only difference is the setting
of H. In [16], H is randomly chosen and here we require that it is of full rank. In fact, by
Lemma 5.3.1, as n goes to infinity, a randomly chosen H is of full rank with probability
approaching 1. So we can regard the above scheme as the one in [16] in the case that the
code length is limited. In particular, we assume that every component of e and b, denoted
as ej and bj, respectively, where 1 < 1,7 < N, has the following distribution:

Pr(e; =1) =p, Pr(e;=0)=1—p;
Pr(b; = 1) = py, Pr(b; =0) =1 — p,.

Then, the maximal rate without information leakage on the secret data is the secrecy
capacity of the wiretap channel: h(py) — h(p).

6.5 Security analysis of the modified scheme

Now let us consider the performance of the above scheme. Similarly to the Juels-Wattenberg
scheme, the resilience of the modified fuzzy commitment scheme is bounded by the error-
correcting capability of code C;. Furthermore, it is clear that the rate is

k
R=-.
n

The equivocation is
de H(s|c+ b)

H(s)

As analyzed in [17], we have the following lemma.
Lemma 6.5.1 H(s|c+b) = H(s|s+bH").
Proof: First, since s + bHT is a function of ¢ + b, we have
H(s|c +b) < H(s|s + bHT).
Now let us prove the reverse inequality. Consider

H(s|c+b)— H(s|s+bHY) = H(s,c+b)—H(c+b)— H(s,s+bHT)+ H(s + bHT)
H(s,c+b,s+bH") — H(s,s +bH")
—H(c+b,s+bH") + H(s + bH")

H(c+bls,s +bHT) — H(c + b|s + bHT)
H(c+bls,b) — H(c +b|s + bHT)

v
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— H(c|s,b) — H(c +b|s +bH")
— H(c|s) — H(c + b|s + bHT)
> 0.

The last inequality is due to ¢ being chosen randomly from the codewords such that ¢ € C
and cHT =s.
Thus we have proved that H(s|c + b) = H(s|s + bH?). In other words, there is no
advantage for the wiretapper in possessing ¢ + b on top of its syndrome. ]
By Lemma 6.5.1, the equivocation can be calculated as follows.

d:H(s\c—l—b):H(s]s—i—bHT): _I(s;s+bHT)
H(s) H(s) H(s)
Note that
I(s;s+bHY) = H(s+bHT) - H(s + bHT|s)
= H(s+bHY) — H(bHT|s)
= (s +bHT) — H(bHT)
= H(bH").

The last equation follows from the fact that since s is uniformly distributed, H(s+bH™) =
H(s) = k. Now, we could simplify the calculation of the equivocation as follows.

I(s;s +bHT) L k- H(HT)  H(bHT)

:1— g — g
d H(s) k k

Clearly, in order to guarantee perfect secrecy on the secret s, we need
d=1 < H(bHY) =E.

This give us some insight into the choice H so as to yield as high as possible security. That
is, the best choice of H for this scheme is the one so that bH™ is uniformly distributed, or
as close as possible to be uniformly distributed.

6.6 Concluding remarks

In this chapter, a fuzzy commitment scheme by Juels and Wattenberg [15] and a modified
version by Cohen and Zémor [16] are reviewed. Note that we use binary codes in both
schemes. We point out that both schemes are easy to extend by using linear codes over ar-
bitrary finite fields. Furthermore, the information leakage problem in biometrics is modelled
as a wiretap problem. For the Juels-Wattenberg scheme, an information theoretic security
proof is provided. For the modified version given by Cohen and Zémor [16], we consider
the practical case when linear codes of reasonable length are used in the scheme. At last
but not least, we give some insight into the choice of the parameters C'; and H so that the
scheme has good performance in resilience, storage and security.
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Chapter 7

Conclusions

7.1 Summary of the thesis

In this thesis, we explore the security capacity and the capacity region for the wiretap
channel with side information. For the discrete memoryless case, we give a bound for the
secrecy capacity and an achievable rate equivocation region. In particular, the secrecy
capacity in some special cases is determined.

We extend our result for the discrete memoryless case to the Gaussian case. Our contri-
bution to the Gaussian wiretap channel with side information is twofold. First, we derive
an achievable rate equivocation region R by using Costa’s strategy. We compare it with
the region R for the Gaussian wiretap channel given by Leung-Yan-Cheong and Hell-
man [4, Theorem 1]. We draw a conclusion that for the Gaussian wiretap channel, side
information helps to get a larger secrecy capacity and achieve a larger rate equivocation
region. Furthermore, we generalize Costa’s strategy by taking the correlation coefficient
of the codeword and side information as another parameter into our consideration. The
region R, is improved by using the generalized Costa’s strategy. That is, for the Gaussian
wiretap channel, it is a better choice in some cases to send a codeword dependent on side
information, in order to yield higher secret rate with the same equivocation. In addition,
we give the best choice of the correlation coefficient for the generalized Costa’s strategy to
achieve the maximal rate at the perfect secrecy.

In this thesis, we also investigate the problem of developing forward coding schemes for
secure communication over the wiretap channel. A code construction is considered for the
specific case when both the main channel and the wiretap channel are binary symmetric.
Theoretically, we show that the secrecy capacity can be achieved by using random linear
codes. For practical purpose, we evaluate the performance of the coding schemes when linear
codes especially Hamming codes and repetition codes are used in the construction. The
performance is characterized from the perspectives of the efficiency, reliability and security
which are measured by the rate, the error probability of decoding and the equivocation of
the wiretap, respectively.

As an application, we reformulate the security problem in biometrics as a communication
problem for the wiretap channel. A fuzzy commitment scheme by Juels and Wattenberg [15]
and a modified version by Cohen and Zémor [16] are reviewed. Both schemes are based on
error correcting codes and promise a secure biometric template storage. The performance
of the schemes is characterized with the terminologies for the wiretap channel, where high
rate corresponds to efficient storage of the protected biometric data and high equivocation
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corresponds to low information leakage to a third party. For the Juels-Wattenberg scheme,
under the assumption that the biometric template is uniformly distributed, we give a se-
curity proof in the information theoretic sense. For the Cohen-Zémor scheme, we focus on
the case when linear codes of reasonable length are used in its construction. In particular,
we also give some insight into the choice of the parameters so that the scheme has good
performance in resilience, storage and security.

7.2 Possible directions for future work

There are still many problems left to solve. For example, for the discrete memoryless
wiretap channel with side information, the secrecy capacity is not totally determined and
the capacity region remains unknown. Even for the Gaussian wiretap channel with side
information, both the secrecy capacity and capacity region problems are not totally solved
yet. A theoretical challenge is to enlarge the achievable region or show the converse of the
coding theorem.

Note that the secrecy capacity achieving codes are mostly random codes and difficult to
implement. For practical purpose, more attention should be paid to the code construction
methods which offer high efficiency and high security for reliable communication over the
wiretap channel. In this thesis, we explore the wiretap channel in the specific case when
both the main channel and the wiretap channel are binary symmetric. In particular, we
show the performance when linear codes are used in the construction. Further work is to
allow other types of codes to be used in our coding strategy or to design secrecy capacity
approaching codes for other special wiretap channels.

Another possible direction for future research is the application to biometrics. Consid-
ering the biometric scheme as a communication scheme for the wiretap channel, one can
provide a precise evaluation of the performance of the biometric scheme. Furthermore,
lighted by our results for the wiretap channel with side information, in order to better
design a biometric scheme with efficient storage and high security, it might be helpful to
introduce side information noncausally known to the encoder in the scheme.
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Appendices

Appendix I

Calculation of I(U;Y),[(U; Z) and I(U;V):
Referring to Figure 4.10, we have the followings:

X| = VP,

—

Vi = Ve

‘77—{‘ V N17

|77—12>‘ = V N1 +N2,

-

il = V(1-a)?Q+ N,

—

mal = V(1 —a)?Q+ Ni + N,

-

Ul = \/P—I—Q+2\/PQCOSQXV,

‘ﬁ‘ = \/P+042Q+204\/PQ0059XV,
‘?‘ = \/P+Q+N1+2\/PQCOSHXV,
‘7‘ = \/P+Q+N1+N2+2\/PQCOSQX‘/.

By the law of cosines, it is easy to get that
— — —
U +]Y ]2~ [ni]?
— —
2[U]-1Y|
P+ a?Q + 2a/PQcosOxy + P+ Q + N1 +2y/PQcosfxy — (1 —a)?Q — Ny

cos Oy =

2y/P + a2Q + 2ay/PQ cosOxy - /P + Q + Ny + 2\/PQcosOxy
B P+ aQ+ (14 a)v/PQcosOxy ‘
VP +a2Q + 2a/PQcosfxy - /P +Q+ Ny +2PQcosOxy
T2 L1 TA2 (2
U+ 127 — nhal
= =
2U[-|Z|

cosbOyz =

B P+ aQ + (1+ a)y/PQcosbxv _
VP + a2Q + 2a/PQcosbxy - /P +Q+ Ny + Ny + 2/PQcosfxy
TP+ VP - X
- — —
(U] |aV|

cos Oy
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_ P+a’Q+2a/PQcosbxy +a*Q — P
B 2\/P 4 a2Q + 2a+/PQ cos Oxy - an/Q
- avQ + VP cosOxy

B VP + a2Q + 2a/PQ cosfxy

By Pythagorean identity, for any 0, sin?# + cos?§ = 1. So we have

sin?lpy = 1—cos?Oyy
P+ aQ + (1+ a)y/PQcoslxy 2
\/P+oz2Q+2a\/—QCOSHXV VP4 Q+ Ny +2/PQ cosxy
(1 — )?PQ(1 — cos? Oxv) + Ni(P + o*Q + 2ay/PQ cosOxy )
(P + a2Q + 2ay/PQcosOxy ) (P + Q + N1 +2y/PQcosfOxy)’

sin?0yy; = 1—cos’Oyy

P+ aQ+ (1+ a)y/PQcosOxy )
\/P—|—a2Q+2oz\/—QcosHXV VP +Q+ Ny + Ny +2/PQ cosOxv
(1 —a)?PQ(1 — cos® Oxv) + (N1 + No)(P + a?Q + 2a/PQ cosfxy )
(P + a2Q + 2a/PQ cosOxy ) (P + Q + Ny + Ny + 2¢/PQcosOxy)
sin?lpy = 1—cos?Oyy

a/Q + VP cosOxy 2

VP + a2Q 4 2a/PQ cos Oy
B P(1 — cos? Oxy)
 P+02Q +2aVPQcosfOxy
Recalling that I(X;V) = %log % = %log m = %log m, we have
u;y) = llog_i
’ 2 Sln2 (9Uy
1 log (P + a?Q 4 2a/PQ cos Oxv)(P + Q + N1 + 2y/PQ cosOxv)
2 7 (1-0a)2PQ(1 —cos?0xy) + Ni(P + a2Q + 2ay/PQcosOxy )’
U;z) = 1log L
’ 2 sin® 0y z
_ llog (P +a2Q + 2a/PQcosbxy ) (P + Q4+ Ny + Ny + 2¢/PQcosOxy)
2 7 (1—a)2PQ(1 —cos?Oxy) + (N1 + No)(P + a2Q + 2ay/PQ cosOxy)’
1 1
nu;v) = ilog - =
_ llo P+a2Q+2a\/—QCOSHXV
2 P(1 —cos?0xvy)

The difference of mutual information can be calculated to yield

1 1 1 1
I(U:Y — — —log——
(U3Y) = I{U3 V) = 5 log sin? 0y 2 8 sin® Oy

2
1 Sin2 HUV
2 sin® Oy
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llog P(l—COSQHX\/)(P—FQ—FNl—}—2@0089}(\/) ]
2 7 (1—-a)2PQ(1 —cos?0xy) + N1(P + a?2Q + 2a/PQ cos Oxy )’
1 1 1 1
[U;2) - 1(U:V) = 2 ©8 sin® 0y 2 log sin? Oy
_ 1 log sin2 QUV
2 sin? Oz
_ llog P(1 —cos?Oxy)(P+ Q + Ny + Ny + 2,/PQ cosOxv) _
2 7 (1—-a)2PQ(1 —cos?Oxy) + (N1 + No)(P + a2Q + 2ay/PQ cosOxy)’
1 1 1
HU;y)-1U; Z) = 3 log T - ~3 log = G0
_ 1 log sin2 0UZ
2 sin® Ouy
—llog( (P+Q+ N1 +2y/PQcosfOxy)
2 (P+Q+ N1+ Ny +2/PQcosbxy)

{(1 = )?PQ(1 — cos? Oxv) + (N1 + No)(P + a*Q + 2a/PQ cos Oxv ) }
{(1 —a)?2PQ(1 —cos?Oxy) + N1(P + a2Q + 2a/PQ cosOxvy )}
Note that pxy = cosfxy. Replacing cosfxy with pxy, we easily get the expressions
of I(U;Y),1(U; Z),I(U; V) and the differences of the mutual information with respect to
PXV-

).

Appendix 11

Lemma 3 in [12]: Let P, be the set of all probability n-vectors p = (p1,---,pn) and let
fi(p), j = 1,--- ,k, be continuous functions on P,. Then, to any probability measure u
on (the Borel subsets of) P,, there exists (k + 1) elements p; of P, and constants a; > 0,
i=1,---,k+1with ¥ a; = 1 such that

k+1

[ H®du= S aisip). 5=tk
=1

Proof of [U| < |X||V|+ 3.

Proof: By applying Lemma 3 in [12] to the present situation, we show that the
cardinality of the range of U can be bounded by |X||V| + 3. Let us denote the product set
X xV={12,---,n}, n=|X||V]. Choose P, as the set of all probability distributions on
X x V. We can interpret {Pr((X,V) = (2,v)|U = u)} 4 v)cxxy as an element of P, and
{Pr(U = u)}ueu as a Borel measure on P,,. Consider the following continuous functions on
Ph:

8) For p = (p(L),--- ,p(n)) € Py, set



log(D_ p(x, v)p(yl,v));

T,

fara(®) = H(Z)+D > plz,v)p(yle,v)p(zly) -

z Yy T

log(» > pla, v)p(yle, v)p(z]y));
d) fags(p) = H(V)+ >, >, plz,v)log(3_, p(z,v)).
Observe that

> Pr(U = u) f;(Pr(-[U = w)) = p(j),

ueU
for 7=1,2,--- ,n—1;

> Pr(U =) fu1(Pr(-|U = w)) = I(U;Y);

ueU
Z Pr(U = u) fuyo(Pr(-|U = w)) = I(U; Z);
ueY
D Pr(U = u) fuys(Pr(-[U = w)) = I(U; V).
uelY

Lemma 3 in [12] implies that the alphabet of the random variable U can be restricted as
Ul <n+ 3, ie Ul <|X|V]|+3. ]

Appendix III

Proof of I(U;Y) > I(U; Z).

: _ (P4+a?Q)(P+Q+N
Proof: Let f(N) = Pég(1—a)2)—£(P+a2Q))N'

First, we prove that f(NN) is a non-increasing function with respect to NV as follows:

Fv) = PHeQEPQU - o) +(P+a’QN) — (P+a’Q*(P+Q+N)
(PQ(1 — )2+ (P +a2Q)N)?

(P+a?Q)(PQ(1 — a)? + (P + a?Q)N — (P + a?Q)(P+Q + N))
(PQ(1 —a)? + (P + a?Q)N)?

(P+*Q)(PQ( — a)* = (P +*Q)(P + Q)

(PQ(1 — )2 4 (P + a2Q)N)?
—(P + *Q)(P + aQ)?
(PQ(1 — a)?+ (P +a2Q)N)?
< 0.

Note that I(U;Y) = ilog f(N1) and I(U;Z) = 4log f(N1 + Na). Since f(N) is a
non-increasing function with respect to N, we have f(N7) > f(N; 4+ N3), which means that
I(U;Y) > I(U; Z). This completes the proof of [(U;Y) > I(U; Z). [
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Appendix IV

Lemma 4.2.5: Rz, which is defined in (4.8), is a increasing function with respect to « as

—g < «a < 1; a decreasing function as a < —g or a > 1; minimized at a = —g and
maximized at o = 1.
Proof: Let

_ PQL— )+ (P +a’Q) (N1 + Na)
9(e) = PQ(1—a)?+ (P +a2Q)N,

First, we consider ¢'(«),

Sy = PQU= P+ (P+o?Q)(V, + M)
PQ(1—a)?+ (P+a?Q)N
(—2PQ(1 — ) + 2aQ(N1 + N2))(PQ(1 — a)? + (P + Q) Ny)
(PQ(1 = )* + (P + a*Q)N1)?
(—2PQ(1 — ) +2aQN1)(PQ(1 — a)? + (P + a2Q) (N1 + Ns))
(PQ(1 = )? + (P + a?Q)N1)?
_ 2PQN;(1 — a)(P + o2Q) — 2QN1 Naa(P + o*Q) + 2QNoa(PQ(1 — a)? + N1 (P + Q)
(PQ(1 — )? + (P + a?Q)N1)?
_ 2PQN>(1 — a)(P + &*Q) 4+ 2PQN>a(1 — 0)*Q
(PQ(1 = a)? + (P + a?Q)N1)?
_2PQNz(1 - a)(P +a’Q +a(l - a)Q)
(PR =) + (P +a?Q)N)?
2PQN3(1 — a)(P + aQ)
(PRl —a)* + (P + a?Q)N1)*

Clearly, if « > 1 or a < —g, ¢ (a) < 0; and if —g < a < 1, we have ¢’(a) > 0. Thus,

we have proved that: g(«) is an increasing function with respect to o when a € (—g, 1);

g(«) is a decreasing function with respect to o when o € (—o0, —g) U (1, 00); g(c) is locally
maximized at o = 1 and locally minimized at o = —g. Note that
N1+ Ny
) = L2
g9(1) N,
774 P+Q+N
Now let us consider lim g(«).
a— 00
lim g(a) = Lt V1T N2
e A 2 + N

It is clear that g(1) > lim g(a) and g(—g) < lim g(«), so we have shown that g(«) is
a— 00 a—00

globally maximized at = 1 and globally minimized at o = —g. In addition,

1 P+Q+ Ny

Ry = -1 21 .
2= 8 P O Y N+ N, 2 ogg(e)
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Then the function Rz has the same property as g(a). Thus we completed the proof of this
lemma. [ ]

Appendix V

Proof of I(U;Y) > I(U; Z).
Proof: Let

FN) = (P4 a?Q +20v/PQpxv)(P+ Q + N + 2/PQpxv)
(1—a)2PQ(1 — p%y) + N(P + a2Q + 2a/PQpxv)

First, we prove that f(NN) is a non-increasing function with respect to IV as follows:

f/(N) = [(1-a)*PQ(1—p%ky)+ N(P+a?Q +2ay/PQpxv) —
(P +Q+ N +2y/PQpxv)(P + a*Q + 2/ PQpxv)]
(P4 o*Q + 20+/PQpxv)

(1= a)?PQ(1 — pyy) + N(P + a?Q + 2ay/PQpxv)|?
= [(1=a)’PQ(1 = pkv) — (P +Q+ 2¢/PQpxv)(P + o Q + 2a+/PQpxv)]
' (P + o*Q + 20/PQpxv)
[(1 = a)2PQ(1 — piy) + N(P + a2Q + 2a/PQpxv))>
(P +0’Q +2ayPQpxv)[(P + aQ) + (1 + a)y/PQpxv]
[(1 = @)2PQ(L = piy) + N(P + a?Q + 2a/PQpxv)|?

< 0.
Note that I(U;Y) = ilog f(N1) and I(U;Z) = 3log f(N1 + N). Since f(N) is a

non-increasing function with respect to N, we have f(Ny) > f(N; + N3), which means that
I(U;Y) > I(U; Z). This completes the proof of [(U;Y) > I(U; Z). [

Appendix VI

Proof of (4.50) and (4.51).
From (4.47), we have

IU;V) > I(U;Y)
0 > I(U;Y)-1I(U;V)
0 - P(1—p%y)(P+Q+ N1+ 2¢/PQpxv)

1
2B 1= a)2PQ( - ) + Mi(P +a2Q + 20y PQpxv)

(1—-a)’PQ(1—p%kv) + N1(P+a?Q+2a/PQpxv) > P(1—pXv)(P+Q+N1+2y/PQpxv)
[P(1=p%)+N]Qa*=2[PQ(1—pXy) — N1/ PQpxvla > P(1—pXy ) (P+2+/ PQpxv)—PNipky.

Let us consider the equality

[P(1=p&v)+N1]Qa?=2[PQ(1—pky )~ N1/ PQpxv]a+PNipky—P(1—piy ) (P+2/ PQpxv) = 0.
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The discriminant of the above quadratic equation is:

A = 4[PQ(1 - pXv) — NivV/PQpxv]?
—4Q[P(1 — p%v) + Ni][PNipky — P(1 = pXv)(P + 2/ PQpxv)]
= 4P?Q(1 — pxv)* (P + Q +2/PQpxv + N1).

Let
o = 2[PQ(1 — pXy) — Niv/PQpxv] + VA
2Q[P(1 — pXy) + N1
_ 2[PQ(1 - py) — MivPQpxv] +2P(1 - pXy)VQ(P + Q + 2/ PQpxv + N1)
2Q[P(1 — pXy) + Nij
_ Pe( - Pxv) = Niv/PQpxv + P(1 = piy)VQ(P + Q + 2/PQpxv + Ni)
QIP(1 - p%ky) + N1 ’
N 2[PQ(L — pkv) — Niv/PQpxv] — VA

2Q[P(1 — piy) + N
2[PQ(1 — p%y) — Niv/PQpxv] — 2P(1 — pky )V Q(P + Q + 2/PQpxv + M)
2Q[P(1 — p%y) + M|
PQ(1 — pky) — Miv/PQpxv — P(1 — p%)VQ(P + Q + 2/PQpxv + Ny)
Q[P(l - p%(\/) + Nl]

Therefore, under the assumption that P, Q, N1, No > 0, we have

HU;V)>1(U;Y) < a>ayp or o< a_gy;
I(U;Y) > I(U;V) <= a_gp < a<ag.

Appendix VII

Lemma 4.4.5: Rz, which is defined in (4.49), is maximized at @ = 1 and minimized at
QO = Qupin. Furthermore,

(a) when VPpxv ++/Q >0, Ry is
a non-increasing function with respect to a as a < amin;
a non-decreasing function as amin < a < 1;
a non-increasing function as o > 1.

(b) when vPpxy +/Q <0, Ry is
a non-decreasing function with respect to a as a < 1;
a non-increasing function as 1 < a < aupin;
a non-decreasing function as «a > aumin.

(¢) when VPpxy ++/Q =0, Ry is
a non-decreasing function with respect to a as a < 1 and a non-increasing function
as o > 1.
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Proof: Let

(1-a)*PQ(1 — piy) + (N1 + No) (P + 0*Q + 205\/PQPXV).

=0 02PQU — ) + NP+ 020 1 20/ PQpxy)

Consider

f’(a) _ g(a)
{1 —a)?2PQ(1 — pky) + Ni(P 4 a?Q + 20/PQpxv )}’

g(@) = [-2(1-a)PQ(1 = piy) +2(Ni + N2)(aQ + pxv/PQ)|
(1= a)’PQ(L — pXv) + Ni(P + o’Q + 2a/PQpxv))]
—[-2(1 = a)PQ(1 - pXv) + 2N1(aQ + pxv/PQ)]
11— )?PQ(1 — pXy) + (N1 + No)(P + o*Q + 20/ PQpxv)]
= —2(1-a)PQ(1 - piy)(1 — @)*PQ(1 — piy)
—2(1 — a)PQ(1 — p%y )N1(P + a?Q + 20/PQpxv)
+2(N1 + N2)(aQ + pxv/PQ)(1 — )’ PQ(1 — pXv)
+2(N1 + No)N1(aQ + pxv/PQ)(P + a*Q + 2a+/PQpxv)
+2(1 = ) PQ(1 — piy) (1 — @)*PQ(1 — p%y)
+2(1 — @) PQ(1 — pkv ) (N1 + No)(P + a*Q + 2a+/PQpxv)
—2N1(aQ + pxv/PQ)(1 — a)*PQ(1 — pXy)
—2N1 (N1 + N2)(aQ + pxv/PQ)(P + a’Q + 2a+/PQpxv)
= 2(1—a)(1 — pkv)PQNy(P + a*Q + 2a1/PQpxv)
+2(1 — a)?PQNa(1 = pXy)(aQ + /PQpxv)
= 2(1—a)(1 — pXv)PQN2(P + a*Q + 2a+/PQpxv + (1 — a)(aQ + /PQpxv))
= 2(1—a)(1 - pXv)PQN2(P + /PQpxv + (Q + v/ PQpxv)a)
PPN 1 ) (@ + v Ppxy) PN,
= —2(a = 1)(@ = amin)(1 = i) (V/Q + VPpxv)PQY/QN:.

= 2(1-a)(a+

Here

N VPP +Qpxv)
" VAW Ppxv +VQ)

Note that when |pxy| =1, g(a) = 0. In this case, for fixed pxy, Rz is a constant.

Ry — llog (N1 + No)(P + Q+ N1+ 2/ PQpxv)
2 7 Ni(P+Q+ N+ No+2yPQpxv)

Assume that |pxv| < 1, when /@Q 4+ v/ Ppxy > 0, the coefficient of g(c) is less than 0, i.e.,
—2(1 — p3) (V@ + VPpxy)PQvQN2 < 0. Moreover, in this case, amin < 1. The reason
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is that under the condition /@Q + v/Ppxy > 0,

o <1 _\/1_3(\/1_3+\/@va)<1
e VRWQ +VPpxy) ~
& —VP(VP+Qpxv) < VQ(HQ+ VPpxv)

< P+ Q+2y/PQpxy > 0.

Therefore, when /Q + vV Ppxy > 0, gla) <0 as a < amin; 9(a) >0 as amin < a < 1;
g(a) <0 as a> 1. So does f'(a). It is clear that f(«) is locally maximized at o = 1 and
locally minimized at cuyi,. Note that

N1+ Ny
1) = L1272
o) =
P+Q+2yPQpxy + N1+ No
P+Q+2VPQpxyv + Ny
(VPpxv +Q)* + P(1— pky) + N1+ Na.
(VPpxv + Q)2+ P(1— p3y) + N1
. P(1—p%y) + N1+ Ny
lim f(a) = XV2 .
a—00 P(l — pXV) + N

It is easy to verify that f(1) > lim f(a) and f(omin) < lim f(«). So far, we have shown

that f(«) is globally maximized at o = 1 and globally minimized at & = aunin. In addition,

1 P+Q+ N1+ 2VPQpxv 1
Ry = —log + —log f(«).
2 P+Q+N1+N2+2\/PQ/)XV 2

Rz has the same property as f(«). Thus, we have proved the part (a) of this lemma.
Similarly, part (b) can be easily derived.
Now let us prove the part (¢). When /@Q + v Ppxy = 0, we have pxy = —\/—\/g In this

case, since the absolute value of pxy can not exceed 1, P > ). We simplify f(«) as follows:

(1—0a)?Q(P — Q)+ (N1 + No)(P + a?Q — 204@).

M= apaP - @)+ NP+ 2Q - 20Q)

Consider

/(Oé) _ 91 (Oé)

- 0PQP Q) + M(P T a?Q — 2aQ))?"
where

g1(a) = 2(1 — a)(P — Q)*QN>.

Clearly, when P = @ and pxy = —1, gi(a) = 0. In this case, it is easy to verify that
Rz = 0.If P # Q, when vQ + VPpxy = 0, gi(a) > 0as @ < 1 and gi(a) < 0 as
a > 1. So does f{(«). Therefore, fi(a) is maximized at o = 1. In this case, if we define
filamin) = lim fi(«), we have

N1+ Ny

() = N,
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P—Q+ N+ N,

fl(amin) = P—Q—I—Nl

Clearly, fi(1) > lim fi(«) since P > @ in this case. So far, we have shown that fi(«a) is

maximized at o = 1 and minimized at a,,;,. In addition,

1 P+Q+N1+2\/PQpXV 1
Rz = - log + —log fi(a).
2 P+Q+N1+N2+2\/PQ,0XV 2

Rz has the same property as fi(«). Thus, we have proved the part (c) of this lemma. This
also completes this proof. [ ]

Appendix VIII

Lemma 4.4.6: If /Ppxy +/Q > 0,

Qmin S a0 < Qmar < 1,  ag < ago,  Amin < a_qo.

Proof: First we prove that ayes < 1. Since vV Ppxy ++/Q > 0, then

N _ Po@ - rxv) — NivVPQpxv
mae QIP(1 — p%y) + N1

PQ(1 — Pg(v) + N1Q

QIP(1 — p%y) + N1

= 1.

Secondly, we will show in the following that a_g < @mas, if VPpxv +vQ > 0.

Omax a_o

IN IV

1 — amaz 1—a_g
VQN1(VQ + VPpxv) VQ(N1 + No)(vQ + VPpxv)
QIP(1 — pXy) + N1 QIP(1 = piy) + N1+ No
P(1 = pk)VQ(P + Q +2VPQpxv + Ni + Na)
QIP(1 — p%y) + N1 + Ny
N1(vQ +VPpxv) < (N1 + N2)(vQ +VPpxv)
Pl—pky)+ N1 = P(l—p%y) + N+ Ne

P(1 = pkv)VP+Q+2VPQpxv + Ni + Ny
P(1—p%y)+ N1+ N

IN

+

+

: Ny N1+No I
Since v Ppxy + /@ > 0 and PA—p%0 )TN, < P20 )N 415 it is clear that a—_g < amaz-

Now let us prove that a;,n < a_g.

Qmin a_o

IV IA

1 — amin 1—ag
P+ Q4+ 2/PQpxv VOQ(N1 + N2)(vQ + VPpxv)
VQ(VQ + VPpxv) QIP(1 - pXy) + N1+ Noj

v
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+P(1 — P )V QP +Q +2v/PQpxv + N1 + N»)

QIP(1 - pXy) + N1+ Noj
P+Q+2yPQpxv S (N1 4+ No)(vQ + VPpxv)
V@ +VPpxv ~ P(1-p%y) + N1+ Ny

P(l*P%{v)\/P+Q+2VPQPX\/+N1+N2
P(1—p3%y) + N1+ Ny

{ (@ + Ppxy +2vPQpxv) (N1 + Ny) }

_l’_

v

+P(1 = p%y) V@ + VPpxv)
/P +Q+2VPQpxv + N1+ N,

{ (P+Q+2vPQpxv)P(1 - pky) }
+(P 4+ Q + 2/PQpxv)(N1 + N2)

{ P(1—p%y) } P(1 = pky) (V@ + VPpxv)
(P+Q+2yPQpxy + N1+ Na) - v/ P+Q+2/PQpxy + N1 + Ny
VP+Q+2VPQoxy + M+ Ny > @+ VPpxy

>
P+Q+2yPQpxv +Ni+ Ny > Q-+ Ppxy +2VPQpxv
P(1—p%y)+Ni+Ny > 0.

Similarly, amin < a—go can be easily derived.

At the last, we will show that ag < aqg, if \/]_DPXV +v/Q > 0. Let

PQ(L ~ p3y) = NVPQoxv + P(1 = pi)VQP + Q + 2/PQoxv + N)
QP(1— p%y) + N]

We will prove that f(N) is a non-increasing function with respect to N. Note that f(IV)
can be written as f(N) = f1(N) + fa(N), where

~ PQU—pky) — NVPQoxv
P(1—p%y)VQ(PP +Q+2V/PQpxy + N)
QIP(1— p%y) + N
_ PO}y \/ (P(1— pky) + N + Ppdy + Q + 2/PQpxv)
VQ [P(1— py) + N2

PO - P%(V)\/ 1 n (pxvVP +Q)?
VQ P(1—p%y)+ N  [P(1—p%y)+ N2

It is clear that the second term fo(IN) is non-increasing with respect to N. Now let us
consider the first term fi(N),

—PQpxvQ[P(1 — p%y) + N] — Q[PQ(1 — p%y) — NvVPQpxv]
Q?[P(1 — p%y) + NJ?
—PQVQ(1 — k) (VPpxv + Q)
Q?[P(1 - pky) + N2 '

f(N) =

f2(N) =

A'(N) =
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When vPpxy + V@ > 0, fi'(N) < 0. So fi(N) is non-increasing with respect to N.
Therefore, as a summation of fi(/N) and fo(N), f(N) is a non-increasing function with
respect to .
Note that
ap = f(N1+ N2), ago = f(N1).

Since f(N) is a non-increasing function with respect to N, we have avg < ago. This completes
the proof.

|
Appendix IX
Lemma 4.4.10: If V/Ppxv +/Q <0,
1 < amar <0 < miny, @00 <@g, Qoo < Omin.-
Proof: First we prove that au,q; > 1. Since \/]_JpXV ++/Q < 0, then
N _ PQ(1 — p%y) — Niv/PQpxv
e QP(1 — p%y) + N1
. PQ(1 - p%y) + N1Q
Q[P(1 — p%y) + N1
= 1.
Secondly, we will show in the following that cmae < oo, if VPpxy +/Q > 0.
Omaz < O
Omaz —1 < ap—1
_VONI(V@+VPpxv) _ VAW + No)(VQ + VPpxv)
QIP(1—p%y)+ N1 — Q[P(1 - p%y) + N1+ N2
+P(1 — Pk )V Q(P +Q+2/PQpxy + Ny + Na)
QIP(I— Py) + N1 + V3]
_N(VQ+ VPpxv) < N+ N)(VQ A VPpxv)
P(1—p%y)+ N1 — P(1-p%,)+ N1+ Ny
+P(1 — P2 )V P+ Q+2yPQpxv + N1 + N»
P(1 - p%y) + Ni+ Ny '
Since \/ﬁva ++/Q < 0 and P(lfpglv)Jer < P(k;;%iijQVﬁNz’ it is clear that g < ag.

Now let us prove that ag < amin-

Qmin = Qo
Omin —1 > oapg—1
_P+Q+2VPQpxv VRV + No)(VQ + VPpxv)
VOWQ +VPpxv) QP(1 = pky) + N1+ N

P(1 - p3 )V QP + Q +2v/PQpxv + N1 + Na)
QIP(1— p%y) + N1+ No

_|_
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P+ Q+2/PEpxv (N1 + No) (V@ + VPpxv)
VQ+ VPpxv - P(1—pXky) + N1+ No
+P(1_p§(V)\/P+Q+2VPQPXV+N1+N2
P(1—p%y) + N1+ Ny

} { (Q + Ppky +2vPQpxv) (N1 + Na) }
>

—P(1 - p5)(V@+ VPpxv)

+(P 4+ Q +2vVPQpxv)(N1 + Ny) VP+Q+2yPQpxy + N1+ Ny

{ (P+Q+2vPQpxv)P(1 — p%y)

{ P(1 - p%y) } S —P(1 - pXv) (V@ + VPpxv)
(P4+Q+2yPQpxyv + N1+ Na) [ = P+ Q+2V/PQpxy + N1 + Ny
\/P+Q+2\/PQ,0XV+N1+N2 > —(VQ+VPpxv)
P+Q+2yPQpxv+Ni+No > Q+ Ppkxy + 2V PQpxv
P(1—p%y)+ N1+ Ny > 0.

Similarly, agg < @umin can be easily derived.
At the last, we will show that a_gp < a_g, if \/?pXV +v/Q < 0. Let

PQ(1 - pxv) — NVPQpxv — P(1 — pky)VQ(P + Q + 2/PQpxv + N)
Q[P(l_l)?xv)"'N] ’

We will prove that f(IV) is a non-decreasing function with respect to N. Note that f(NN)
can be written as f(N) = fi(N) + f2(V), where

PQ(1 - pyy) — NVPQpxv .
QP —p%y) +N]
P(1 - p3)VQP + Q+2V/PQpxv + N)
QIP(1— p3y) + N]
PO py) \/ (P(1— %) + N + Ppy +Q +2V/PQpxv)
VQ [P(1— ) + N2

_ PO pky) \/ L (exvV/P+ QP
VQ P(1—p3%y)+ N [P(1—p%,)+ N2

It is clear that the second term fo(N) is non-decreasing with respect to N. Now let us
consider the first term f1(NV),

—VPQpxvQ[P(1 - piy) + N| = Q[PQ(1 — p%y) — NVPQpxv]
Q*[P(1 - p%y) + NJ?
—PQVQ(L - pXy)(VPpxv + V@)
Q*[P(1 - pXy) + NJ? '

fN) =

fi(N) =

fo(N) = -

H'(N) =

When vVPpxy + Q@ > 0, fi'(N) > 0. So f1(N) is also non-decreasing with respect to N.
Therefore, as a summation of f1(N) and fa(N), f(N) is a non-decreasing function with
respect to V.
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Note that
ag= f(N1+DNz2), a_g=f(N).

Since f(N) is a non-decreasing function with respect to N, we have a_g > a_gg. This
completes the proof. ]

Appendix X
Lemma 4.4.7: If V/Ppxy +/Q > 0,
Ny > Nhigh = a0 < @ < Omaa,

where
[P(1 — pXy) + NiJ?
(V@ +VPpxv)?

Proof: Since a_g < ag is always valid, we only need to prove that ag < maz-

Npigh = P(1 — p%y) + N1+

Qmaz = QQ
l—amer < 1—0ap
VQN (VQ + VPpxv) VQ(N1 + No)(vQ + VPpxv)
Q[P(1—p%y) + N1 QIP(1 = piy) + Ni+ No
P(1 = p5y)VQ(P + Q +2VPQpxv + N1 + No)
QIP(1 — p%y) + N1 + Ny
N1 (vVQ +VPpxv) < (N1 + No)(v/Q +VPpxv)
Pl—p%y)+ N1 = P(l—p%y) + N+ Ne
P(1— pk)VP+Q+2VPQpxv + Ni + N,
P(1—p%y)+ N1+ N

IN

N (V@ + VPpxv)[P(1— p%y) + M|
(MR VTP d) s 1Y ] 0 VPP~ ) + NI
+NNo(VQ+VPpxv) J = ) =[P —p%ky) + N]P(1 - pky)
/P +Q+2VPQpxv + N1 + Ny

P(l—ﬂgfv)[P(l—P§V)+N1]\/P+Q+2\/PQPX\/+N1+N2 < P(1—pXv)Na(v/Q + VPpxv)
(P(1=pxv) + M) (P+Q+2yPQpxv + N+ No) < N3 (v/Q+VPpxv)®
<

(P(1— pkv) + N)X(VQ + VPpxv)? + P(1— pky) + N1+ No) < N3(V/Q+ VPpxv)?
(P(1—p%y) + N1+ No)
(P A+ MPPa - A+ doemy < 4 G TR o e e )

(P(1—pXy) +N1)? < (Na—P(1—pky) — M)(V@Q+ VPpxv)?
(P(1—p%y) + Np)?

TPy (N2 = P(1 = pXy) = N1)

IN
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(P(1 = pXy) + N1)?

9
P(1—pxy)+ N1+ (VO + VPoxy 2

No.

Appendix XI
Lemma 4.4.8: If V/Ppxy + /@ > 0,
Nigw < No < Nhigh = Qnaz < ap < 1,

where

[P(1 - p%y) + NiJ*.
(V@ +VPpxv)?
[P(1 = pXv))”

(VQ+ VPpxv)?

Niigh = P(1=pky) + N+

Nlow = P(l_p?X'V)_Nl—f_

Proof: By the proof of Lemma 4.4.7, we have

[P(1 = piy) + NiJ?
(VQ + VPpxv)?

By the proof of Lemma 4.4.9, we have

Ny < P(l—pg(v)+N1+

= Qmaz < Q-

No > P(1 — 0%0) — N [P(lfllzxv)]Q '
2 > P(1 PX\/) 1+(\/©+\/ﬁva)2:>a0§1

Let

[P(1 = p%y) + N

(VQ+VPpxv)? '

_ 2 . [P(l_p%(V)P
Niow = P(1-pxv) N1—i—(\/@+\/ﬁva)2.

Nhigh = P(l—ﬂgcv)+N1+

We can easily get that

Nlow <Ny < Nhigh = Qmaz < Q0 < 17

Appendix XII
Lemma 4.4.9: If VPpxy 4+ /Q > 0,
N2 < Nlow == ap > 17

where
PO~ R
(V@ + VPpxvy)?

Nlow:P(l_pg(V)_Nl+
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Proof: Consider oy > 1 when v/ Ppxy +/Q > 0.

ap > 1

PQ(1 = pky) — (N1 + No)vPQpxv + P(1 = p3y)VQ(P + Q + 2/PQpxv + Ni + Ny)
QIP(1 — p%y) + N1+ Ny

> 1

VQ(N1 + N2)(V/@Q + VPpxv)
(M1 + N2)?(V/Q + VPpxv)?

P(1— P%{V)\/Q(P +Q + 2/ PQpxv + N1+ Na)

>
P2 (1= px)2(VQ+ VPpxv) + P(1 = py) + Ni + Na) >

P*(1 = piy)?(P(1—piy) + N1+ Na) > (P(1—pyy)+ Ni+ No)
(N1 4+ Ny — P(1 = pxv)) (V@ + VPpxv)®

P*(1—pkv)® = (Ni+Ny— P(1—p%y))(VQ+ VPpxy)?
P(l _ pQ ) _ Nl + [P(l — p%(V)]Z > N2-
Y (VQ+VPpxv)?

Appendix XIII
Lemma 4.4.11: If /Ppxy +/Q < 0,
Ny > Nhigh = Qmaz < -0 < Qo,

where
[P(1 - pky) + NiJ?
(V@ + VPpxv)?

Proof: Since a_g < «q is always valid, we only need to prove that aunq. < a_g.

Npigh = P(1 = p%y) + N1 +

Qmaz < Qg
Omaz —1 < a_g—1
_VON(V@+VPpxv) _ VAW + No)(VQ + VPpxv)

Q[P(1 — p%y) + N1 Q[P(1 - p%y) + N1+ N2

_P(1—pxp)VQP + Q +2/PQpxv + N1 + No)
QIP(1—pky) + N1+ Ny
MW@+ VPpxyv) _ (M +N)(VQ+ VPpxv)

P(1—p%y)+ N1 — P(1-p%,)+ N1+ N

P(1 - p%)VP+Q+2VPQpxv + N1 + No
P(1—p%y) + Ni+ No
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—N1(vVQ + VPpxv)[P(1— pky) + N
{ ~N1(vQ + VPpxv)[P(1 — p3y,) + Ni] } < —No(vVQ + VPpxv)[P(1 — p%y) + N1
—NiN2 (V@ + VPpxv) N —[P(1 = pXv) + NP1 — p%v)
VP +Q+2/PQpxv + N1 + N

P(l_pg(v)[P(l_Pg(V)'f‘Nl]\/P +Q+2y/PQpxv + N1 + Ny < —P(1—py) Na(v/Q+VPpxv)

(P(l—va)+N1) (P+Q+2\/PQpxv + N1 +No) < Ni(/Q+VPpxy)?
(P(1—pxv) + N)*((VQ+ VPpxv)* + P(1—pxy) + N1+ N2) < N3 (V/Q+ VPpxv)?

(P(L—pXv) + N2 (P(L = pXy) + Ni + N2)

IN

(P(l—PXV)+N1+N2)
-(Ng—P(l—pXV (VQ + VPpxy)?
(P(1— pyy) + N1)? (N2 — P(1— pXy) Nl (V@ + VPpxv)®

(P(1 = pkv) + N1)?

IN

OB S Nam PO sky) =N
(P(1 — piy) + N1)?
P(1— pky) + N+ (\/@ff/‘%va; < Na.

Appendix XIV
Lemma 4.4.12: Tf VPpxv ++/Q <0,
Nigw < Noy < Nhigh — 1< a0 < amazs

where

[P(1 — pXy) + NiJ*,
(VQ + VPpxv)?
[P(1 = p5y))?

(V@ +VPpxv)?

Proof: By the proof of Lemma 4.4.11, we have

Niigh = P(1—pXy)+ N+

Niw = P(1—p%y)— N+

[P(1 = p%y) + N1J?
(VQ + VPpxv)?

By the proof of Lemma 4.4.13, we have

Ny < P(1—p%y) + N1+

= Qmaz = O—0-

[P — X))

Ny > P(1—p%y) — N
22 P(1—-pxy) 1+(m+@va)2

— a_g > 1.

Let

[P(1 = piy) + NiJ?.

Nhigh = P(1—pXy)+ N1+
! (VQ + VPpxvy)?
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[P(1 — p5y)]? .
(VQ + VPpxv)?

Nlow = P(l_pg(V)_Nl_‘_

We can easily get that

Niow < Na < Nhigh — 1< a0 < amaz-

Appendix XV
Lemma 4.4.13: If \/?,OXV +/0Q <0,
Ny < Nlow — a_o < 17

where
[P(1— p.ZXV)]Z _
(V@ + VPpxv)?

Proof: Consider a_y < 1 when vPpxy ++/Q < 0.

Niow :P(l_P%V)_Nl‘i‘

04_0§1

PQ(1 - p%y) — (N1 + No)vPQpxv — P(1 — p4 )V Q(P + Q + 2/PQpxv + N1 + No)
QIP(1 - va)+N1+N2]

<1

—V/Q(N1 + No)(/Q +VPpxy) < P(l—chv)\/Q(P-l-Q—i-?\/%va-i-J\ﬁ+N2)
(N1 + No)*(VQ +VPpxv)® < P*(1=piy)*(VQ+ VPpxv)® + P(1 = piy) + N1+ No)

N

(P(L = pXy) + N1+ No) } P2(1 = g2 )2(P(1 = p2y) + N1 + No)

{'(N1+N2—P( — k) (V@ + VPpxv)?

(N1 + No — P(1 = p%0))(VQ +VPpxv)? < P21 - pky)?
[P(1 - p%y))?
Ny < P(1—pky)— N+
(VQ + VPpxv)?
(]

Appendix XVI

Lemma 5.5.1: A randomly chosen binary matrix H with K rows and N columns has rank
K with probability approaching 1 as N goes to infinity and % = R.

Proof: ~ We consider the K by N binary matrices with rank K. Because there are
2N — 1 choices for the first row of H; there are 2 — 2 choices for the second row of H
once the first row is chosen (any N-vector not in the one dimensional subspace spanned by
the first row of H will do, and there are 2¢ vectors in a i-dimensional subspace); there are
2V — 22 choices for the third row of H once the first two rows are chosen (any N-vector not
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in the two-dimensional subspace spanned by the first two rows will do), etc. So, there are
N 1N —2)@2N —4)... (2N - 287

possible K by N binary matrices with rank K since there rows are K linearly independent
N-vectors.

It is clear that the number of all possible H with K rows and N columns is 2V, Let
the probability that a randomly chosen binary matrix H has rank K be Py. Then,

2N — 12N —2)(2N —4) ... (2N — 2K

Py =

ONEK
= (1- QLN)(l - 21\/171)(1 - 21\/172)"'(1 B W%H)
> (- s

(a) (1-— 2NT1R)+1)NR’

where (a) follows that R = % Therefore, we have

Recall that

r——00 €
Note that 1 .
i = \NE_ TNa-mF = o0 —
Therefore, we have A}im Py > 1. In addition that Py < 1, we have A}im Py =1 and thus
—00 —00
complete the proof. ]

Appendix XVII

Lemma 5.4.1: The solution set of the equation (5.7) is a coset of Cy. Here Cy is the dual
code of the code generated by the matrix Hs.
Proof: Denote the solution set of the equation (5.7) is s + C9. Let x(s) be a solution
of the equation equation (5.7). In the following, we show that s + Cs is the coset x(s) + Cs.
Let v be any sequence in the solution set s + Cy. Then,

vILT =x(s)H,T =] 0 s ].
Therefore,
(v —x(s))HyT = 0.

Thus we have v—x(s) € Cy and v € x(s)+C5. So far we have shown that s+C5 C x(s)+Cs.

Note that s + Cy and x(s) + C2 have the same amount of sequences, which is equal to
|Cs]. In addition that s + C2 C x(s) + Ca, we complete the proof that s + Cy is the coset
x(s) + Cs. [
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Appendix XVIII

Lemma 4.4.16: Njyy,, which is defined in (4.67), with respect to pxy has the following
properties:

(a) when P = @, Njyy is decreasing as —1 < pxy < 1;

(b) when P > @, Njy, is increasing as —1 < pxy < —% and decreasing as —% <
pxv < 1

(¢) when P < @, Ny is increasing as —1 < pyy < &g and decreasing as dy < pxy < 1,

where
1) —2\/6 Q_Pcosg_ﬂ— Q H—arccos% M
07 73 J 3 P’ - 8 Q

Proof: Consider

_ _ b1 £2) _ [P(1—0%))?
f((S) - Nlow|va:5 = P(l 1) ) Ny + (\/?54—\/@)2

Calculate the derivative of f(d) with respect to §. We have

, _ 2P 9 9
HORE —<@5+\@3{¢T3(W—3+ VQ0)?+V/Q5(VPS +1/Q)*}
%Y VP

2
——(\/;DJ:/\?@S{(S?’ + 3ﬁ52 +(2+ %)5 - \/—@}
_ e {(5+\/_©)3+2P—Q(5+\/C_2)+(P—Q)2

(6 + %)3 VP P VP PVJPQ

.

If P =@, it is easy to verify that

f1(6) = —=2/PQ.

Otherwise, we let

g($)=m3+2P_Qx+(P_Q)2

j2 PVPQ

Consider the cubic equation g(z) = 0. Let

and

P

(P—-Q)
B = be—9ad= -9 =2
o PyPQ’

_ 2 _P-Q)
C = &—3hd=d—m—.



By Shengjin’s Formula [14], we can calculate the discriminant as follows:

A = B? - 4AC = 3( QF

W(WP +5Q).

Therefore, under the assumption that P,Q > 0, we have
A>0,ifP>@Q and A<O0, if P<Q.

By Shengjins Distinguishing Means [14], if P > @, g(x) has only one real root; Otherwise,
if P <@, g(x) has three distinct real roots.
Consider the situation when P > Q. Let

Y, = Ab+3a(—B+VA)/2
27(P — Q)Q( P+5Q/27
2P\/PQ P—Q
Yy, = Ab+3a(—B—VA)/2
27(P - Q)2( P +5Q/27
2P\/PQ -Q
By Shengjin’s Formula [14], the only real root is

—b— VYT - IV,
3a

(P-Q) P +5Q/27 s |P+5Q/27
\/2P\/_( \/7]3_@ +1- PO —1).

Correspondingly, the only real root of equation f/(§) =0 is

+1);

~1).

Trog =

(5»,- =Xy — ﬁ
It is clear that 4, < —%, since z¢ < 0. Therefore, we have f/(6) > 0, if §, < § < —@,
otherwise, /() < 0. However, we only care about the ¢ such that —1 S 0<1.Ifo, < -1,

then f(0), also Nigw|pyy =5, is increasing as —1 < 6 < —\/—\/g and decreasing as —% <6< 1.

In the following, we will prove that 6, < —1. It is known that f’(d)|s=s, = 0. Here, we
calculate f/(0)|s=_1-

, 2/PQ V@ P-
POl = gt L+ 5) 2

NG
= 2P>0.

V@

(—1+—)+ (P-QF

PYPQ

- 755 )

Since f’(8) > 0 only happens when §, < § < —\/—g, so we have 6, < —1.
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Now let us consider the situation when P < ). Let

2Ab—3aB 3V6 |Q— P
2AVA 8 Q

0 = arccosT.

T —

By Shengjin’s Formula [14], the three distinct roots are

—b—2\/Acos§ 2V6 |Q—-P 0+ 3w

xy = = cos ;
3a 3 P 3

o —b+\/A(cos§+\/§sin§)_2\/6 Q_Pcose_ﬁ'
2 3a E P 3

—b—i—\/A(cos%—\/gsin%) 26 |Q—P O+n
x3 = = cos .

3a 3 P 3

It is easy to verify that xo > x3 > 0 > x1. Correspondingly, the three distinct real roots of
equation f'(§) = 0 are

V@, V@, V@

Oy =21 — —F= — rg = 3 — ——=.

;o Opy = T2 — —F—=;
N ) = VP

It is clear that d,, > 6,5, > —% > 0y, . Therefore, we have f'(§) >0, if 6,, <6 < —% or
8y < 0 < 0py; otherwise, f/(6) < 0. However, we only care about the ¢ such that —1 < § < 1.
If §,, < —1 < 09, then f(6), also Niow|py, =5, is increasing as —1 < 6 < 6,, and decreasing
as 0y, <0 <1.

In the following, we will prove that §,, < —1 < d,,. It is known that f/(6) > 0 when
o, <0 < —% or 6, <06 < dy,. Since P < Q, —% < —1. Thus, we only need to prove
that f/(0)]s=—1 > 0. Note that f'(§)|s=—1 = 2P > 0. Let dp = d,,. Thus we complete the
proof. ]

Appendix XIX

Lemma 4.4.17: Npgn, which is defined in (4.66), with respect to pxy has the following
properties:

(a) when P = @, Njigp is decreasing as —1 < pxy < 1;

(b) when P > @, Npign is increasing as —1 < pxy < —% and decreasing as —%
pxv <1
(c) when P < @, if Ny > v/P(vV/P+ YQ)(v/Q —VP), Nyig is increasing as —1 < pxy <

doo and decreasing as dpp < pxv < 1; otherwise, Npqp, is decreasing as —1 < pxy < 1.
Here

0 —2\/6 Q_P_Nlcosqﬁ_ﬂ— Q qb—arccos?)\/6 Q-P-N
00 =737 P 3 P’ - 8 Q '

IN
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Proof: Consider

£(8) = Nhighlpxv=s = P(1 —6%) + Ny + [P(1—0%) + NiJ

(VP +vQ?
Calculate the derivative of f(§) with respect to 6. We have
10 =~ (s N+ VPGP + PGP+ Q)
(VPS + Q)3
- %{(5 + ‘/—\/g)f* NP ]]V_} — Q((s + */—\g) PN Q) *]‘D%Q)z}.
If P+ Ny = Q, it is easy to verify that
F1(6) = =2\/PQ.
Otherwise, we let
o) = a8 12PN =Q, (PN - QFF

P PVPQ

Consider the cubic equation g(z) = 0. Let

P+ Ny — P+ N —Q)?
a=1; b=0; CZQ%Q; d:%’
and
A = b2—3ac:—6w;
b 2
B = bc—9ad:—9%;
c = c2—3bd:4w_

By Shengjin’s Formula [14], we can calculate the discriminant as follows:

(P+ N, — Q)3

— B2 _4AC =
A=DB C=3 P30

(27(P + N1) 4 5Q).

Therefore, under the assumption that P,Q > 0, we have
A>0 fP+N>Q and A<O0, if P+ N <Q.

By Shengjins Distinguishing Means [14], if P + N; > @, g(z) has only one real root;
Otherwise, if P+ N1 < @, g(z) has three distinct real roots.
Consider the situation when P 4+ N; > Q. Let

Y, = Ab+3a(—B+VA)/2
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27(P — Q)% [P +5Q/27
2P\/PQ ( P—-Q
Y, = Ab+3a(—B—VA)/2

+1);

_ 21(P+ N, — Q)Q( P+ N1 +5Q/27 D
B 2P\/PQ P+N —Q ‘
By Shengjin’s Formula [14], the only real root is
—b— YV — IV
Trog =
3a

B _3(P+N1—Q)2(3 P+N1+5Q/27+1_3 P+N1+5Q/27_1)
2P\/PQ P+N—Q P+N—Q '
Correspondingly, the only real root of equation f/(§) =0 is

Op =20 — —(=.

VP

It is clear that §, < —%, since zg < 0. Therefore, we have f'(§) > 0, if 6, < § < —%;
otherwise, f/(6) < 0. However, we only care about the § such that —1 < § < 1. If P <
Q < P+ Ny, we have §, < —% < —1. Then f(9), also Nhigh|rhoxy =5, is decreasing as
—1 < § < 1. Otherwise, if P > @ and §, < —1, then f(9), also Npigh|rhoxy =5, is increasing
as —1 <6 < —% and decreasing as —% <5<l

In the following, we will prove that when P > @, §, < —1. It is known that f(d)|s=s, = 0.
Here, we calculate f/(0)|s=_1-

F1(6)|soms = _%{(—1 - \/—\/g)?’ + 2%(—1 + %) + W}
_ _%ﬂm N1 = VPQ) — VPQ(/Q —VP)%}
_ _%«pm - VPQ) - VPQ(/Q - VP)}
> P - VPP - VPR VPP
_ —%{(P — VPO - VPR - VPP
=2P > 0.

Since f’(§) > 0 only happens when §, < § < —%, so we have §, < —1.
Now let us consider the situation when P + Ny < Q). Let

24b—3aB 3V6 |Q—-P—-N;
T = = ;
24V A 8 Q
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¢ = arccosT.

By Shengjin’s Formula [14], the three distinct roots are

—b—2VAcos4 26 [Q-P—-N, ¢+3n
T = = CcOoSs ;
3a 3 P 3

o —b+\/2(cosg+\/§SiH§)_Qﬁ\/mcosqs_ﬂ.
2 = 3a -3 P 3

—b+\/Z(cos§—\/§sin%)_2\/6 Q—P—Nlcosqb—l—ﬂ
3a -3 P 37

r3 =

It is easy to verify that xo > x3 > 0 > x1. Correspondingly, the three distinct real roots of
equation f’(§) = 0 are

(571:111—\/—@’ (57«22562—@' Oy = —@

VP VP TR TR

It is clear that 6,, > d,, > —\/—‘/g > 0, . Therefore, we have f'(§) >0, if 6,, <6 < —% or
8ry < 6 < 0yy; otherwise, f/(d) < 0. However, we only care about the ¢ such that —1 < 4§ < 1.
If 6., < —1 < d, then f(6), also Npigh|pyy—s, is increasing as —1 < 0 < 6,, and decreasing
as 0, < 6 < 1. Otherwise, if 6,, < 0o < —1, then f(6), also Npigh|pyy—s, is decreasing as
—1 <4 < 1. In the following, we will prove that

by < —1<6,, when N; < VP(VP+ /Q)(v/Q—VP);
Sy <0y < —1,  when VP(VP + {/Q)(v/Q - VP) <N, <Q - P.

It is known that f/(6) > 0 when §,, < § < —% or §py < 9 < 6py. Since P+ N; < Q,

—% < —1. Thus, if f/(§)|s=—1 > 0, then d,, < —1 < §,,. Note that

/ 2\/ﬁ 2 2
POt =~ g/ (P + M = VPO = VPQVQ - VPP

- 0+ VP - VPNV - VPN~ VPP + YT - V).

It is clear that if Ny < V/P(VP+ YQ)(vVQ—VP), f'(6)|s=—1 > 0. In this case, §,, < —1 <
8y Otherwise, if VP(VP + VQ)(vVQ — vVP) < N1 <Q — P, f(§)|s=—1 < 0. In addition,

20v/PQ

f’(5)|5:_% = _(_\/@_’_ \/_\/g)g
(- VP + N Ly \/_) +2P+N1 —Q(_\/P+N1 +@)+ (P+ Ny —Q)Q}
VP VP p VP VP PVPQ
=2 P(P+N1)>O.
Thus we have 6,, < —V}j/tN < dy,. Since —1 > —Vlj/t and f'(6)|s=—1 < 0 when
VP(VP + YQ)(vQ —VP) < N; < Q — P, so in this case, we have 6,, < 0., < —1. Let
do0 = 0r,. We complete the proof. [ ]
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Appendix XX
Lemma 4.4.18: R(maz), Rz(1) and R(avw) with respect to pxy have the following proper-
ties:

(a) R(@maz) is increasing as —1 < pxy < 0; decreasing as 0 < pyy < 1; maximized at
pxv = 0.

(b) Rz(1) is increasing as —1 < pxy < 1.
(c¢) R(ow) satisfies the following inequalities.

R(a0)|PXV < R(a0)|/)xv:51 if PXV < 61’
R(O‘O)|va < R(O‘O)|va:52 if |pXV| > do,

R(a—0)|va < R(a_0)|vaz62_ if —1<pxy <4y < _\/é/\/ﬁ7
R(a—0)|va < R(a—0)|pXV:5; if —1< pxv < 51_ < _\/é/\/ﬁ

In particular,
R(a0)|PXV:51 = RZ(1)|va:517 R(O‘O)‘ﬂxv:% = R(amtm”ﬁxv:%’
R(0—0)lgy s < Ba0)pymsis a0,y —s: < R(a0)| s

Proof: First, we consider R((qz). From (4.62),

P(1- Pg{v)

1
R(amaz) = 3 log(1 + N, ).

Since |pxv| < 1, it is clear that R(aumas) is increasing with respect pxy as —1 < pxy <0,

is decreasing as 0 < pxy < 1, and is maximized at pxy = 0.
Secondly, we consider Rz(1). From (4.65),

Ry(1) = L1og B+ Q+2VPQpxy + NN + Vo)
z 2 % (P+Q+2v/PQpxv + Ni + No) Ny

In addition to |pxy| < 1, it is clear that Rz(1) is increasing with respect to pxy as
—1<pxv <1

At the last, we consider R(«ag) and R(a—g). First, referring to the definitions of ag in
(4.56), R(c) in (4.47) and Rz(«) in (4.49), we have

Rlay) = I P(1 - p%y)(P+Q+ N1 +2y/PQpxv)
0 2 & (1 —Oéo)QPQ(l —pg(v) —|—N1(P+0402Q+2040\/PQpX\/)
_ 1 Ni .
Rylag) = }10( (P+Q+ N1 +2yPQpxv)
20T = BN P EQ+ Ny + Ny + 2/ PQpxv)

{(1 = a0)*PQ(1 = pXy) + (N1 + N2)(P + a0’Q + 200/ PQpxv)}
{(1 = @0)?PQ(1 - p%y) + Ni(P + a0?Q + 200v/PQpxv)}
= Liogi- N2 1+ —D2
T2 (P+Q+ Ny + No+2y/PQpxv) g(pxv)+ N1~
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where

P(1 - p ) ){VP+Q+ Ny + No+2/PQpxv[P(1 — p¥y) + Ni] — No(vVPpxv + vVQ)}?

floxv) = (P +Q+ N1 +2VPQpxv)[P(1 - py) + Ni][P(1 — py,) + N1+ NoJ? :
glpxv) = {P(L= p4)V/P+ @+ Ni+ Na + 2/PQpxv — (N1 + Na) VPpxv + V)2

[P(1— p%y) + Ni + NoJ? + P(1— p% ) {V/P + Q + N1 + Nz + 2/PQpxv + (vVPpxv + VQ)}?

First, let us consider f(pxy ). Let

fl(pXV) = \/P +Q+ N1+ Ny + 2\/Pprv[P(1 — pg(v) + Nl] — NQ(\/ﬁpXV + \/é)
Then we have if vVPpxy 4+ /Q > 0,

filexv) = 0
No(VPpxy +/Q) = \/P+Q+N1+N2+2\/PQPXV[P(1—P§(V)+N1]

NZ(VPpxv +vQ)* = (P+Q+ N1+ No+2/PQpxv)[P(1— pky) + NiJ?
[P(1—pky) + Ni)?
(VPpxv + Q)2

No = P(1—pXy)+Ni+

N2 = Nhigh|va'

If 05 is the only correlation coefficient or the larger solution to the equation No = Nigh|oxy
then by Lemma 4.4.17, v Ppxy 4+ +/Q > 0. It is clear that f1(d2) = 0 and f(d2) = 0. Note
that for |pxv| > |02, f(pxv) > f(62). Correspondingly, we have

R(a0)|va < R(a0)|va:527 for |PXV| > ’52|
In particular,

Ny
(1 — (522) + Ny
P(1 - 522))
Ny
= R(amax)‘PXV:62'

R(@0)lpxms: = —7logl + (@)

1

Furthermore, if §, is another solution to the equation Na = Nyign|py and vPS; +/Q > 0,
then 6, < 0. By Lemma 4.4.17, |65 | > |d2|. Note that f1(d5) =0 and f(d; ) = 0. Then for
—1 < pxv <05, f(pxv) > f(65). Correspondingly, we have

R(O‘O)|va < R(ao))| —, for =1 < pxy <45

pxV =0,
In particular,

R(00)|,yy g = — 0Bl 4 ()}
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= R(amaz)|

pxv=05 "

Clearly, since |05 | > |02],

R(ap) < R(ao)’va=52°

pxv=0, —

Now let us consider g(pxv). Let

g1(pxv) = P(1 — p?XV)\/P +Q+ Ny + Ny +2y/PQpxv — (N1 + No)(VPpxv + /Q).
Then we have if vVPpxy +/Q > 0,

gi(pxv) = 0
(N1 + No)(VPpxv +/Q) = P(l—pggv)\/P‘FQ‘i‘Nl-l-Nz—f—?@PXV
(N1 + N2)2(VPpxv +vQ)* = (P+Q+ N1+ No+2v/PQpxv)[P(1 - pkv))?
[P(1— P%{V)]Q
(VPpxv + Q)2

Ny = P(1—piy)—Ni+

Ny = Nlow|PXV‘

If 6; is the only correlation coefficient or the larger solution to the equation No = Nigw|pxy
then by Lemma 4.4.17, vVPpxy + /@Q > 0. It is clear that g1(6;) = 0 and g(6;) = 0. Then
for —1 < pxv < 41, 9(pxv) > g(d1). Correspondingly, we have

RZ(QO)|PXV < RZ(O‘O)|va=51’ for —1<pxv < 01.
In particular,

At LR
(P+Q+ Ny + Ny +2/PQod1) g(01) + Ny
= RZ(1)|PX\/:51'

1
RZ(a0)|pXV:51 = 510g(1—

Note that from (4.58) we have R(ag) = Rz(ap). As we have discussed above, we can
draw such a conclusion that

R(O‘O)‘va < R(a0)|va=§27 for ’PXV| > |52’§
R(O‘O)‘ﬂxv < R(O‘O)‘va:th; for —1< pxv < 1.

Furthermore,
R(a0)|pXV:§2‘ < R(ao)lpxy=0, = B(maz)lpxy=62,  B(@0)loxy=6 = Bz(1)]pxy=s:-

Similarly, applying a_¢ defined in (4.57) to R(«) and Rz(«), we have

Rla) = 1o P(1 - p%)(P + Q + N1 + 2¢/PQpxv)
0 2 (1= a0)2PQ(L — py) + Mi(P + a_0?Q + 20 v/ PQpxv)
1 N

(0]
2B B 2 T,

+ fflpxv)};
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700 2 NP+ Q+ Ny + Na+ 2¢/PQpxv)
{(1 —a_0)?PQ(1 — p5y) + (N1 + No)(P 4 a_¢*Q + 20_ov/PQpxv)}

{(1 = a0)2PQ(1 — p%y) + N1(P + a—0?Q + 200/ PQpxv )}

- sl i+
: (P+@Q+ N1+ Na+2VPQpxv) 99(pxv) + M
where
F o) = P(L— 2 ) VP +QF N+ No+ 2vPQpxv [P(1— poy) + Ni] + No(vPpxy + Q)2
v (P +Q+ N+ 2VPQpxv)[P(1 - pky) + M[P(1 — pXy) + N1 + NaJ? :
99(pxv) = (P(1- p%)WP+Q+ N1 + Ny + 20/PQpxy + (N1 + No)(VPpxy + Q)12

[P(1 = p%y) + N1+ NoJ2 + P(1 = p3 ){V/P + Q + N1 + Nz + 2¢/PQpxv — (VPpxv +VQ)}*

First, let us consider ff(pxy). Let

fhipxv) = \/P—i- Q + N1+ Ny + 2/ PQpxv[P(1 = pxv) + Ni] + No(VPpxv + Q).
Then we have if vVPpxy +/Q < 0,

ffilpxv) = 0
~No(VPpxv +/Q) = \/P+Q+N1+N2+2\/Pprv[P(1—pg(v)+N1]

NZ(VPpxv +v/Q)* = (P+Q+ N1+ No+2/PQpxv)[P(1— pky) + NiJ?
[P(1— fy) + NP
(VPpxv +Q)?

Ny = P(1—pky)+ DN+

N2 = Nhigh‘px‘w

Suppose there is &, such that v/Pd; ++/@Q < 0 and Ny = Nhigh’pXV:5;~ By Lemma 4.4.17,
dy < dy and |95 | > |02|. Note that ffi(dy) =0 and ff(é5) = 0. Then for —1 < pxy <45,
fflpxv) > ff(65). Correspondingly, we have

R(a,0)|va < R(a—o)| for —1 < pxy <65

pxv=06y "
In particular, since |05 | > |d2],

Rlao)l, =gy = 2 1Og{P(l — 0+ M

|
—_
(=}
(S}
—~
—_
+

A
=
Q
g
8

R(Oémzzr) |PX\/=52 = R(Oé()) ‘PXV:52 :

Now let us consider gg(pxv). Let

901 (o) = P(L— ey WP +Q + Ny + No + 20/ PQpxy + (M + No)(VPoxv + /).
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Then we have if vVPpxy + /Q < 0,
991(pxv) = 0
—(N1+ No)(VPpxv +/Q) = P(l—ﬂgcv)\/P+Q+N1+N2+2\/PQPXV

(N1 + No)2)(VPpxy +vVQ)? = (P+Q+ Ny + No+2y/PQpxv)[P(1 — pky))?
[P(1 = pxv))?
(VPpxv +vQ)?

Ny = P(1-p%y)—Ni+
N2 = Nlow|va-

Suppose there is §; such that VP, +/@Q < 0 and Ny = Nlow’pXV:5;~ By Lemma 4.4.16,

d; < 01. Note that ggi(0;) = 0 and gg(d; ) = 0. Then for —1 < pxy < 67, g9(pxv) >
gg(07 ). Correspondingly, we have

Rz(a-0)|pxy < Rz(a-o)] for —1<pxy <d;.

pxv=01"’
In particular, since 6; < 41,
1 Ny Ny
Rz(a_ _s— = —log(l— 14
Aol = B g N Mo 2vPa) T g + N
= RZ(1)|va:51_

< Rz(l)lva=51 = R(a0>|vaz5l.

Note that from (4.59) we have R(a—_g) = Rz(a_¢). As we have discussed above, we can
draw such a conclusion that

- _ Ve
R(a_o)’PXV < R(a_0)|pXV:5; < R(ao)‘va:(;w for —1 < PXV < 52 < _—?7
- V@
R(ao)lpxy < Rla-o)l, 5= < B(@0)|pxv=:; for —1<pxy<dy <-—05
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