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Abstract

Due to the energy transition, the traditional power grid turns from a centralised grid, with single big
power plants, into a heterogeneous one, with many unpredictable and volatile electricity producers
and consumers. Moreover in the future, common households not only consume energy, but also
feed their own energy with photovoltaic plants, batteries or heat pumps, into the grid. This creates a
demand for a management system which allows forecasting, planning and tracing electricity usage
from producers to consumers and is extendible to the participants’ needs. Utilising blockchain
technology allows one way of mapping the heterogeneous and decentralised characteristics of the
future power grid into a suitable decentralised energy management system. This work analyses
possible decentralised concepts and already existing blockchain solutions in order to propose a
generic architecture solution for a decentralised energy management system. In addition, the
doability of the proposed architecture is shown with a possible implementation, using the Ethereum
platform. Furthermore, the implementation is realised in a minimal prototype. Conclusively, the
architecture and its implementation are evaluated against possible requirements of a decentralised
energy management system, which verifies their suitability for the given problem. This work is not
only proposing a solution for an energy-related problem, but also shall help to find the true benefits
of the blockchain technology and its current ecosystem.



Kurzfassung

Aufgrund der Energiewende wandelt sich das traditionelle Stromnetz von einem zentralen Netz, mit
einzelnen grofen Kraftwerken, in ein heterogenes Netz, mit vielen unvorhersehbaren und volatilen
Stormerzeugern und -verbrauchern. Dariiber hinaus verbrauchen zukiinftig gew6hnliche Haushalte
nicht nur Energie, sondern speisen auch eigene Energie mit Photovoltaikanlagen, Batterien oder
Wirmepumpen in das Netz ein. Dadurch entsteht eine Nachfrage nach einem Energiemanagement-
system, welches die Prognose, Planung und Riickverfolgung des Stromverbrauchs von Erzeugern
zu Verbrauchern ermoglicht und auf die Bediirfnisse der Teilnehmer erweiterbar ist. Durch die
Verwendung der Blockchain-Technologie kdnnen die heterogenen und dezentralen Merkmale des
zukiinftigen Stromnetzes in einem geeigneten dezentralen Energiemanagementsystem abgebildet
werden. Diese Arbeit analysiert mogliche dezentrale Konzepte und bereits vorhande Blockchain-
Losungen, um eine generische Architekturlosung fiir ein dezentrales Energiemanagementsystem
vorzuschlagen. Dariiber hinaus wird die Machbarkeit der vorgeschlagenen Architektur, unter Ver-
wendung der Ethereum-Plattform, mit einer moglichen Implementierung gezeigt. Zusitzlich wird
die Implementierung in einem mininalen Prototypen realisiert. AbschlieBend wird die Architektur
und ihre Implementierung anhand méglicher Anforderungen eines dezentralen Energiemanagement-
systems bewertet, was deren Eignung fiir das gegebene Problem belegen soll. Diese Arbeit schlédgt
nicht nur eine Losung fiir ein Problem im Energiekontext vor, sondern soll auch dazu beitragen die
wahren Vorteile der Blockchain-Technologie und ihres aktuellen Okosystems zu finden.
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1 Introduction

The current electricity market houses a variety of providers with different energy sources and output
amount. Moreover, the source and amount of electrical energy a household uses play an important
role for various environmental and financial reasons. In the past, the electricity grid only consisted
of traditional large producers such as coal plants or atomic power plants. The present grid more
and more emerges to a heterogeneous one consisting of many independent small producers. Due to
the energy transition, this process will inevitably change the current electrical power systems and
replace them with a much more complex and decentralised system. Many households will not only
consume a constant predictable amount of energy anymore but will also feed energy into the grid
with their own photovoltaic panels, batteries or electric vehicles. This turns common consumers
into unpredictable prosumers. Because many of these new producers produce their electricity from
renewable sources such as sun, wind and water, those strongly fluctuating sources will lead to highly
varying prices for certain time periods [MSN+16]. To this end, an energy management system
which allows forecasting, planning and tracing electricity usage from power plants to end users
and permits customers with preferences regarding the source of electricity and their management
policies, is needed. The organisation of five prosumer households within an energy management
system would already result in an efficiency increase of 98 % [SAG18].

1.1 Motivation

Centralised energy management systems that control all the devices of a power network allow
to achieving these goals. Nevertheless, the current power system develops into a too complex
one where such a top-down approach does not fulfil the participant’s needs, anymore [SAG18].
With an increasing amount of actors in such a system, a centralised energy management system
would suffer from scalability, maintenance and trust issues [EHS15]. This makes it necessary to
develop a decentralised energy management system which has the capability of addressing these
concerns. One way of constructing such a system is based on the blockchain technology. Blockchain
technology [Nak08] facilitates the creation of decentralised networks of untrusting nodes that share
a common state in the form of an immutable append-only ledger of events. Such a network can
easily scale and does not have a single point-of-failure. However, the blockchain ecosystem provides
several approaches which differ, for example, in the transaction verification, storage principles and
capabilities of the architecture [YMRS18]. Thus, finding a suitable technology for a given use
case can be challenging. In order to find a capable blockchain architecture for the requirements
of a decentralised energy management system, it is necessary to conduct an architectural analysis
and evaluate existing blockchain solutions. Having an architecture evaluation enables benefits like
making the right business and technology decisions, controlling the product quality or managing the
evaluation and migration of existing software systems [KN16]. Considering adequate research as one
way to leverage a technology in the Gardner Hype Chart [Pan17] away from its hype climax onto the
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1 Introduction

plateau of productivity, this architectural analysis should not only be in the scope of a decentralised
energy management system, but should also help finding the true benefits and advantages of the
blockchain technology in its current ecosystem [Pan17].

1.2 Goal

It is the goal of this thesis to analyse possible blockchain-based architecture solutions for a de-
centralised energy management system. In the light of this analysis, recommendations regarding
a generic blockchain-based architecture that tackles these kinds of problems should be provided.
Moreover, it is the goal to show the feasibility of the architecture by discussing its applicability
to an existing approach and implement a minimal prototype capable of utilising it. Finally, the
proposed architecture concept shall be evaluated together with its recommended implementation
and the realised prototype.

1.3 Outline

After the introduction in Chapter 1 - Introduction, Chapter 2 - Background Knowledge describes
topics that are necessary for the understanding. Major topics are fundamental concepts to understand
blockchain, the blockchain concept itself and its decentralised architecture stack. Furthermore,
chapter 2 describes energy management and energy management systems in more detail and gives
an introduction to operating system development for embedded devices. Chapter 3 - Related Work
introduces two related topics wrote upfront this thesis. Subsequently, Chapter 4 - Decentralised
Energy Management System introduces the need for a decentralised energy management system and
defines its consequential requirements. Also, it is analysed whether blockchain technologies are
an appropriate tool for proposing an architecture approach for a decentralised energy management
system. In Chapter 5 - Analysis of Suitable Blockchain Architectures and Technologies several
suitable technology concepts and existing solutions are examined and checked whether they could
help to fulfil the requirements of a decentralised energy management system. With the knowledge
gained in the previous chapters Chapter 6 - Concept for a Generic Architecture Proposal proposes
an architecture which tries to fulfil all the identified requirements. Chapter 7 - Implementation
then proposes a possible implementation of the introduced concept, together with the realisation
of a minimal prototype. In order to clarify whether the concept and the implementation fulfil the
identified requirements of chapter 4, an evaluation against the described requirements is carried out
in Chapter 8 - Evaluation. Conclusively, Chapter 9 - Conclusion summarises the work done during
this thesis and gives an outlook for possible future works.
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2 Background Knowledge

In order to understand the following work to its full extend certain fundamental background knowl-
edge is necessary, which needs to be described beforehand. The following chapter introduces basic
concepts about central, distributed and decentralised architectures and the basics of hashing and
its application. Subsequently, the fundamental concept of the blockchain is introduced and the
emerging decentralised architecture stack is presented. The last to sections of this chapter are
about the energy-related context of this work and about the development of operating systems for
embedded devices, such as smart devices in power grids.

2.1 Concepts

The blockchain technology and its developed ecosystem are based on basic concepts. In the following,
the fundamental ones are explained.

2.1.1 Central, Distributed, Decentralised

One of the key ideas behind blockchain protocols is the idea to develop a decentralised system.
Therefore it is necessary to understand what decentralisation means. First of all system architectures
can be divided into three types, centralised, distributed and decentralised. S. Raval [Rav16] defines
centralised systems as the most common type of traditional systems. Centralised systems are
systems where every action is controlled by a single central entity and interaction with the system is
always dependent from such a central entity. Figure 2.1 (a) shows a visualisation of a centralised
system with its dependencies. Distributed systems are the second type of system architectures which
try to spread computational effort over multiple nodes in order to reduce latency and dependency
from a central entity. Still, they consist out of a single point of control, but with the respect to
distributing the resulting tasks over multiple nodes. Figure 2.1 (b) shows such a system. The third
and aimed type by most of the blockchain systems is a decentralised system. Decentralised systems
have no single entity which directs tasks to other nodes. Each node can be seen as an equal entity
within such a system [Rav16]. Therefore a decentralised system has no single point of control and
no single point of failure [FK17]. Figure 2.1 visualises the interconnection of equal entities.

In addition V. Buterin [But17b] classifies the meaning of decentralisation into three different types,
architectural decentralisation, political decentralisation, and logical decentralisation. Thus, a system
can have centralised characteristics not only to its technical extend. Architectural centralisation
means only the system architecture itself. A system is architectural decentralised if there are enough
nodes which prevent the system from a single point of failure. Political decentralisation, however,
focuses on the governmental decisions done by the individuals controlling the system. If there is
only one single entity which takes decisions, the system is still (political) centralised. Finally logical
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2 Background Knowledge

Centralised(A) Distributed(B) Decentralised(C)

Figure 2.1: Visualisation of the differences between centralised, distributed and decentralised
system architectures [Hoe14].

decentralisation means the relationship between interfaces and data structures. If the system consists
of many nodes governed by individual independent parties but the interfaces and data structures are
defined in a monolithic way the system is still (logical) centralised. [But17b]

2.1.2 Hashing

Another concept which is often used together with blockchain technologies is the concept of hashing.
A hash-function is a function i(e) which maps an element e to a position f within a field of N
entries. The function 4 follows several conditions. First, N has to be finite. Second, /& needs to be
definite, which means that for the same input e, i(e) is always the same f. Lastly, & has to be mostly
collision free and provides a sufficient spreading of the input values. This means, that for most of
the inputs e; and ez h(ey) # h(ez). Furthermore, the position f of two input values which differ
from each other only significantly shall be spread apart from each other in the resulting field. In the
best case the probability P for an element e to be mapped to a specific field f is for all possible
inputs P = % This reduces the probability of collisions significantly. [SS04]

Hashing functions allow to efficiently map an input value to a specific field in a map but not
necessary to reproduce the input value from the specific field. Reproducing the input values can take
a significant amount of time. This happens because, although the input values might be finite in the
real world the hashing function is a function for an infinite number of inputs. As long the number
of inputs is small enough to prevent the hash-functions from collisions executing the reversed
function 4! (e) of the hash-function might result in an infinite number of possible inputs e,, where
h(e,) = f Ve, with n € N . Therefore finding the correct field f of an input e is easy, but finding
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2.2 Blockchain

the original input value e; of a field f is difficult, which makes hash-functions to possible one-way
functions. One-way functions are often used when one wants to identify an input with a unique
identifier but not necessarily wants the identifier to be traced back to the input value. [SchOS8]

Merkle Trees

A Merkle tree is an infinite, mostly binary tree of one-time signatures introduced by R. Merkle
[Mer88]. A one-time signature is the result value of a hash function for a specific input which is
hardly or not at all recoverable. Each node of the tree signs its leaves into a new one-time signature.
The resulting hash can then be treated as a single hash for an input consisting of multiple child
hashes. Therefore the root of the tree is the recursive signature of all child nodes and their child
nodes. Merkle trees enable to combine data together to a single signature. Figure 2.2 shows how
hashes of multiple data packets can be combined in a single one-time signature. [Mer88]

Root=hash(H4, H5)

H4=hash(HO, H1) H5=hash(H2, H3)

HO=hash(Data0) Hl=hash(Datal) H2=hash(Data2) H3=hash(Data3)

Figure 2.2: A Merkle tree with the aggregated data in the leaves of the tree and their signatures
[YMRSI18].

2.2 Blockchain

Blockchain technologies aim to provide a decentralised, persistent anonymous and auditable tech-
nology [ZXD+17]. Which means that every action made up does not rely on a single party. That
every action accepted by the decentralised system is stored permanently with no chance of roll-back
or deletion. That each user can interact with the system in an anonymous or at least a pseudonymous
way. That every action persistent in the system is traceable and transparently tracked [ZXD+17].

19



2 Background Knowledge

In order to do so, blockchain technologies are divided into seven key components defining the
architecture of a blockchain. These components are [YMRS18]:

1. Distributed Ledgers

Transactions

Addresses and Address Derivation
Asymmetric-Key Cryptography
Blocks

Chaining of Blocks

N A LD

Utilisation of hashing technologies

On its fundamental basis, a blockchain is a technology for distributing deterministic state changes
in a ledger data structure. Each node participating in the system strives to hold a copy of this
ledger. Every state change is stored as a transaction which defines the action necessary to get from
the previous state into the actual state. When a consensus within the nodes is reached, each new
transaction is propagated over all nodes and is added to the ledger. Figure 2.3 shows a network of
nodes distributing state changes in a ledger. Pending transactions are transactions which are not
yet added to the ledger and consensus is not yet found. Defining distributed ledgers as a part of
blockchain technologies means that distributed ledgers themselves are a superset and blockchain
technologies a subset of distributed ledger technologies. [YMRS18]

Node

Pending Ledger
Transaction 4 Transaction 1
Transaction 2
Transaction 3

Node Node

Pending Ledger
Transaction 4 Transaction 1
Transaction 2
Transaction 3

Pending Ledger

Transaction 1
Transaction 2
Transaction 3

Node

Pending Ledger
Transaction 4 Transaction 1
Transaction 2
Transaction 3

Figure 2.3: Network of nodes, each holding a copy of a ledger. Transaction 4 is being propagated
through the network to every node. [YMRS18]
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Block Header

Block Header

Block Header

Hash (Previous Block
Header)

Hash (Block01 Header)

Hash (Block02 Header)

Timestamp

Timestamp

Timestamp

.}

Merkle Root Hash

Merkle Root Hash

Merkle Root Hash

Hash(Block01 Header)

Hash(Block02 Header)

Hash(Block03 Header)

Transaction List

Transaction List

Transaction List

Block01

Block02

Block03

Time

Figure 2.4: Possible data structure of a blockchain [YMRS18].

Most blockchain architectures are transferring assets as state changes from one participant to
another. To implement this, addresses which identify the participants of a transaction with the help
of asymmetric-key cryptography, are established. [YMRS18]

Asymmetric-key cryptography makes use of two separate keys, a private and a public key. Messages
encrypted with a public key can only be decrypted with the correspondent private key and vice-versa.
Because of one of the keys, ideally, the private key is always kept secret the other key can be
published to whoever shall be able to encrypt messages with it. [Kum13]

Every address is associated with a private and a public key-pair. By using the keys associated with
the address participants can prove the actual possession of the address by signing the transaction
with their private key. By verifying this, every other participant of the ledger can validate the
integrity of the transaction and therefore the validity of the new state changes. [YMRS18]

Changes are propagated in form of blocks over the network. Blocks are a number of aggregated
state changes which shall be appended to the local state of each node. Hence every new block
gets chained onto the last block which forms a traceable log of all state changes done, which is
called the blockchain. In general, every block consists of its block number and the aggregated
transactions. To ensure the authenticity of each copy of the blockchain and the distributed blocks
hashing technology is used. Each block appended to the blockchain gets hashed which creates
a unique digit representing the block. No changes on the data of the block can be made without
changing the resulting hash of the block. Each block additionally has its current block hash and the
block hash of the previous block. Because storing every single hash of each transaction in the block
is inefficient, a Merkle tree data structure is used in which only the root hash of the Merkle tree
will be stored in the block. Figure 2.4 shows a schematical overview of how blocks and their chain
could look like. [YMRS18]
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2 Background Knowledge

2.2.1 Classification of Blockchain

Blockchain technologies differ in several aspects. Therefore six characteristics for classification can
be identified. The level of permission and access restrictions, the concept of transaction consensus,
the level of central regulations, immutability of data and the way identity is treated within the
blockchain.

Consensus Determination

In a network where all nodes are holding the same copy of a ledger, a mechanism for finding the next
transaction for appending onto the ledger has to be conducted. This mechanism is called consensus
determination. It is the main goal of a consensus mechanism to prevent Byzantine nodes from being
able to write into the ledger or propagate faulty blocks. Byzantine nodes are nodes which try to
manipulate the blockchain out of economical or destructive motivations against single participants
or the network itself. Several different consensus mechanisms have been proposed and implemented
by blockchain technologies. [YMRS18]

The metaphor of being Byzantine finds its origins in the Byzantine General Problem, where a fictive
situation is explained with an army camping outside of an enemy city. It is the goal of the generals
to coordinate an attack against the city, which can only be captured if all generals attack together.
In the scenario, the generals can only speak with each other over messages and cannot trust each
other. All generals are competing against each other for the favour of the king. If one general sends
a message to the others to attack, a Byzantine general might reply with a commit message but will
not commit the fight in order to weaken his rivals. [LSP82]

In the metaphor, a Byzantine node acts maliciously out of similar motives as a Byzantine general,
which is why one cannot trust any single node at all.

Proof of Work Proof of work is the most prominent consensus mechanism and relies on a puzzle
which needs to be solved. The node which solved the puzzle first has the right to decide which block
shall be appended onto the blockchain next. It is the idea, that the participant who solved the puzzle
proves that he spend a sufficient amount of computing power into solving it [Woo18]. This difficulty
makes it indeterministic to predict which node will solve the puzzle first and therefore unlikely for
Byzantine nodes to modify the latest block. In advance proof of work is used as a protection for
potential spammers who would need to invest, too many costs in order to write many entries onto
the blockchain. This characteristic can also be a drawback because many nodes participating in the
consensus mechanism result in more difficult puzzles. The more difficult a puzzle gets the more
computational power and therefore energy has to be invested to solve it. This leads to unreasonable
high energy costs.

Proof of Stake Proof of stake is based on the assumption, that participants putting much eco-
nomical effort into a system are most likely interested in its correct execution. In proof of stake
participants deposit money, called a stake, within the system which gets locked in case of misbe-
haviour. The more money a participant stakes, the more likely he can sign the next block. After a
correct signing of the block, the participant will get a reward for taking the risk of depositing his
money and keeping the network up and running with his participation. [Butl7a] [YMRS18]
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2.2 Blockchain

Proof of Authority The proof of authority consensus is based on a blockchain setup in which
participants hand over their permission for validating blocks to a small group of trusted authorities.
The most simple implementation of proof of authority will then select a node for being the node
which adds the next block to the chain. This can happen, for example, in a Round Robin scheduling
[YMRS18]. One disadvantage of such an implementation is that the new block will not be verified
by other parties. Therefore, a malicious node would be able to chain blocks with illegitimate
transactions. To prevent this a modification can be added in which finality is only reached once a
number of validators proofed, that the last added block is legitimate and validators only will add
blocks to the last proven block [HHH+18]. Proof of authority has the advantage, that its upkeep is
less expensive and its transaction throughput is increased [YMRS18].

Practical Byzantine Fault Tolerance Practical Byzantine fault tolerance describes an application
of the Byzantine Generals problem and its solution as an algorithm for achieving consensus with
possible Byzantine nodes. M. Castro and B. Liskov propose a Byzantine fault-tolerant algorithm
which finds consensus for a group of nodes in which a maximum number f of nodes can be
Byzantine with f = (n — 1)/3 where n is the number of nodes in thy system. The general idea
is, that a current primary node waits for the same messages of f + 1 nodes. Because at least one
of the nodes sending the messages is not faulty, the given message is the correct result. Practical
Byzantine fault tolerance is a very efficient way of finding consensus but has the drawback of only
supporting (n — 1)/3 Byzantine nodes. [CL02]

Permission and Access Restrictions

Blockchain networks can either be public and for everyone available or restricted for a selected
group of participants. While in public or permissionless networks every participant can read and
write onto the blockchain, in permissioned networks theses access rights are restricted [YMRS18].
Permissioning can be implemented by setting up the network in a private network or establish a
token which needs to be paid in order to write on the blockchain. The token then only resides in the
wallets of participants allowed to write onto the chain. This results in a network in which everyone
can read all the transactions but only a defined group of people can write into it. In some cases,
permissioned blockchains are also called private blockchains when access rights are restricted to a
closed group of participants which is completely isolated to the outside.

Central Regulation

Although the blockchain protocol tries to be as decentralised as possible several implementations still
come with centralised regulations. Such central aspects can be the consensus algorithm, the trans-
parency of development, the location or ownership of the nodes which host the blockchain and the
governance policies defined by responsible parties. While some of these aspects might be acceptable
in some use cases in order to achieve other advantages, having a system with many central regulations
challenges the purpose of using a blockchain protocol for ones use case implementation.
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Immutability

Immutability classifies blockchain technologies into the difficulty of tampering the stored data. If
data stored on the blockchain is easy to tamper the blockchain has small immutability characteristics.
[ZXD+17]

Identity

Identity classifies blockchain protocols into how they treat identities of the participants. Blockchain
protocols can treat participants as uniquely identifiable entities, as pseudonym entities or as anony-
mous entity. Blockchain technologies do not have to tie themselves on one principle and rather
could provide a solution for each of the possibilities. [ZXD+17]

Efficiency

Efficiency describes the latency and throughput of transaction validation and their propagation
through the network. Efficiency can suffer from a large network or a slow consensus algorithm.
[ZXD+17]

2.2.2 State Machine and Smart Contracts

It is the most principal feature of a distributed ledger (or blockchain) protocol to distribute state
changes over the network. Such state changes are propagated in form of transactions and describe
the necessary process from getting an application from its present state to the newly distributed
state. Such an application is called state machine. Whereas some blockchains only implement a
single state machine the Ethereum platform encourages participants to implement their own state
machines within the platform. Therefore a concept called smart contracts has been developed.
Smart contracts are arbitrary code statements which are executed within a transaction [Woo18].
While execution those code statements can alter the state of the contract itself or even issue new
transactions. Because validators, when validating blocks, have to execute all these statements as
well, blockchain protocols define a limited amount of computation allowed within a transaction.
In Ethereum this amount is called gasLimit, where gas is the unit of computational measurement
[Woo18].

Token Contract

The possible most famous smart contract is the Ethereum ERC20 token standard [VB15]. With
the ER20 token standard developers can create arbitrary cryptocurrency, called tokens, within an
existing blockchain system. This gives participants the possibility not only to use the primary
cryptocurrency of a blockchain platform but also to create their own digital asset in the form of a
token. Because the token is implemented in a standardised way other application developers can
re-use any token for their needs. The ERC20 token standard describes a mandatory interface which
has to be implemented. Listing 2.1 shows this interface. [Wik17]
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Listing 2.1 Interface for the ERC20 token [Wik17]

contract ERC20Interface {
function totalSupply() public view returns (uint);
function balanceOf (address tokenOwner) public view returns (uint balance);
function allowance(address tokenOwner, address spender) public view
returns (uint remaining);
function transfer(address to, uint tokens) public returns (bool success);
function approve(address spender, uint tokens) public returns (bool success);
function transferFrom(address from, address to, uint tokens) public
returns (bool success);
event Transfer(address indexed from, address indexed to, uint tokens);
event Approval(address indexed tokenOwner, address indexed spender, uint tokens);

The fotalSupply function describes the number of available tokens. The balanceOf function returns
the amount of tokens a given address owns. With the allowance function, a spender address can
check how many tokens the address is allowed to withdraw from the given owner address. With the
approve function a spender can withdraw tokens. To send tokens from the contracts supply to an
address the transfer function is used. Furthermore, to send tokens from a specific owner address to
another address the transferFrom function has to be used. This should be only possible if the callee
of the function has the correct access rights to send tokens from one account to another. One trivial
access right is, that the caller is the owner of the from account address. Additionally, the transfer
functions and the approval functions issue events on the blockchain which can be caught by other
participants. [Wik17] [VB15]

2.2.3 Light Node and Full Node

While a full node contains a full copy of the blockchain and is able to validate new transactions,
the goal of a light node is to store and compute as less as possible and still be able to trustless
communicate with the blockchain [YMRS18]. Because most light node protocols retrieve their data
from full nodes one disadvantage of light nodes is, that a light node always has to be connected to
the network in order to read blockchain data. Therefore a network cannot only exist out of light
nodes and light nodes need a sufficient way of proving, that the data they retrieved is the correct
blockchain data.

2.3 Decentralised Architecture Stack

Anonymous e-cash protocols are already well known for several times and have been invented in the
early 1980 and 1990 [But13]. The first concept of creating money by solving a computational heavy
task and therefore add value to the system was first introduced by W. Dai [Dai98]. Nevertheless, all
those solutions lack a decentralised consensus and are dependent from single centralised parties.
Although there have been decentralised consensus mechanisms proposed those solutions assumed
a fix and known number of participants within the network [Butl3]. S. Nakamoto [NakO8] then
in 2008 introduced a decentralised peer-to-peer cash-system - Bitcoin. The main advantage of
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Bitcoin is, that its decentralised consensus algorithm is not limited for a fixed number of possible
Byzantine participants, but for a number of Byzantine nodes [But13]. Because gaining the power
of the majority of nodes of a network is much harder, then just simulating multiple participants,
the proposed consensus mechanism was suitable for the public. With the concepts of Bitcoin as
its fundamentals V. Buterin [But13] then in 2014 introduced Ethereum as a platform providing
consensus for arbitrary decentralised applications [But13].
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Figure 2.5: Components which need to be decentralised for a fully decentralised technology stack
[Big18]

Since the development of Bitcoin and Ethereum, more and more concepts for a decentralised
ecosystem have emerged. The developers of BigchainDB [Big18] describe the evolution of a
traditional centralised cloud application, e.g. on Amazon Web Services, to a fully-decentralised
technology stack [Big18]. This technology stack consists of a decentralised platform such as the
Ethereum platform. Within this platform, a computing component, a file system and a database
component are located. Figure 2.5 shows this technology stack. Following the base concepts for
decentralising, each component is explained.

Decentralised Platform A decentralised platform should take care of network capabilities, tooling
and consensus mechanisms for shared states. It can be seen as the base component on which all other
components are built upon. In a centralised technology stack, a cloud provider such as Amazon
Web Services could be the central platform. In contrast, Ethereum could be the platform for a

decentralised technology stack.

Decentralised Processing While in central technology stacks participants trust the calculations
of one particular machine a decentralised technology stack tries to avoid this trust issue. The concept
of decentralised processing tries to transparently and trustless compute arbitrary application logic.
In order to decentralise computation, challenges like the incentivation of the participating machines,
the verification of computed results and the deterministic computability of the application logic
have to be solved.
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Decentralised File Storage A decentralised file storage is a distributed file system based on a
single peer-to-peer network. It is the goal to distribute files redundant not over some single entities
in a network but rather over each peer. This shall be done without any single point of failure and
any trust in any third party [Ben18]. To do so every node of the network stores files or copies of
other files voluntarily or incentivised. Other nodes can access these files by calling their unique
address, mostly computed by the Merkle hash of the file. Using unique Merkle hashes not only
makes files identifiable but also verifiable for the receiver whether he got the correct files from his
requested Merkle hash. Furthermore, no file can exist twice with two different identifiers. This
makes redundancy even simpler to establish. [Ben18]

Today decentralised file storage mostly differ to past solutions with the provisioning of an incentive
for storing and distributing files.

Decentralised Database Blockchain protocols itself suffer from scalability issues when it comes
to transaction throughput. Therefore storing all data on a blockchain is not the best idea. Con-
sequently, the means to store large structured data outside of the blockchain and still be able to
integrate with the underlying platform is needed. This is where decentralised database systems are
used. [Bigl8]

Decentralised Applications - DApp Applications can be built on top of the decentralised tech-
nology stack. Those applications are called decentralised application (DApp). A DApp utilises
all underlying technologies in order to build an application which combines all principles of the
decentralised ecosystem. A typical DApp is open source, monetises itself from the platform cryp-
tocurrency, achieves decentralised consensus and has no central point of failure [Rav16].
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2.4 Energy Management System

Having enough knowledge about energy management is important in order to find an architecture
which is derived from requirements and special needs and not from the pressure the blockchain hype
puts on possible use cases. Energy management means to systematically produce, convert, distribute
and use energy in a given environment, for example, companies, municipals or households. The key
goals of energy management are to fulfil all needs of the involved participants with the respect to
ecological and economic conditions [Ver18]. With the introduction of the ISO 50001 [DIN18] norm
in Europe reducing energy consumption got even one of the main tasks a participant should fulfil
within his energy management [KKK+12]. This means an established energy management helps in
saving energy, reducing CO5 emission and supports the use of renewable energies [Mic13].

To fulfil this policy several different energy strategies can be conducted [Kal10]:

* Having a passive strategy means just doing the most necessary things to achieve basic
management policies which are mostly enforced by law. This strategy should not be used if
other strategies can be applied, as well.

* Enforcing a strategy of short reward comes with decisions which can be implemented in a
short range of time. The energy management strategy is not planned in long terms and only
based on the current state of the energy household.

* In contrast to short-term decisions the strategy of long-term rewards focuses on including all
possible factors into the strategy. Possible measures can affect the established policies over a
long period of time.

* A third strategy could be to offensively enforce energy management policies. This means to
implement energy measures although it might not maximise the revenue of a company or
actor.

» The maximum strategy focuses on establishing a strategy to actively contribute to climate
protection rather than just save energy and money.

Furthermore, Kals [Kal10] describes four different layers in energy management. First the global
layer, second the layer of national economies, third the layer of several industrial or non-industrial
sectors and fourth the layer of single companies [Kal10]. Although microgrids in households or
municipals are not considered in this classification theses parties can be found in the fourth layer
as well. Figure 2.6 shows the arrangement of the several layers. Energy management has a wide
range of usage areas the focus during this work lays in the area of energy management in power
supply, especially for the fourth layer. The fourth layer is most considerable for energy management
because companies, households and municipals can group up within their microgrid and benefit
from each other.

In order to find a systematic way of implementing energy management policies an energy man-
agement system (EMS), is needed. Such a system takes responsibility of collecting data of energy
flows and tries to fulfil the given needs based on the collected data [KKK+12]. A good EMS should
always ease the process from just having a passive energy strategy onto a long-term or maximum
strategy. One important key point hereby is the automation of the whole process, which reduces
complexity, workload and costs for the establishment of an EMS.
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Figure 2.6: Layer of energy management(after [Kal10])

2.4.1 Smart Grids

In order to balance power consumption, production and supply and benefit from each other, several
actors can form a grid, which tries to implement energy management policies in a smart way
[DKE10]. Such a smart grid can have several different stakeholders. The first major stakeholders
are the owners of a household. A household either takes part as a single actor in the grid or groups
up with multiple other households. Households can either produce or consume energy, or do both.
Such actors are called prosumers [RJ10]. It is the main interest of a household to gain mostly an
economic advantage from its participation in a smart grid with a possible renewable energy mix.
Another stakeholder are companies. Companies are large consumers who have mostly a static high
energy intake. Although some companies also have their own power plants and try to feed their
surplus of produced energy into the grid whenever possible. Companies not only have an economic
motivation but also want to achieve energy management policies which could be reflected positively
by their customers. A good example is Google, who only purchase energy from renewable sources in
order to increase customer satisfaction and awareness [Pyp18]. A third stakeholder are municipals.
Municipals have mostly governmental concerns and try to promote their idea of how a smart grid
should be managed and setup. Nevertheless, they also could have a municipal power plant which
produces energy for the grid. A traditional stakeholder are conventional power plants such as coal
or atomic plants but also big renewable power plants. Those actors have the goal to sell their energy
for the best price as possible also beyond the borders of the smart grid. Finally, there are multiple
responsibility parties within the smart grid such as the grid operator or stakeholders responsible for
energy balancing. Additionally, there are application providers who develop applications in order to
make the grid smarter.

Smart Grids have the needs for an EMS which helps to achieve all the different concerns and
energy management policies of the stakeholders. Because most of the actors are volatile producers,
consumers or prosumers they especially can profit from interchanging their assets with the help of
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an EMS. All of the actors are connected with each other over the grid. Each actor has his own energy
management policies. While trying to fulfil these policies the actor benefits from the interconnected
exchange over the grid.

2.5 Development of Embedded Devices with Yocto

In order to make power grids smart, they rely on the interconnection of many lightweight embedded
devices. Embedded devices are computational weak devices, which are cheap in production and
power consumption. Because of the limited technological specifications and its mostly not common
hardware architecture, the operating system of such embedded devices needs to be adapted to its
special needs. This can be done with the Yocto development environment.

The Yocto Project! is an open-source project which helps building own custom Linux based operating
systems especially for lightweight embedded devices. It is based on the OpenEmbedded? project
and BitBake [PLB14] task execution engine.

2.5.1 Cross-compilation with OpenEmbedded and Bitbake

OpenEmbedded is a framework for cross-compiling software packages or even complete Linux
kernels. OpenEmbedded also comes with an open and extendible library of build scripts, so-called
recipes, written for cross-compiling packages. Cross-compilation is necessary because native
compilers only compile source code for the system they reside on. If one wants to compile source
code for a system which is different then the system on which the code is being compiled, a cross-
compiler is needed. Situations like the one explained appear when one wants to compile code
for systems which are not capable of running a compiler, due to hardware limitations or if the
system does not exist, yet. This is especially the case when compiling a Linux kernel for a custom
embedded device. The recipes provided with the OpenEmbedded framework provide a detailed
machine-readable explanation on how to cross-compile a given source code for a preconfigured
device type. Such a recipe defines the source locations, their checksums, license and the instructions
for building it. The Bitbake task execution engine then is able to execute the recipe. As there
are many software projects naturally there are many recipes describing their cross-compilation.
Therefore the OpenEmbedded framework is divided into multiple layers, which can also depend on
each other. Each layer is combining recipes of the same context. [Rif15]

Figure 2.7 shows an example of possible layers in the OpenEmbedded Framework and their hierarchy.
The Yocto Layer and the OE-Core Layer are the two basic layers on which most of the other layers
depend. Additional Layers can be Hardware Enablement Layers, Kernel Enablement Layers,
Software Layers and Custom Layers. [Flal8]

Iyocto Project: https://www.yoctoproject.org/
2OpenErnbedded project: http://www.openembedded.org/wiki/Main_Page
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Figure 2.7: Possible Layers in the OpenEmbedded framework [Flal8].

2.5.2 Yocto Development Environment

On top of OpenEmbedded and the BitBake engine, the Yocto Development Environment [Rif15] is
built. The Yocto Development Environment describes a process from configuring and describing
the build process until the final operating system image. Figure 2.8 shows this process. First, shown
on the left side of the figure, the developer starts with configuring the build process. In order to run a
build user-specific configuration, such as the underlying architecture of the operating system where
Yocto is executed, has to be defined. Second, a Meta configuration is defined. This configuration
defines all Bitbake recipes and layers included in the target system. The third task specifies board
specific configurations such as the architecture of the target system. With the fourth configuration
task, the build can be configured further and be adapted further such as the configuration of the
system initialisation, a device manager or additional libraries. Afterwards, this configuration is
supplied into the build process. The build process starts with fetching the sources from various
locations such as upstream sources, local files or source code management tools. Based on the
configuration patches can be applied to the fetched source code before the Bitbake recipe is executed
and the code cross-compiled. Following the resulting binaries are packed in the desired package
formats and a quality analysis is run over the build results to ensure everything is built according to
the build configuration. Before the built packages are packed into a deployable operating system
image all packages are copied to a central destination. This destination is called the package
feeds. Additionally, to an operating system image, the Yocto build process also creates a software
development kit (SDK), which includes cross-compilers and tools supporting the development of
Bitbake recipes for the configured target machine. [Rif15]
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Figure 2.8: Yocto Project Development Environment [Lin15]
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There are two previous works related to this thesis. First a generic architectural proposal for
enterprise use cases, by the Enterprise Ethereum Alliance (EEA) [BCNN18]. Second a blockchain
based application in a local area grid between households in order to efficiently use shared resources
without the involvement of external dependencies [SAG18]. Even though there are several already
existing solutions using blockchain technology for solving energy-related use cases those solutions
are part of the architectural analysis and will be discussed in chapter 5.

3.1 Enterprise Ethereum Client Specification

The EEA [BCNN18] defines the Ethereum Client Specification (ECS) as a protocol stack for an
enterprise utilisation of the Ethereum platform. Several concepts, which have emerged since the
development start of Ethereum, are explained and concrete protocol implementations are proposed.
The results of the specification aim to be a recommendation for an Ethereum client which supports
advanced scalability, security and privacy requirements required for enterprise use cases. Figure 3.1
shows the proposed protocol stack. The stack consists out of a Network layer, a Core Blockchain
layer, a Privacy and Scaling layer and a Tooling layer. Each layer is divided into the already
existent Public Ethereum protocols, protocols proposed in the Ethereum Yellow Paper [Woo18] and
additional protocols required for being a suitable Enterprise Ethereum client. [BCNN18]

For the Network layer, to be suitable for enterprises, the EEA proposes an enterprise peer-to-peer
network which can be restricted for a group of participants. The Core Blockchain layer adds concepts
such as private state stored persistently on the blockchain, execution of computational logic only by
trusted parties and the possibility of choosing other consensus algorithms than the proof of work
consensus. Within the Privacy and Scaling layer, the EEA proposes additional concepts for executing
transactions aside the blockchain protocol but still being trusted by other participants. For being
able to not only store private state on the chain but also alter state privately the concept of private
transactions is proposed. On the Tooling layer concepts like permissioning and authentication of
participants, the deployment of enterprise management systems and oracles are introduced. Oracles
are a concept for smart contracts to use data from outside of the consensus mechanisms of the
blockchain without relying on a single entity sending the data to the smart contract. Additionally,
the Application layer resides on top of the layers, which consists of tools, specifications and already
available decentralised applications to support application development. [BCNN18]

The EEA mainly proposes requirements and ideas for future protocol specifications. Therefore,
those recommendations still have to be defined and implemented. Nevertheless, developers realising
the concept of the EEA all implement identical sets of interfaces and concept ideas, which makes the
Ethereum Client Specification an important artefact in the heterogeneous blockchain ecosystem.
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Figure 3.1: Enterprise Ethereum Architecture Stack [BCNN1§]

3.2 ETHome: Open-source Blockchain Based Energy Community
Vontroller

J. Schlund et al. [SAG18] describe a possible blockchain based management application for a local
energy community. It is the idea to establish communication and exchange of assets directly between
the households of the community instead of a traditional top-down approach. The authors hope
to thereby increase efficiency which will lead to cheaper energy costs for consumers and larger
profit margins for producers. In the proposed implementation the local energy community consists
of households with a photovoltaic rooftop supply, electricity consuming devices, a battery and a
Raspberry Pi! which runs a full node of a custom Ethereum blockchain and provides the distributed
energy management application. Each household has its own grid connection. Figure 3.2 shows the
topology of the concept. [SAG18]

For the implementation Schlund et al. [SAG18] provide a custom proof of authority Ethereum
instance. All Raspberry Pies host an Ethereum full node or light node, an execute the proof of
authority consensus algorithm. A smart contract deployed on the chain organises the production
and consumption loads of the households. The application itself is written in Python. With the

TA Raspberry Pi is a small cost and power efficient device with minimal computing and storage capacities.
https://www.raspberrypi.org/
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Figure 3.2: Ethome concept of interconnection of metering, consumption and production devices
and the Ethereum client running on a Raspberry Pi [SAG18].

proposed concept the authors could increase the self-sufficiency of each household from 51,10%
to 59.20% and the efficiency of the whole local energy community from 71.86% to 75.56%. The
presented proof of concept reflects the changing energy ecosystem and does not need any central
entity to be provided. [SAG18]

The Ethereum Enterprise Alliance does not focus on energy-related use cases and a generic utilisation
of decentralised concepts, whereas Schlund et al. focus only on utilising the Ethereum blockchain
core protocol and do not spend interest into other decentralised concepts. Therefore, an architectural
analysis for energy management related use cases, which focuses on the utilisation of decentralised
concepts, rather than only the core blockchain protocol, and gives a conceptual approach which
may not only be implemented by the Ethereum protocol stack is needed.
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To gain an architecture decision which is driven by the requirements of an energy management
system it is important to examine the current state of such systems and identify their essential
use cases, features and requirements. Due to the energy transition in Germany, the grid not only
consists of several large producers but also of many small producing parties and prosumer, which
act as consumer as well as producer. Because most of the new producers obtain their energy
from renewable sources, the energy system will get more and more dependent on environmental
conditions such as the weather. Despite having an overall constant level for power prices, changes in
weather lead to highly varying prices for certain time periods [MSN+16]. The search for the current
best power prices results in an economic dispatch problem, which needs to be solved [EHS15]
[HAS14]. Our current energy system is driven by a relation between grid operators and customers
[HHH+18]. Having many small producing parties is not suitable in the current grid architecture.
Those parties would have to be aggregated into a single producer which then can be handled by
the grid operator, but loose in flexibility and efficiency [HHH+18]. Therefore it is necessary for an
EMS gather information from all included parties about their energy production, consumption and
conception values. Every single grid member needs to know these values, or at least the resulting
power price in order to map electricity flows, reduce energy costs, balance load inconsistencies and
share their assets with other members.

While doing this with a central instance this instance would lead to high additional costs and needs
to be maintained by a single provider. Furthermore, involved parties would not be able to enforce
their own policies on top of the system. An example could be, choosing energy sources with respect
to environmental conditions. This results in the need of a decentralised energy management system
(DEMS) which aims to reduce additional costs and can be maintained by every participant. In
conclusion, a DEMS is needed, which can automate all the discussed tasks without including an
inefficient, costly and to the underlying grid architecture inappropriate central entity.
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Figure 4.1: Smart Grid overview

Establishing an energy management system in a decentralised grid of different actors results in
several requirement implications for such a system. The following section describes the functional
requirements (FRs) and non-functional requirements (NFRs) this system comes with.

4.1.1 Functional Requirements

Figure 4.1 shows how the resulting energy management system could look like. The example shows,
that the power grid could consist of several households, possibly prosumers, a central power plant, a
big consumer such as a company and some municipal buildings. An underlying DEMS should be

capable of:

1. Connecting all participants with each other in a network

2. Collecting and storing all necessary energy data (focus on power consumption) in a consistent
and transparent way

3. Providing an extendible and open platform for implementing individual energy management
use cases such as network monitoring, energy trading or certification
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FR1: Connecting participants

In order to share assets as power consumption or production, the interacting participants have to
be connected with each other. In conventional grids with a small number of big producers and no
nodes acting as prosumers, participants had to collaborate with a small number of nodes. With
every single household possibly acting as a producer and feeding the grid, consumers now have to
connect with many nodes at once. As a participant who wants to only gather power from renewable
sources or react to specific demand-side changes in the grid, this participant now has to monitor the
energy production and consumption of many different nodes. This also means having the possibility
of interacting with connected devices in order to reduce their energy consumption or production
in favour of the needs of the participants. Thus, the DEMS has to give everyone the possibility to
collaborate with others, to achieve their defined energy management policies.

FR2: Data Storage and Collection

Dependent on the energy management policies of the participants it is the need to store and collect
data fed into the grid. Having this data gives the possibility of monitoring the system, forecasting
future behaviour or sharing the data as financial assets. The energy management system has to
provide a way to store this data in a transparent and consistent way. Only if every participant has
unrestricted access to all the data he needs, it is possible to adapt his own energy management
strategy based on the behaviour of the grid. Due to the energy transition, the grid gets more and
more heterogeneous. Therefore, the stored data has to be in a standardised and for everyone readable
data format. In total, the energy management system should support the mapping of the energy data,
transaction and flow of the real world on to a digital system.

FR3: Open and Extendible Platform

Actors of the EMS shall not perform energy management use cases on their own. Rather use cases
which involve many participants shall be integrated into the system and extend it. This use cases
shall be executed in an automated manner with less user interaction as possible. Furthermore, it
should be possible for every one of the grid to take part in several provided use cases and also
implement their own applications on top of the platform. The energy transition lives from small
stakeholders who contribute their energy values into the grid. This should be also the case when it
comes to making the grid smart and intelligent. In conclusion, the decentralised energy management
system shall be an open and extensible platform on which everyone can collaborate based on its
fundamental functionalities and knowledge.
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Example Use Case - Monitoring and Certification One possible use case, implemented on such
an open and extendible platform could be the monitoring and certification of power origins and
their destinations. Although there are many different sources of power production, the electricity
delivered at the consumer site always stays the same. During the energy transition in Germany,
consumers actively want to control the source of their power consumption. Thus a mechanism
for proving the origin of the obtained power is needed. This is enabled by monitoring all power
production and their origin certification. Certificates can be created by the power producer and
bought by the power distributors. Power distributors can now give a certificate to one of their
consumers in order to prove that the supplied energy comes from certain sources, such as renewable
sources. Figure 4.2 shows this process. [Umw17]

Currently, the creation storage and distribution of these certificates is a centralised and inefficient
process.

In order to eliminate this disadvantages, J. Schmid [Sch18] proposes a concept for realising origin
certification with the aid of a blockchain protocol [Sch18]. Furthermore, M. Jahja [ Yah18] proposes
a DApp which monitors production and consumption values of participants and provides a means
for visualising the origin of produced energy assets [ Yah18]. Additionally, certificates in the form of
tokens can be issued for each produced energy unit. Those tokens can then be traded with consumers
who then can certify, that they only purchased electricity from a certain source [Sch18]. For now,
there is no suitable platform which provides things like a decentralised storage mechanism, an
established peer to peer network, trusted clients or integrated stakeholder concerns. Running this
use case on the proposed energy management system would solve these missing requirements and
therefore make it to a possible reference system for such use cases.

4.1.2 Non-functional Requirements

The functional requirements of the proposed energy management system come with several non-
functional requirements. The following section describes the most important ones.

NFR1: Decentralisation
As mentioned at the beginning of the chapter, several aspects lead to a decentralised distribution

of the grid. This characteristic should also be reflected in the overlaying energy management
system. Thus, no single trusted party which could result as a bottleneck shall operate and maintain
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the system and no single point of failure shall be possible. This leads to a fault-tolerant network
of empowered actors which communicate with each other overview third parties as possible. In
addition, decentralisation shall also be reflected in the governance and development of the system.
This means giving key insights into the system and preventing the development team from becoming
a central component by publishing all development artefacts.

NFR2: Availability

In general, the system has to be available every time participants want to benefit from the provided
platform or contribute to it. A temporarily unavailable system would lead to possible inconsistencies
in representing the data of the real world with the aid of the energy management system. Especially
prosumers could use the system to rapidly check for the conditions to efficiently produce, consume
or store energy for later. With many participants doing this in parallel the system has to be available
all the time. Furthermore, if one actor might be disconnected from the grid, due to connectivity
issues, the grid has to provide the functionality of supplying the data the actor has missed. Thus, all
in all, the system has to be 24/7 available plus providing compensation activities for disconnected
nodes.

NFR3: Scalability

There are two scalability issues, which should be fulfilled by the DEMS. First, scalability in terms
of the number of participants and second, scalability in terms of data storage. To optimise ones own
energy exchange, one needs to connect with multiple other participants. Every actor who consumes
produces or stores energy should be part of the grid and the platform itself. By using the EMS only
in small grids such as municipals, scalability issues might not be that important. Still, it should be
possible to extend the platform over larger areas in order to give everyone the possibility to benefit
from it. Furthermore, the system shall be capable of storing a large amount of data.

NFR4: Performance

Currently, responsible parties of the participants and the grid itself only get energy data from the
other participants in large intervals which can size up to once in a year reports [Fis18]. The system
should remove this latency by providing the possibility to interchange data at least all 15 minutes.
In general, this means reading the dataset as often as possible and writing at least every 15 minutes.
This requires a high transaction throughput which rises depending on the number of participants.

NFR5: Data Protection, Security and Privacy

The system should support the possibility of handling secured and private communication between
participants. Communication which is done between view members of the grid and not changing the
data state of global applications do not necessarily require public and transparent communication
flows. Therefore supporting encrypted communication opens a wide range for applications and
enables the EMS to conform with possible data policies of the local government.

41



4 Decentralised Energy Management System

NFR6: Data Persistence

Once data packets are sent and verified, these packets should be persisted within the system. Thus,
a shut-down of the actor which sent the data should never lead to data loss. Furthermore, being
disconnected from the network does not mean not having any access to maybe temporary available
data. This means the verified data shall be persisted on the device of the sending actor, as well as on
the system as a whole.

NFR7: Auditability

Some applications require the possibility of tracing back communication flows transparently. Thus,
communication between participants shall be traceable whenever possible. In the example of the
explained use case in requirement FR3, power consumers shall be able to trace back who owned the
certificate before and who issued it. Therefore they can be sure of purchasing power from a specific
source or are able to blame misbehaviour of the issuer.

NFR8: Hardware Requirements

In order to reduce power usage and production costs, the current environment consists of lightweight
embedded devices which act as electricity meters, gateways or communication devices. Currently,
there is no stable infrastructure in which these devices are installed. Thus connectivity availability
and bandwidth can highly differ. Furthermore, the devices have to be stable against load peeks in
power supply such as lightning strikes or power grid imbalances and passive weather effects like
hot or cold temperatures. Because the devices are exposed to actors who could have an interest in
exposing it, all clients have to be resilient against possible manipulation threads.

NFR9: Self-Sustainability

Self-sustainability of the system means, that the system shall not rely on single parties maintaining
and paying the upkeep costs of the system. The system rather should generate a common interest
for all participants to keep it up and running. If participants invest economical or mental costs into
the system, they shall be rewarded by the other participants benefit through them. Such an incentive
system prevents the system from being operated by just a single entity.
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4.2 Suitability of the Blockchain Technology for a DEMS

This work aims at analysing existing or equivalent blockchain solutions for a decentralised energy
management system. In order to constrain the analysis on blockchain based solutions, it is important
to show that the concept of blockchain technology is the best way to use it as an underlying
technology. Projects based on blockchain should not be driven by the technology itself and rather
by the requirements of the project which fit the technology. This means, that the projects needs can
only be solved best by the advantages of the blockchain technology and not only because of the
need for another blockchain use case.

The two major parts in investigating the suitability of a blockchain technology should be to decide
whether a central solution with a normal database would be enough. If there is at least one evidence,
that this is true, one should think about using existing centralised database technologies instead
of spending a large number of resources to drive a blockchain use case which might not fit the
underlying requirements. For answering this question, Greenspan [Gre15] identified eight conditions
which need to be fulfilled in order to be a use case which fits the underlying blockchain technology
[Grel5]:

Shared Database: The foundation of a blockchain can be seen as a database which shares its
state with all participating parties. If the project does not need the overhead of a database to persist
its state, a blockchain technology might not be the best choice.

Use case fulfilment: As it is the main requirement to share and persist energy data over the platform,
this constraint is fulfilled by the use case.

Database has Multiple Writers: The database underlying in the blockchain supports multiple
writes at the same time. If the project is implementable with a single writer, solving this with a
blockchain is not necessary.

Use case fulfilment: Because every participant wants to write his energy data independent from other
entities into the database, multiple writers are necessary. Therefore, this condition is fulfilled.

All the Writers are Non-trusting: Blockchain technology supports writes on the database from
parties which are not trusting each other at all. If the project only consists of parties which trust
each other one could use a regular database, as well.

Use case fulfilment: One participant of the platform cannot trust any others participants to correctly
execute his scheduled transaction. The energy system relies on many single parties trying to
interchange values with the highest reward as possible. Furthermore, participants are interconnected
with a large number of other participants they never knew before. Therefore interchanging assets
with a participant one might not know and who could misbehave for his own advantage shall still be
possible. Consequently, the condition is fulfilled and a regular database is no possible option.
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Intermediaries are no Possible Option: The support for the absence of trust can be solved by
introducing a trusted intermediary. The key benefit of blockchain technology is generating trust
without introducing such an intermediary. This makes it possible to write onto the database directly,
mostly with the trade-off of performance and scalability issues in data propagation and finality. If
the project implementation is fine with the introduction of an intermediary these trade-offs should
not be considered by using a blockchain technology.

Use case fulfilment: The digitisation of power flows shall not be managed by an intermediary party.
Single administrative parties fall into the risk of taking advantage from their monopoly role and
might be a single point of failure within the system. Furthermore, adding intermediaries for a small
number of participants just to enable the interchange of assets between them is not suitable and only
creates high administrative costs. Additionally, some countries rely on regulations where power
consumption and production are not allowed to be controlled by a single entity anymore. Therefore
a system without the presence of a single intermediary is needed.

Transactions Depend on each Other: A blockchain supports transactions which depend on other
transactions or on the current state. If the project does not have interacting transactions, multiple
databases instead of one shared database might be better.

Use case fulfilment: In order to react to data changes in the database, or transfer energy-related
assets from one party to another, transactions have to be dependent on each other. Although this
can be done with multiple databases, a decentralised solution in which data responsibilities are not
out-sourced to single databases solves this requirement more adequate.

Rules for Transaction Execution: In order to make multiple untrusted writers and dependent
transactions possible, several rules have to be set up. These rules have to define constraints like
who is validating the transactions, what are the preconditions and postconditions of a transaction
or how are simultaneous modifications on the same data set treated. If the use case is to complex
to define such rules onto it might be better to use a traditional database which does not need such
constraints.

Use case fulfilment: In general, the digitisation of power flows can be represented by the trade
of digital assets. Transacting digital assets from one participant to another is a known problem
and has been defined and solved, for example in the banking sector, several times. Additionally,
many countries have already defined and regulated the transaction of energy assets within their
borders. Therefore modelling power flows in a digital system is easy and a predestined use case for
decentralised concepts such as the blockchain.

Authoritative Final Transaction Log is Needed: The blockchain technology provides a final
transaction log which makes it possible to determine the current state from the first transaction on
with the prevention of transaction conflicts. Furthermore, nodes can be unavailable for a certain
time. To carry such a transaction log is highly costly and should only be done if the overlaying use
case requires it.
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Use case fulfilment: Many parties are located in rural areas with bad internet connectivity. Further-
more, it is not enough to just share the current data state. Participants have to be able to retrace the
past transaction history and verify that every interchanged asset was transferred correctly. Therefore
an authoritative final transaction log is needed.

Real World Representation of Assets: The last condition says something about asset-based
blockchain projects. If the blockchain is used to track assets. the implementation should specify the
real world representation of the tracked asset. What represents the asset in the real world, who is
concerned about its transactions between different parties. If this is not possible, representing an
asset within a blockchain technology might not be recommended.

Use case fulfilment: In order to implement several energy management policies, it is one of the
main use cases of the platform to track energy-related assets. Examples could be the produced and
consumed amount of power or certification tokens for the production of renewable energies. All
these assets are representable in the real world and respectively already exist.

The given platform for a decentralised energy management system fulfils all conditions which
are important for using the blockchain technology. Thus, the blockchain technology is a possible
technology for implementing such a platform and potentially is the most suitable one because
traditional database management systems cannot fulfil the given requirements.
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5 Analysis of Suitable Blockchain Architectures
and Technologies

In order to make a suitable architecture proposal one has to be familiar with helpful concepts
and technologies of the ecosystem in which the solution resides in and with already developed
equivalent architecture solutions. The blockchain ecosystem comes with many different ideas,
concepts and technologies. Section 2.3 describes the emerging decentralised technology stack with
its key components. Using this technology stack can be important in order to fulfil the requirements
of a decentralised energy management system. To find an architecture which fits the use case,
the utilisation of technologies implementing the concepts from such a decentralised technology
stack shall be analysed. In addition, already existing blockchain solutions, which claim to solve an
equivalent problem as the problem of a decentralised energy management are examined. Based
on the experiences gained, a generic architecture solution for a decentralised energy management
system will be proposed.

5.1 Blockchain technology stack

Each of the concepts from the decentralised architecture stack is implemented by multiple technolo-
gies. The following section investigates the most important implementations of each component.

5.1.1 Platforms

Several technologies emerged lately which offer a solution for distributing a shared state over
peer-to-peer networks and finding consensus. The following technologies act as an underlying
platform.

Ethereum

The most popular platform is Ethereum!. Ethereum is a project for building a protocol imple-
mentation providing a platform for all possible transaction-based state machine concepts. It is the
main concept of Ethereum to provide a decentralised value-transfer system which also enables the
execution of computational logic (smart contracts) during a transaction [Woo18]. Ethereum consists
of a peer-to-peer network protocol, a distributed ledger protocol and a shared-state-machine called
the Ethereum Virtual Machine. While using Ethereum either the public or a private enterprise
platform can be utilised. In general, there are two main protocol implementations available. The

IEthereum: https://www.ethereum.org/
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Parity client and the Go-Ethereum (Geth) client. Although both can be used for the public platform,
using them in a private network does not guarantee interoperability of both clients, especially when
consensus algorithms other than proof of work are used.

Tendermint

Tendermint? is a platform offering the replication of state changes made by deterministic state
machines. State changes are ordered by using a Byzantine fault-tolerant consensus algorithm, called
Tendermint [BKT18]. In contrast to the Ethereum platform, the Tendermint platform does not come
with its own state machine. Participants rather have to implement their own state machine and
distribute its state changes over a uniform interface to the Tendermint platform. One advantage of
the Tendermint consensus algorithm, promised by the developers, is the high transaction throughput
of more than a thousand transactions per seconds. Tendermint is mainly for enterprise solutions
and there is no public network available.

Hyperledger (Fabric & Indi)

Hyperledger? is a project which focuses on creating an enterprise suitable distributed ledger frame-
work. Firstly developed by IBM, Hyperledger was given to the Linux Foundation in order to
satisfy the transparency and open mindset of the blockchain environment. Hyperledger Fabric is a
sub-project of the Hyperledger framework and adds the functionality of running smart contracts
to its implementation. Hyperledger Fabric supports several consensus algorithms. The default
one is a Byzantine fault tolerance based algorithm [Cac16]. Together with the Hyperledger Indy
project, the Hyperledger framework is one of the only frameworks supporting privacy features to its
full extent. Indy enables decentralised identifiers, pointers to resources outside of the ledger and
zero-knowledge-proofs. Zero-knowledge-proofs are a cryptographic method which, for example,
enables the verification of hidden claims, such as certificates, to a third party without having them
exposed to the other party. [BSC18]

IOTA

IOTA* claims to be a cryptocurrency for the industry of the Internet-of-Things. In contrast to other
distributed ledger protocols, IOTA is based on a tangle which is a directed acyclic graph. In order
to issue a new transaction, a participant has to prove two other transactions. Therefore the sent
transaction is accepted by the system after a sufficient amount of approvals. [Pop18]

It is important to mention that IOTA does not support the distribution of program sequences for
deterministic state machines such as smart contracts.

2Tendermint platform: https://tendermint.com/
3Hyperledger Project: https://www.hyperledger.org/
4I0TA cryptocurrency: https://www.iota.org/
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5.1.2 Processing

While protocols like IOTA or Tendermint only support transacting state changes from a machine
outside the distributed ledger protocol, there are also concepts for executing arbitrary machine code
within a transaction. Decentralised processing can be helpful especially when a participant of the
decentralised energy management wants to transparently and trustless execute arbitrary application
logic. In the following, technologies supporting such decentralised processing are introduced.

Ethereum Virtual Machine

One of the first concepts for establishing decentralised processing in a distributed state machine is
the Ethereum Virtual Machine (EVM). The EVM allows submitting code, in form of smart contracts,
which then can be executed by issuing a transaction. By using Solidity as the programming language
the computational effort for each contract can be deterministically calculated. Computational effort
is calculated in gas, which is an abstraction to the executed statements by the Ethereum Virtual
Machine. Machines computing the smart contract are incentivised by getting a specific amount
of value, the gas price, for each gas. Each block of the blockchain and its containing transactions
have a limited amount of computational power, the gas limit. After a successful computation of the
smart contract, the result is submitted in the transaction and written in a block with the underlying
consensus mechanism. [Woo18]

TrueBit

TrueBit® tries to offer correct, trustless and decentralised computing while using the possibility
of calculating computations aside from the blockchain. Therefore, a layer on top of the Ethereum
protocol is proposed, which rewards honest participants correctly performing computational tasks.
One main advantage of TrueBit is the execution of code with the WebAssembly (Wasm) engine.
The Wasm engine allows the pre-compilation of many common programming languages in Wasm
readable bytecode. Because of the calculation aside from the blockchain protocol, the computations
executed over TrueBit are not limited to a maximum block size. [TR17]

5.1.3 Decentralised File Systems

Decentralised file systems help to distribute static content over the network in a decentralised way.
Having an application which uses the blockchain to read and write data may require a graphical
user interface. This could be distributed over a decentralised file system. Because one does not
want to have a central entity providing all static files of an application one could make use of the
decentral aspects of the energy management system.

STrueBit: https://truebit.io/
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Currently, two important projects proposing a protocol for a decentralised file storage exist. The
Swarm® and the IPFS’ project. Swarm is mainly used for distributing Ethereum static files such as
decentralised application code and their data files. IPFS sees itself as the one file system replacing
content distribution in the conventional web. Swarm is written with the Go programming languages
and integrates nicely with the Go-Ethereum client. IPFS is a standalone implementation independent
from any platform and is also written with the go programming language.

Incentive

In order to encourage the user to store copies of data with their Swarm or IPFS node incentives
have to be built on top of the protocol. The basic idea behind the incentive is the most economical
reward for participants storing files not being their own. IPFS is using the Filecoin® protocol on top
of the decentralised storage layer. Filecoin is a decentralised market where participants can earn
money by providing storage for clients [Pro17]. Swarm provides its own incentive protocol called
the SWAP protocol [TFN+16].

Nameservice

In addition to a decentralised file storage, a nameservice can be added. With a nameservice file,
distributors can register their file hashes with uniquely identifiable names. Advantages are a better
discovery of files or the abstraction of identifiers and their concrete files. If the version of the
application changes distributors do not necessarily have to distribute all the updated Swarm-Hashes
and only need to update the registered hashes under the identifier. Although IPES provides its own
native nameservice, both Swarm and IPFS support the possibility of adding a nameservice on top

of the Ethereum Platform. This nameservice is called the Ethereum Nameservice®.

Ethereum Nameservice The Ethereum Nameservice consists of a Registry and a Resolver. Both
are contracts deployed on an Ethereum based blockchain. Participants can register domains or
sub-domains in the form of nodes or sub-nodes. The owner of a domain can then add a Resolver
contract which points to a file hash, smart contract or wallet address. Figure 5.1 shows an example.
[Joh]

5.1.4 Decentralised Database Systems

Although a blockchain, in fact, is a large database, using it as a store for structured data is costly
and inefficient. Decentralised file systems are good in storing large binary objects but not in storing
structured data. Thus, decentralised database systems help to store structured data and might be
necessary for a decentralised energy management system.

OWebsite of the Swarm project hosted over a decentralised file system: https://swarm-gateways.net/bzz:/theswarm.eth/
TIPFS: https://ipfs.io/

8Filecoin: https://filecoin.io

9Ethereum Nameservice: http://ens.domains
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« resolver: 0x890AB...

Figure 5.1: Example overview of the Ethereum nameservice contracts. [Joh]

BigchainDB

BigchainDB!? offers a decentralised database solution by providing a common database system as
the underlying state machine for the Tendermint protocol. While every node is owned and operated
by several different entities, the network gets a decentralised network of databases sharing the same
state. [Big18]

Bluzelle

Whereas BigchainDB offers a solution in which every node stores all the data, Bluzelle!! partitions
the data over multiple nodes and only replicates partially. Because the data is not distributed over
the whole network, consensus only has to be found within the replicas of a data set. Additionally,
several mechanisms preventing participants from attacking the database system have to be provided.
Such mechanisms are the requirement of a participation stake, random verification of requests,
redundant execution of data manipulations by multiple nodes or random challenges in order to prove
that the target node has the correct data. [BM17]

Bluzelle is a distributed system rather than a decentralised one because data is distributed over a set
of nodes which makes several nodes unequal from each other.

10BigchainDb: https://www.bigchaindb.com/
Bluzelle: https://bluzelle.com/

51



5 Analysis of Suitable Blockchain Architectures and Technologies

TiesDB

Same as Bluzelle, TiesDb'? also partitions the data redundant over the network. Consensus is
achieved by letting all participants read the data but only a small group of trusting participants write
to defined data sets. Trusted groups are defined with a permission management. TiesDB integrates
into existing blockchain implementations, for example, by enabling the permission management
over smart contracts or providing an incentive system. In contrast to BigchainDB, data can be
deleted and a more powerful request language has been added. TiesDB is a decentralised database
made publicly available trough permission management. [FK17]

5.1.5 Scaling, Privacy or Security

Recent blockchain protocols suffer from scalability issues in transaction throughput or do not give
an answer to the question of data privacy and account security. Because those issues are part of
the requirements of a decentralised energy management system it is worth taking a look at suitable
concepts and technologies which try to solve those problems.

State Channels - Raiden

State channels are a way of aggregating transactions aside from the blockchain in order to only issue
one single aggregated transaction. The metaphor of state channels is used because two participants
decide on opening a channel in order to issue an arbitrary amount of transactions. In this channel,
they are manipulating a common state change which then is written on the blockchain with the shut
down of the channel.

The most popular state channel project is the Raiden protocol. Raiden is a state channel protocol
for issuing microtransactions of digital assets. Raiden not only allows the creation of channels
between two participants, but it also allows building a network of state channels all aggregating state
changes to a minimum amount of blockchain transactions. In the Raiden protocol, two participants
deposit an amount of a digital asset on a smart contract which is then handled as a balance proof.
As long as the participant can proof, that he has enough balances deposited on the smart contract
micropayments can be issued within the state channel. Figure 5.2a visualises these payments. As
long as the same type of asset, such as an ERC20 token, is exchanged transactions can be transitively
aggregated. Figure 5.2b shows how such a network of state channels could look like and how tokens
are flowing beyond two participants. [Bral8]

State channel protocols, like the Raiden protocol, not only address the scalability issue of blockchain
protocols but also address privacy concerns and reduce transaction fees. Due to the aggregation of
payments, the participant’s payment behaviour is not publicly written to the blockchain. Currently,
there is only a Python implementation available for the protocol.

12TjesDB: https://tiesdb.com/
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Figure 5.2: Raiden Payment Channels. [Bra]

Peer-to-Peer Messaging - Whisper

Peer-to-peer messaging is a concept of utilising the underlying peer-to-peer network of the blockchain
protocol to exchange short messages between network participants. This helps to bring machine-to-
machine communication away from the blockchain and only creates transactions where transparency,
consensus and validity are important. A good example is the negotiation of a price for a digital
asset between two participants. The negotiation does not need any proof of consensus and can be
done apart from the blockchain over a peer-to-peer messaging protocol. Only the eventual trade
should be validated, proven and may be transparently published.

One popular peer-to-peer messaging protocol is the Whisper protocol, which runs on top of the
Ethereum network layer. Within Whisper nodes broadcast data packages, called envelopes, which
contain possibly encrypted messages. Messages can be either sent to a specific participant or a
specific topic. A topic is a classification of the message on which other participants can listen to
incoming messages. Because participants may not be directly connected with each other messages
eventually arrive at their destination as long as all participants are connected to the network.
There are two possible implementations. First the Go-Ethereum and second the Parity Whisper
implementation. [Eth18]

Multi Signature Wallets

A multi-signature wallet allows multiple entities to authenticate an address on the blockchain. Only
if all or a defined part of the entities supply their keys the address can be authenticated. Therefore if
one key gets exposed or lost the address is still secured and accessible. [BN73]

Parity offers a possible implementation of multi-signature wallets which provides a more secure
access to the owner’s wallet.
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Figure 5.3: Private Transactions [Parc]

Private Transactions

The EEA defines two disjunctive requirements for the transmission of private state on the blockchain.
Private state shall either be transmitted and readable only directly by the participants of a transaction,
or the private state shall be transmitted to all nodes of the network but only readable by the
participants of the transaction [BCNN18]. The concept of private transactions fulfil the second
requirement and lift private encrypted state onto the blockchain. This enables the interchange of
assets or manipulation of contract states in a private and encrypted way and still have the advantages
of the blockchain. Since privacy requirements are part of the decentralised energy management
system it is worth investigating Private Transactions. Possible implementations for transacting
private state are Parity Private Transactions or Hyperledger Channels'?

Parity enables private transactions by deploying an encrypted private contract code within a
common public smart contract. This public contract defines a list of validators and participants
which can decrypt the state of the private contract. Validators validate encrypted, so called private,
transactions, sent by the participants. In order to find a common key to encrypt and decrypt content,
the participants define a secret store which holds those keys. The secret store needs to be deployed
on nodes of the network and is then able to serve needed keys. Permissioning for access right for
given keys can be managed via a permissioning contract. Figure 5.3 shows an overview of all the
components included in a private transaction. Private transactions are only private with respect to
the validators in which all participants have to trust, at least in the group of validators. [Parc]

Interchain Communication

There are several possible scenarios where more than one blockchain exists. Interchanging content
over two separated blockchains can be difficult because consensus mechanisms and transaction
validation are only available within a single chain. Especially when digital assets have to be
exchanged a solution has to be found on how to send an asset from one chain to another. Possible
challenges are the destruction of an asset on one chain at the creation of the same amount of assets
on the other chain in a decentralised way.

13Hyperledger Channels: https://hyperledger-fabric.readthedocs.io/en/release-1.3/channels.html

54



5.1 Blockchain technology stack

Bridge ——Break In

Deposit

DN

Cryptocurrency Authorities \‘

\
Bridge j
Break Out State
Break Out Event Balances
Bridge
Chain A Chain B

Figure 5.4: Structural overview of the Parity Bridge [Par18]

A simple protocol for interchanging ERC20 tokens is proposed by Parity. The protocol allows the
deposition of cryptocurrency on one chain and the creation of tokens of the same amount on the
other chain. In order to achieve consensus and validity as decentralised as possible, a group of
authorities is defined which run the protocol. When cryptocurrency is deposited on a bridging
smart contract at chain A, a Break Out Event is issued. This event is caught by the authorities which
independently send a transaction of the desired state changes to the bridging contract on chain B. If
a sufficient part of the authorities submitted the same transaction the contract issues tokens for the
desired accounts. Withdrawing cryptocurrency in exchange of tokens is done vice versa. Figure 5.4
shows a structural overview of the concept explained. [Par18]

Another protocol of interconnecting multiple chains in a network of blockchains is the Polkadot!#
network. Still heavily under development, this concept might once solve the problem of interchain
communication and replace workarounds such as bridging contracts.

14polkadot: https://polkadot.network/
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5.2 Most Promising Existing Solutions

The following section gives an overview of several promising solutions which implement a use case
related to a DEMS with the support of decentralised technologies. The analysis has the focus to
examine the underlying architecture and technologies and how the solutions can be classified into
the distinctive features of blockchain solutions described in section 2.2. Additionally, features like
the main business case and the development state of the solutions are evaluated. Development state
evaluates the solutions against, whether they are producing a prototype (prototypical), already did
proof their concept and board the first customers (semi-productive) or they are fully productive and
scale their solution out to many customers (productive). Table 5.1 gives an overview of the solutions
and shows the classification of the examined blockchain solutions. It is the goal to gain knowledge
about how these solutions solve an equivalent problem such as a platform for a decentralised energy
management system and what can be reused or made better when it comes to proposing a new
architecture approach.

5.2.1 Oli Systems

Oli Systems' is doing blockchain laboratories for energy-related use cases. Laboratory means
prototyping several possible energy blockchain solutions. One major use case is the establishment
of a peer-to-peer network of smart devices which meter the current energy flow of producing or
consuming actors within the network. Common participants are households, companies, power
plants or municipals. The network itself is based on a permissioned Ethereum blockchain which is
validated by a consortium of authority nodes. Thereby two possible networks come into place. First,
the Energy Webchain [HHH+18] and second a variation of the Energy Web Chain hosted by Oli
Systems itself. Use cases are developed and tested on the hosted chain and if needed made publicly
available on the Energy Web Chain.

Energy Webchain The Energy Webchain is a proof of authority network hosted by the Energy Web
Foundation. The Energy Web Foundation is a consortium of responsible companies in the energy
sector. Currently, the Energy Web Foundation consists of 70 energy and blockchain affiliates from
which ten nodes are hosting authority nodes. With the utilisation of proof of authority consensus, the
Energy Web Foundation tries to reduce block times and make the chain more sustainable. In addition
to the pure Ethereum network, the Energy Webchain provides private transactions, permissioning
of the network, an Ethereum nameservice, identity management solutions and Oracle services.
Furthermore, the Energy Web Foundation tries to be the first available solution supporting not only
the EVM but also the Wasm Engine. The Energy Web Foundation also comes up with a whole
concept on how to establish governance onto the network. This governance protocol shall be open,
transparent, secure, able to react quickly, adaptable, cost-effective and scalable to the real world.
[HHH+18]

It is remarkable that the Energy Web Foundation hereby describes a setup which is not only
concerned with the technology realisation but also tries to include the values of decentralisation
into the governance structure of the Energy Web Foundation.

1501 Systems: https://www.my-oli.com
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Oli Systems Powerledger | Grid+ Slock.IT Enerchain
Main Business | Blockchain Platform for Enable IoT in the Energy
Case Laboratories various blockchain Blockchain wholesale
electricity use | based market
cases electricity
market and
beyond
Development | Prototypical Prototypical/ Productive Semi- Semi-
state Semi- Productive Productive
Productive
Base Ethereum Ethereum Ethereum Mainly Tendermint
Technology Public Chain Ethereum
Permission Permissioned | Private Public/ Public (so far) | Private
(Public) Permissioned
Consensus Consortium Consortium PoW Chain Tendermint
(PoW) dependent/
Watchdogs
Central Development, | Development | Grid+ Smart None Development,
regulations Own chain, Agent Nodes
Oli Boxes,
Additional
Services
Identity Pseudonymity | No Agents and At least Client
information Wallets Pseudonymity | Anonymity
identifiable
Immutability | Tobalaba hard | Dependent on | After each Chain Dependent on
to tamper/ Network size State Channel | dependent network size
Own chain seal hard to
easy to tamper tamper
Efficiency Bottleneck for | Multiple State Channels | Implementa- Tendermint as
large number Private Chains, tion context high
of participants | State Channels dependent throughput
consensus

Table 5.1: Classification of the blockchain solutions.
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Figure 5.5: Interconnecting a household with other participants over the blockchain [For17].

Within the blockchain laboratory, Oli Systems strives to implement use cases such as a decentralised
market for energy-related assets, grid balancing or the certification of the production of renewable
energy. The whole system is based on a peer-to-peer blockchain network which connects every
participant with each other. To do so, participants have to install a network node in their facility. This
node, on the one hand, connects to the network to access the transactions sent over the blockchain
and on the other hand, reads the electricity production and consumption of the household. The
network node is based on a Raspberry Pi 3 and is certified according to European policies.

The so-called Oli ecosystem [Forl7] differentiates between an internal and external area. Every
participant has his own internal network of devices which are connected to the network node and
also may be connected with each other. A single household, for example, could consist of an electric
car, a battery and a solar panel. The household can now track all of its power production and
consumption values and send them onto the network. After the data is sent to the network, all other
participants can access it. This is automated by the implementation of DApps on the network node.
[Forl7]

Figure 5.5 shows a schematic overview of connecting a household with other participants in the
external area. Additionally, Oli Systems provides participants with off chain services based on the
collected data. Possible services are broadcasting weather forecasts, current energy prices or the
identification of suitable peer-to-peer trade partners.

Classification

Oli Systems provides solutions mainly based on the Ethereum technology stack. The underlying
blockchain protocols are permissioned and are using the proof of authority consensus. Central
regulations appear when it comes to the development of the Oli Box, own code and the hosting of
the own permissioned blockchain. To avoid this the code is shared and open source solutions are
used as often as possible. Other central components are the additional central services provided.
Still, it is worth mentioning that not everything has to be done on the chain to be a decentralised
architecture. Since only the wallet addresses of the participants are used for communication, the
system is pseudonym for participants. Still, the system is identified in the perspective of Oli Systems
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because every customer gets a single Oli Box with a predefined key. When classifying the solution
against immutability it has to be divided into the investigation of the Energy Web Chain and the
own chain of Oli Systems. Because there are only a view nodes hosting the blockchain protocol
tampering the own chain of Oli Systems is easy. Tampering the Energy Web Chain, however, is
hard, due to the multiple authorities and the already well-established network. Even though all
of the authorities might get tampered or the network breaks down, there will be nodes hosting a
copy of the Energy Web Chain ready to serve as a backup. Since Oli Systems is in both times using
a permissioned consortium chain latency time for waiting until a transaction is getting minded is
reduced. Still, it depends on the use case implemented on the chain and how many other participants
are using the chain. Because the Energy Web Chain is used by many participants this could get a
bottleneck in the future.

Requirement Fulfilment

With the prototypical implementation of several use cases, Oli Systems is already building a platform
for a decentralised energy management system. Therefore, requirements like interconnecting
participants, the collection and storage of data and the extendibility of the platform are fulfilled.
Using a proof of authority blockchain also fulfils the requirement of decentralisation, availability,
scalability and performance to some extent. Yet, Oli Systems does not provide a solution for a
large number of participants, a collusion of validators on the self-hosted chain, and the protection
of the privacy of participants or sensual data. This can not be done with a single permissioned
blockchain solution and requires other concepts to be integrated into the architecture. In respect
to the hardware requirements, defined in requirement NFRS, the lightweight Oli Boxes can be a
possible candidate. However, they do not resist against high power peaks, strong weather effects
and possible manipulation threads.

5.2.2 Powerledger

Powerledger!® serves as a platform for several different use cases, all located across the regulated
electricity network or in private grids. It is the goal to provide the platform as well as the use case
implementations. The platform is Ethereum based and consists of the utilisation of two blockchains.
First a private consortium chain and second the Ethereum public network. Application examples
are peer-to-peer trading across and behind the grid, electric vehicle metering or autonomous asset
management. [Pow18]

The architecture consists out of four layers, the Public Layer, the Powerledger Core Layer, the
Consortium Blockchain Layer and the Powerledger Applications Layer. Figure 5.6 shows an
overview of the architecture. The Public Layer utilises the Ethereum public chain. The Consortium
Blockchain Layer utilises a custom permissioned consortium chain. Powerledger uses two different
tokens. A public standardised POWR token and an internal Sparkz token. The Sparkz token is used
as a digital asset within the permissioned chain. In order to obtain Sparkz tokens, one exchanges
them with POWR tokens bought at a public exchange. POWR tokens are for traders or application
providers. Sparkz tokens are meant to be provided by application providers to their customers and

16Powerledger: https://www.powerledger.io/
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Figure 5.6: The Powerledger architecture [Pow18]

are bound to the local currency. Furthermore, POWR tokens are rewarded to participants only
trading with renewable energies in order to incentivise the reduction of carbon dioxide emission.
The PowerLedger Core Layer provides smart contracts for the token management and exchange
between Sparkz tokens and POWR tokens. The exchange between those tokens is done with the help
of so-called Smart Bonds. POWR tokens are deposited in an Ethereum Smart Bonds and therefore
exchanged against Sparkz tokens. The locked POWR tokens can only be withdrawn if a sufficient
amount of Sparkz tokens is supplied in return. The consortium blockchain layer provides the
permissioned consortium chain, as well as smart contracts for token exchange and smart contracts
for meter readings. For scalability, the Consortium Blockchain layer utilises state channels. It is the
idea of having the Consortium Blockchain Layer deployed for each region Powerledger is used onto.
The application layer consists of the applications running on the Powerledger platform. [Pow18]
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Classification

The Powerledger platform is an Ethereum based solution. In general, it is a private blockchain
where application providers give access to their customers. The POWR tokens are public and
grant participation for an application provider or just token trader. The whitepaper does not give
enough information about how the platform especially the private chains are hosted. The research
of such use cases has shown, that this is mostly the case when validators are hosted centrally and not
distributed independently over the stakeholders. The Powerledger whitepaper also does not explain
how the interchain communication works. If it is a single party executing each smart contract on the
separate chain this is a centralised chokepoint. Furthermore, there is no publishing of source code
or configurations, but a transparent communication with participants. Powerledger does not provide
any information on how keys and wallets are stored or how the concrete identities are managed.
In respect to immutability, the manipulation of a single consortium network is dependent on the
network size. The application parts on the Ethereum public chain are immutable stored and will not
get tampered. Powerledger uses multiple private chains and state channels as a scalable approach
against the expensive and inefficient public Ethereum chain although the sustainability of the public
Ethereum chain is used in order to trade POWR tokens.

Requirement fulfilment

Same as Oli Systems, Powerledger already proposes a platform for running decentralised energy
management applications which fulfil all functional requirements. However, NFR1, NFR6 and
NFR?7 are only partially fulfilled. The governance and development of the platform are centralised
due to the lack of information on concrete implementation details. Data stored on the private chains
is temperable and transactions might not be auditable anymore due to the utilisation of state channels.
Nevertheless, with the trade-off for reduced audibility Powerledger improves privacy concerns about
sensitive data. Furthermore, Powerledger fulfils the requirements of NFR2, NFR3 and NFR4. With
multiple private chains, Powerledger reduces the number of participants on a single blockchain
and leverages transaction throughput trough state channels. This provides the potential for a highly
available, scalable and performant platform. Powerledger does not provide a solution for NFR8 and
does not give any information which could evaluate the fulfilment of NFRO.
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5.2.3 Grid+

Grid+'" is developing a consumer-focused smart agent which holds cryptocurrencies in order to buy
and sell electricity from electricity providers. It is the goal to not only enable a blockchain based
electricity market but also to enable several use cases on top of the Grid+ infrastructure. Grid+ aims
to provide an understandable solution for core users by abstracting their underlying architecture.
Grid+ solely runs on the public Ethereum chain. Moreover, Grid+ is using Raiden state channels
in order to reduce transaction costs and latency. An internal BOLT token is used as a digital asset
which is coupled to the U.S. dollar currency. [Con17]

In order to make trades possible, Grid+ provides a Smart Agent which hosts an Ethereum Light
Client in order to sign transactions. It is the main use case of the device to pay the electricity costs
of a customer via cryptocurrency in nearly real time. Every smart agent’s registry number and the
owner’s wallet address is registered in a separate smart contract. This ensures that only owners of a
Grid+ Smart Agent can take part in the peer-to-peer market. Figure 5.7 shows a typical household
holding a Smart Agent. Behind the electricity meter producer and consumer devices such as a
battery or a photovoltaic panel could be connected with each other. The Smart Agent can read the
electricity meter and automatically pays or receives money for the consumed and produced energy.
The Agent can be controlled over a smartphone connected to the WiFi of the household. In addition,
the Smart Agent can be locked with a multi-signature wallet which allows having keys not only on
the device but also stored on an external Signing Agent. In contrast to Oli Systems, wallet keys are
only generated when the Smart Agent has been delivered to the customer and therefore are only
known by the customer. The Grid+ platform shall not only be used for energy trading, features like
using the agent as a cryptocurrency wallet, a proof of stake signer or an Ethereum gateway for IoT
devices are also planned in the future.[Con17]

Classification

Grid+ is operating on the public Ethereum chain. Only participants owning a Grid+ Smart Agent
can participate in the peer-to-peer market. By running on the public network, consensus is done
by the proof of work protocol. Same as for Oli Systems, a central component within Grid+ is the
necessary Smart Agent. All of the software and hardware components important for using the Grid+
application are only provided by Grid+ itself. However, all of the used code is open sourced by
Grid+. Yet, direct development participation is no part of the current plan. The Grid+ system relies
on the full identity of the users because every Smart Agent and its wallet is registered on a smart
contract. Immutability is only given after each state channel seal. Afterwards, the data cannot be
tampered due to the utilisation of the public Ethereum network. To reduce the disadvantages of the
Ethereum public chain in transaction throughput and costs, Grid+ is using Raiden as a state channel
technology.

17 Grid+: https://gridplus.io/
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Figure 5.7: Architectural setup of a multi signature wallet within the Grid+ architecture [Con17]

Requirements fulfilment

Grid+ connects all participants within a peer-to-peer network but does not provide intercommu-
nication between participants (requirement FR1). Currently, the platform is only used to ensure
payments with the electricity provider and not with single peers in the network. Although, due to
the extendibility (requirement FR3) of the system an application doing so might be implemented
in the future. The Grid+ system also does not provide a means to collect and store energy data to
provide them for the grid (requirement FR2). With the utilisation of the public, Ethereum network
and state channels, Gird+ creates a highly available, scalable and performant solution. Regarding
requirement NFRO, the solution is not sustainable due to the execution of all transactions on the
public proof of work Ethereum chain. Nevertheless, Grid+ focuses on utilising proof of stake
once it is available on the public Ethereum network. The required anonymity of NFRS is not
provided at all. All participants of the Grid+ Platform can be traced back to their wallet address and
therefore to the identifier of the Smart Agent, they purchased. In the trade-off of auditability Grid+
strengthens the requirement of privacy by using state channels. Compared to Oli System the Smart
Agent even solves more of the hardware requirements (NFR8). The Smart Agent is lightweight and
tries to provide a means against manipulation threads. Security is also improved with the help of
multi-signature wallets.
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5.2.4 Slock.IT

Slock.IT!® tries to connect every single IoT device with the blockchain, building a payment platform
for humans and devices with any interaction possible. In order to connect as many devices as
possible, they introduced a very lightweight client which can connect to multiple chains. This client
is called the Incubed Client. Although it is possible to connect to chains of different technologies,
the Ethereum stack is mainly used. [Jen18]

The Incubed Client is a lightweight stateless client with the only purpose issuing a transaction
to an external node in order to be signed. The external node is part of a network of registered
nodes which deposit a sufficient amount of tokens on a smart contract. The network itself is a
separate established peer-to-peer network called the IN3 network. The smart contract is a contract
deployed on any chain, Incubed Clients want to communicate with. If the external node does not
sign the transaction correctly the node loses all of its deposited tokens. If the external nodes do
sign the transaction correctly it gets an incentive paid by the Incubed Client. In order to find falsely
signed transactions Watchdogs validate already signed transactions and punish a node in case of
misbehaviour. Watchdogs are randomly selected external nodes of the IN3 network which double
check the already signed transactions. Since the Incubed Client does not have to sign transactions
on its own and therefore only needs to be capable of sending and receiving RPC calls to a list of
known nodes, the technical specification for an Incubed Client can be very low. This is an advantage
especially in the emerging world of interconnected things. Figure 5.8 shows the functionality of the
Incubed Client within a network of external nodes. [KJID18]

Slock.It is also considering to integrate state channels into the concept. Because external nodes are
selected randomly for each transaction of the Incubed client, a network of state channels, such as
Raiden, can also be utilised.

validate BlockHashes
and get Deposit Watchdogs
if failing

Incubed Client

Figure 5.8: Functionality of the Incubed Client [Jen18]

18S10ck.IT: https://slock.it/
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Classification

Slock.It mainly develops for the Ethereum platform but offers platform independent concepts. So far,
the IN3 network is public and accessible to everyone. The consensus is achieved by the underlying
blockchain technology. Watchdogs validate requests within the network. In fact, there are no central
regulations within the IN3 network. The development is open and transparent for everyone and the
network itself does not rely on any centralised drawbacks. With respect to identity, Incubed Clients
at least can be identified as pseudonym actors although this might be chain dependent. The IN3
network itself has no drawbacks when it comes to efficiency as long the network is big enough for
the number of Incubed Clients, transactions will be processed without any bottlenecks. Yet, the
transaction throughput is defined by the underlying blockchain protocol, the Incubed Client wants
to communicate with.

Requirement Fulfilment

Slock.It itself is no platform and therefore does not fulfil any functional requirement. Nevertheless,
integrating the Incubed Client into an architecture solution could solve several non-functional
requirements especially when it comes to the demanded hardware requirements from requirement
NFRS8. As mentioned above, the IN3 network is fully decentralised. Thus there is no single point of
failure and no single point of responsibility or control. Furthermore, all the development is public
and transparent which helps to fulfil the demand of requirement NFR1. All the other non-functional
requirements rather depend on the blockchain protocol integrated with the Incubed Client than on
the Slock.It solution itself. One drawback of the Incubed Client is that it cannot react directly to
events on the blockchain due to the lack of a direct connection to the blockchain protocol.

5.2.5 Enerchain - WRMHL Framework

Enerchain'? is a blockchain application for business-to-business power and gas trading in the energy
wholesale markets provided by Ponton. The Enerchain project is currently a proof-of-concept and
based on the internally developed WRMHL (wormhole) framework which uses Tendermint as the
blockchain technology [Pon18]. It is the goal to provide a distributed marketplace with market
access costs as low as possible. The framework states to be process independent, customisable,
modular, resilient and secure. The WRMHL framework is divided into two separate environments.
The Hosted Environment and the Business Environment. The architecture itself consists of three
layers. A blockchain layer, a middleware layer and an application layer. Figure 5.9 shows an
architectural overview of the WRMHL framework. The blockchain layer consists of nodes hosting
a peer-to-peer network based on the Tendermint protocol [BKT18] technology. Since Tendermint
only comes with a network and consensus protocol Node Adapters extend the core technology with
functions like caching and transaction validation. On the client side, Client Adapters connect the
clients to the network and manage the identity of each client. Client Adapter and Node Adapter
together form the blockchain middleware. Finally, use cases, such as the Enerchain use case, using
the platform are then implemented in the application layer with Vertical Clients. The network itself

19Enerchain by Ponton: https://enerchain.ponton.de/
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can be hosted on any machine and by any participant of the WRMHL framework. For the proof of
concept of the Enerchain project, the nodes are hosted by Ponton. Each node of the peer-to-peer
network consists of a Tendermint node and a Node Adapter. [Pon18]

Classification

The Enerchain together with the WRMHL framework is based on the Tendermint protocol. Therefore,
the Enerchain project is based on a consortium Byzantine fault tolerant consensus algorithm. The
Enerchain project itself is a private chain where currently most of the nodes are hosted by the
providers. All changes are incrementally published in close consultation with the participants. Still,
all technical decisions are implemented only by the developers itself. It is the plan to found the
Enerchain legal entity in the future [Mer18]. The Enerchain legal entity is a governmental union
of all participants in order to discuss future decisions. During the proof of concept and until the
operation of the legal entity provisioning and maintenance are established by Ponton itself. As long
as participants are not involved in a trade their identities are anonymised and only the exchanged
values within a transaction are visible. All participants involved in a trade can see the identities
of the other trade partners. During the proof of concept, many nodes are currently hosted by the
provider. Therefore immutability is only given if the provider itself is not Byzantine in a way that he
does not manipulate the data or seeks an advantage in using the data. For the productive network, it
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Figure 5.9: WRMHL architecture diagram [Pon18]
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is planned to host the nodes within the members of the Enerchain legal entity. This will make the
network immutable, as long the limit of Byzantine nodes is not reached. Ponton is operating its
framework with a block time of approximately one second per block. It is the goal to not exceed the
limit of 15 minutes per trade in order to fulfil the requirements of the current most liquid energy
market segments in Germany [Mer18].

Requirement Fulfilment

Enerchain and especially the WRMHL framework fulfil all functional requirements of section 4.1.
Especially requirement FR3 is achieved in a way the other solutions do not. With the WRMHL
framework application, application logic can be implemented on all layers of the framework. This
enables developers to utilise the core blockchain protocol on their demand. Yet, the Enerchain
proof of concept has some centralised characteristics. First, most of the nodes are still hosted by the
developers. Second, due to the utilisation of Tendermint, the developers had to implement their
own state machine with many features already existing in the community. This creates a central
entity because now only the WRMHL developers understand and maintain the code base. With
the establishment of the Enerchain legal entity and the release of the Enerchain project, the first
centralised characteristic most probably will be repealed. Due to the Tendermint protocol, the
WRMHL framework is a highly available, scalable and performant application. Moreover, the
Enerchain project has high data protection and privacy requirements, which are also implemented
in the underlying state machine. Therefore, values transferred within a transaction can be seen but
without relieving the origin and destination of the assets [Mer18]. Because the Enerchain project
runs on normal machines without any requirements for lightweight clients, the Enerchain project or
the WRMHL framework do not have a solution for requirement NFRS.
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The following chapter shows a generic architecture proposal for a decentralised energy management
system. The proposed approach utilises suitable concepts from the decentralised technology stack,
analysed in chapter 5, as well as useful architectural decisions met in already existing solutions.
It is the goal to combine all found aspects into a generic concept which tries to fulfil most of the
requirements identified in chapter 4. The architecture proposal is described in a way, that it can be
implemented with any present or future technology supporting the underlying protocols.

6.1 Assumptions

There are several assumptions made up before proposing an architectural concept for a decentralised
energy management system.

1. Reading out metering data is an already known and solved problem. There is no need of
proposing equivalent solutions.

2. The process from reading out the metering data until transaction creation on the blockchain is
kept secure. This is already a well-known problem and several solutions have been proposed
[How93] [ZR10].

3. It is assumed that all technology concepts utilised in the architectural concept are in their
state as proposed by the technology providers and developers. Thus it is the goal of the
implementation of this architecture to figure out the reliability of the applied concepts.

6.2 Architectural Overview

The proposed architecture consists of three main components. First a peer-to-peer network, second a
platform providing the blockchain running on the peer-to-peer network and third an application layer
of decentralised energy management applications. In addition, the architecture is governed by a
governance structure. Figure 6.1 shows an architectural overview of the system and table 6.1 a short
summary of each component. These components together build a decentralised energy management
system deployable in a local area grid, for example, in the fourth layer of energy management.
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Figure 6.1: Architectural Overview of the generic architecture proposal. IMS means Intelligent
Metering Systems, CDN Content Delivery Network and DEM Decentralised Energy
Management.
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Decentralised Energy Management Applications

Chain & Network Monitoring | Applications for monitoring the network status and underlying
blockchain protocols

Energy Related Applications | Energy management applications deployed on the architecture
fulfilling energy related use cases

Decentralised Protocol Layer

State Channels Scalable trustless off-chain communications

Peer-to-Peer Messaging Independent private machine-to-machine communication

Permissioned Blockchain Custom permissioned blockchain instance reducing latency and
economical costs. Hosts contracts of application layer.

Private Transactions Transacting private encrypted state on the permissioned
blockchain

Public Blockchain Used for backup hashes, inter-chain communication, transferring

financial assets

Decentralised Storage Distributes application and data files, interconnects to a nameser-
vice on the permissioned chain

Peer-to-Peer Network

Intelligent Metering System | Metering device capable of hosting lightweight blockchain tech-
nologies and decentralised application parts

Authority Server hosts all protocols, provides consensus, communicates
with other grids and blockchains,

Governance

A governance structure for selecting peers, managing participants an publish development artefacts.

Table 6.1: Summary of each component within the proposed architecture

6.2.1 Peer-to-Peer Network

The peer-to-peer network is the foundation of the energy management system. It solves the require-
ment of interconnecting all participants in a local area grid and sets the necessary prerequisites for
running any decentralised protocol on top of it. The peer-to-peer network focuses on integrating
devices, weak in computational and storage capacities, such as Intelligent Metering Systems (IMSs),
into an interconnected network of participants. This network consists of several IMSs deployed in
the facilities of each participant. All IMSs of a community of participants are forming a grid and
are connected which each other over a peer-to-peer protocol. The community decides on several
authorities inside the grid capable of hosting blockchain nodes. Authorities can be any participant
taking part in the grid. Each node in the network has to implement the proposed architecture stack
or parts of it. This is comparable to the network protocol stack [MH17], where each device of the
network architecture implements the stack dependent from its role within the network. Connected
nodes can also be normal machines provided by application developers or other stakeholders of the
underlying power grid.

In order to be decentralised and high available, the network needs a sufficient network size regarding
the number of participants. Nevertheless, the network should not exceed a maximum size in order
to still scale in the matter of transaction throughput and governance effort. For a large number of
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participants, several networks in different areas or industrial sectors can be deployed. Instead of
the approach by Powerledger, these networks should not be isolated and rather should be able to
intercommunicate with each other.

Because the network is meant to transact sensible data which concerns only a closed number of
participants, the network should also provide a means for this. One possibility of closing the
network for uninvited access is a deployment of the network inside a virtual private network (VPN)
which does not expose its IP addresses to the outside. Another possibility would be to restrict
the clients from connecting with nodes they do not know. This can be done by IP whitelisting or
an authentication handshake over asynchronous key encryption. However, this would affect the
flexibility and decentralisation of the network significantly. There is also a mixture of those two
possibilities presented by J. Poon [Poo18] in which several VPNs can connect which each other
by calling a registrar node. After a successful asynchronous key authentication, this registrar then
publishes nodes which act as entry points for the VPN [Poo18]. Nodes acting as entry points are
also called bootnodes. Therefore the registrar node is called Bootnode Registrar. Figure 6.2 shows
a schematic overview how two separate VPNs can be connected. This method is especially helpful
if several groups of participants, each sharing a VPN together, want to connect with each other.
[Poo18]

Another possibility is proposed by the Enterprise Ethereum Alliance [BCNN18]. The EEA proposes
the deployment of contracts on the overlying blockchain protocol which grant permission for nodes
to take part on the network. Therefore nodes which want to connect to the peer-to-peer network
first have to ask for access on one of the other nodes. If the nodes’ identical identifier is allowed to
connect to the network, access is granted [BCNN18]. Within this process, concrete node identifiers
are stored in a central contract readable for every participant on the network, which might be a
drawback when it comes to the fulfilment of privacy requirements.

Peer-to-Peer Network
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Figure 6.2: Interconnecting two virtual private networks to a single restricted peer-to-peer network
[Poo18].
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Figure 6.3: Overview of a Blockchain Ready Intelligent Metering System.

Intelligent Metering System

Intelligent Metering Systems are the key to make the underlying power grid a smart and intelligent
one. Same as done by Grid+ they are nodes capable of hosting lightweight blockchain technologies,
but also can meter electricity consumption and production of the participant. Although Slock.It is
proposing a solution for devices not necessarily hosting blockchain protocols, those devices cannot
react to events on the blockchain. Therefore the solution of an Incubed Client equivalent device is
not a possible option, because reacting to events issued by other participants is important for some
use cases. Thus, additionally to the metering functionality, an IMS has to be able to connect to a
network, has the computational power to execute cryptographic hash functions and has adequate
storage. The network connection is needed in order to connect to the peer-to-peer network. To
send a transaction and access the account of the user cryptographic hashing power is needed. The
storage is needed because storing the blockchain and the required applications need space and at
least some I/O-power. On top of these core capabilities decentralised protocols can be executed,
for example, a lightweight blockchain client, a peer-to-peer messaging protocol or state channels.
Furthermore, the device has to be able to provide not only a runtime for compiled applications but
also for interpreted languages like Python or Javascript. The application layer is then utilising these
middleware technologies together with the core capabilities in order to run applications on the IMS.
The most basic application could be a monitoring application for metering data. More complex
functions like participating in an energy market or accessing renewable energy certificates must be
possible on the meter, as well. A meter having all these capabilities may be called a Blockchain
Ready device. Figure 6.3 shows the three technology layers described above.
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Figure 6.4: Overview of a validator node.

Authority

Due to the fact, that the Intelligent Metering Systems are only hosting light nodes, additional nodes
have to be integrated into the network which are capable of hosting full nodes. These authority
nodes have the task of hosting a full node of each blockchain part of the protocol layer and providing
consensus for the permissioned chain. In order to communicate between several blockchains, the
authority node needs to provide a way for inter-chain communication. This enables the possibility to
interchange assets, send data backups to a more persistent blockchain or access common contracts
and applications of a public blockchain. Furthermore, this gives a single local area grid the possibility
to communicate with other grids, in order to exchange for example electricity certificates over the
grid borders. Communication between multiple grids over authorities can be possible as well.

Participants need the means to get access to possible decentralised energy management applications.
This can be done by the authorities hosting a decentralised file storage with possible applications.
Because the storage capacity and computational power of the IMSs might be too low in order
to host a file storage node by their own, authorities need to provide a gateway to access these
applications. To fulfil all of these tasks authority nodes need much more computational power
and storage capacities than the Intelligent Metering Systems. This leads to authority nodes being
servers hosted by selected participants of the grid. Figure 6.4 shows an overview of the protocols
implemented within the node.
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6.2.2 Decentralised Protocol Layer

The decentralised protocol layer consists of several decentralised protocols running on top of the
peer-to-peer network. It holds a permissioned blockchain, a public blockchain, a state channel and
peer-to-peer communication protocol and a decentralised file storage. These three components shall
help to enable the peer-to-peer network in order to build decentralised energy management system
applications on it.

State Channels

Currently, most blockchain technologies suffer through the issue of scalability. Thus supporting only
a limited amount of transaction throughput relative to a large number of participants. This issue can
only be solved by a trade-off against the degree of decentralisation or other blockchain characteristics.
Therefore the architecture needs the means to solve this issue by outsourcing workload outside of
the blockchain protocol but still being able to trustless transact state. As explained in section 5.1.5
state channels or similar concepts could do this by aggregating many transactions between several
parties to a small number of transactions being executed on the blockchain. Therefore similar to the
solution presented by Grid+ or Powerledger in section 5.2, the network needs to support the usage
of a state channel protocol or other off-chain aggregation mechanisms for transactions.

Peer-to-Peer Messaging

State channels present an off-chain solution supporting the transaction pattern for state changes
within the state machine of a blockchain, mainly for digital assets defined on the blockchain. In
some cases, it is necessary to just send information completely independent from a transaction log or
a state machine. Therefore, the architecture needs the means to support messaging between devices
part of the peer-to-peer network. This can be established by utilising a peer-to-peer messaging
protocol introduced in 5.1.5. Because most peer-to-peer protocols encrypt the sent message, these
protocols can also be used to enable private communications.

Permissioned Blockchain

Although state channels solve one of the main issues, the issue of scalability, state channels come
with some drawbacks as well. One disadvantage is the lack of immutability as long as the state
channel is not closed. Furthermore, all transactions happening during a state channel lifecycle
might not be reflected and therefore not traceable in the distributed ledger. This might not be an
issue for two parties trusting each other but becomes important when more than one parties are
involved and transactions are dependent on each other. A good example is a decentralised market for
energy-related assets. Although state channels are necessary for applications with high transaction
throughput and less traceability requirements, also a means for a more traceable and more immutable
scaling solution is required.

A public blockchain could solve this issues, but comes with several problems as well. Public
blockchains, for example, have high transaction fees, small transaction throughput in relation to the
number of participants and are energy expensive if proof of work is used as a consensus algorithm.
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Furthermore, the transparency of state changes in an industrial use case is only wanted between
the participants and may not be visible to the whole world. Therefore, a permissioned blockchain
with an authoritative consensus algorithm is used which even brings more advantages. This leads
to an architecture concept which consists of a permissioned chain which is hosted and validated
by the validator nodes within the peer-to-peer network. Because of the smaller size of participants
and the more performant consensus algorithm, state channels are only needed for frequent peer-
to-peer transactions and not for complex, interdependent, transaction mechanisms. Moreover, a
permissioned blockchain solves several privacy issues because only participants allowed to interact
with the blockchain can access and write onto the blockchain.

Private Transactions

Sometimes it may be necessary for a participant to issue transactions which are only readable by a
subset of the network participants. An example could be a market use case in which price offers for
an energy asset are kept secret until the auction is over. Some private transaction concepts explained
in section 5.1, require a trusted third party or at least a group of peers executing consensus in order
to check the validity of the transaction. Because trust is already established by the authorities of the
peer-to-peer network, these authorities could form a group of validators which are then allowed to
read the encrypted data and validate it against existing state changes. To do so, these validators are
not allowed to directly take part in the overlying use case and are only allowed to act as a passive
party. Otherwise, they could earn advantages from being able to decrypt incoming state changes.

Public Blockchain

Because a permissioned blockchain comes with the disadvantage of having only a small amount of
nodes hosting the blockchain, a solution for having a sustainable ledger of undoubtedly immutable
entries is needed. This can be any public blockchain such as the Tobalaba or the Ethereum network.

Hashed data backups are stored onto the public blockchain frequently which makes it hard for a
Byzantine blockchain to alter data which already has been written. Moreover, in case of a network
breakdown, the past state of the applications can be proven and transferred to a different network
as long as there is one node left, hosting the blockchain. This also reduces the risk of having a
vendor lock-in for having a persistent and validated copy of the data stored on the permissioned
blockchain.

In addition to the sustainability advantage, the interconnection with a public network can also be
used for transferring data from the public to the permissioned blockchain or vice versa. This is
important when several grids with their own permissioned blockchain want to communicate with
each other. Especially transferring financial assets can be useful, due to the underlying infrastructure
provided by a public network, for example, established tokens, exchanges and a large participant
number. Using the concept of bridging contracts such as the Parity Bridge helps in achieving this.
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Decentralised Storage

Having protocols on top of the peer-to-peer network for exchanging, computing or calculating
assets and data objects, these protocols reach their limits when it comes to handling large data files.
Furthermore, most current blockchain technologies set a block size limit and transferring large data
over messaging is no possible option as well. However since participants, for example, application
providers and their applications, need the means to distribute large files over the network, this should
be provided by the architecture. A possible solution is a decentralised file storage protocol hosted
by the authorities or other nodes providing a sufficient amount of storage capacity. This file storage
then could function as a content delivery network for static files. Authorities or application providers
provide applications, which a household can install on its Intelligent Metering System over the
decentralised storage. In order to have a better way of discovering distributed files a nameservice
deployed on the blockchain can be used. This nameservice points to the latest version of a stored
file on the distributed file storage.

The used permissioned blockchain protocol can be utilised even more. One possible way is a
deployment of a versioning contract, which keeps track of the changes of several files and helps to
validate the correctness of the retrieved files by the file storage. This is of particular importance,
because IMSs do not have enough storage capacity to host an instance of the distributed file storage
protocol on their own. Solving this issue requires a file storage gateway provided by the authorities.
The versioning contract then gives nodes which do not host a storage, the possibility to validate the
files retrieved from the gateway. This reduces the trust required to a single authority. In order to
distribute the static files over the network, an incentive with value pledged tokens can be established.
Nodes hosting files of, for example, application providers or authorities, receive a small amount of
token value. This is not necessary but strengthens the network and the availability of the files. A
trivial working solution anyway can be a decentralised file storage without any incentive but having
the authorities replicating files on their own will.

6.2.3 Governance

Similar to the governance mechanisms presented with the Energy Web Foundation in section 5.2.1
the proposed architecture concept must also have a governance structure. This governance structure
helps to organise the participants, select authorities and builds the foundation for a self-sustainable
provision of the architecture. All governance decisions explained can either be defined in a code of
conduct or implemented within smart contracts. In the following, the fundamental governmental
decisions necessary for the architecture are explained.

First of all, participants of a grid need to identify possible authorities who are capable of hosting
the permissioned chain. The authorities have to have enough technical knowledge about the core
technologies used on the platform. Dependent on the network size an acceptable amount of
authorities has to be found. This is especially important for finding consensus without having
a single party involved and having an adequate amount of full nodes serving the blockchain for
multiple light nodes. An amount which is too small might lead to a centralised system. A number
of authorities which is too big can lead to a system which has high maintenance and administration
overhead. The authorities have to be heterogeneous and independent from each other. Therefore it
is the goal to find authorities which represent each entity of the underlying grid. A smart grid, for
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example, could exist out of a group of households, a big consumer such as a company, a municipal,
a power plant and the distribution operator. All these entities should have the possibility of hosting
an authority node. Additionally, at least one authority should be elected by all participants.

If demanded people other then authorities, capable of hosting full nodes, also can host nodes
within the peer-to-peer network. This creates a more sustainable network and gives participants
the possibility not to only rely on the authority nodes when it comes to reading the blockchain or
issuing transactions.

All parties involved in the development of the decentralised energy management system and its
applications must transparently publish their work. Only if the participants can verify whether the
development is done without any party trying to secure an unfair advantage, the participants can
use the platform without any trust into the developers.

Conclusively, all governmental decisions taken by responsibilities should only be executed with the
consent of all other participants or at least the consent of the authorities. In the best case, this is
implemented within the blockchain protocol, for example in a smart contract.

6.2.4 Decentralised Energy Management Applications

On top of the architecture resides the decentralised energy management applications layer. Ap-
plication providers can utilise the platform in order to extend it with their own applications. As
described in figure 6.1 and section 4.1 possible applications could be an application for an energy
certification use case, a monitoring application or a market for energy-related assets. In general, an
application consists of three components. First, the application component which resides on the
IMS, second the component of the application which is done on the blockchain and third graphical
interface component which makes the application accessible for the user. This principle is similar
to the way the WRMHL-Framework, introduced in section 5.2.2, is providing applications.

It is not necessary for the application provider to implement a new graphical user interface. The
data provided by the network and the smart contract can also be integrated into an already existing
application. This can be, for example, an application implemented by the network provider or the
provider of the Intelligent Metering System. Still, it is important to note, that the data then should
still be accessible from the IMS, if possible.

Figure 6.5 shows an example of the interaction of the components for a possible monitoring use case
between the Intelligent Metering System deployed on a household and the grid provider interested in
its energy usage and production data. The graphic is divided into the deployment of the application
onto the architecture (a) and the interaction of the participants after deployment (b). First, the
application is enabled by the grid provider who provides the GUI over the decentralised storage
(1) and deploys the contract (2) with his own node. The application component on the Intelligent
Metering System then reads the metering data (3) and sends it to the second component (4), a smart
contract on the blockchain, which stores the data (5). The third component, the graphical user
interface, can then be retrieved by the participant through the file storage gateway which then reads
(4) the data out of the blockchain and makes it human readable (6). It is important to note, that
although the user interface is provided by the file storage gateway, the blockchain data is provided
and validated by the light client on the IMS. The participant reading the data stored on the blockchain
does not necessarily need to be a participant with an Intelligent Metering System. It also can be
the grid providers’ node, for example, which then reads the data (7) to execute further logic, like
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Figure 6.5: Interaction of the participants with Intelligent Metering System, blockchain, file storage
gateway and application provider.

balancing the networks power usage (8). TheIMS does not necessarily only need to send data to the
smart contract. The smart contract can also be used to invoke procedures at the devices connected
to the Intelligent Metering System, for example, to manipulate power consumption or production.

Applications can use the underlying protocols and peer-to-peer network by their demand. One
example could be a peer-to-peer trading application which uses peer-to-peer messaging in order
to negotiate a price for an energy asset between two households and then utilises state channels
to trade energy. The blockchain is then used after the state channel is closed. Figure 6.6 shows a
possible peer-to-peer trade with the utilisation of state channels. The graphical user interface for
this application again can be provided by the application provider, for example, the market operator,
over the file storage gateway.
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Figure 6.6: Process sequence of a peer-to-peer trade using peer-to-peer messaging and state chan-
nels.
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7 Implementation

The concept shown in chapter 6 is not bound to any specific technologies and shows a way of utilising
decentralised technology concepts into an architecture for a decentralised energy management system.
Therefore, the following chapter shows a possible implementation of the concept described in chapter
6. Ethereum solves most of the requirements defined in section 4.1 and is the current state of the
art blockchain platform technology stack. Thus, Ethereum is used as the main technology stack
for implementing the proposed architecture. It is worth to mention, that the underlying technology
stack not necessarily has to depend on the Ethereum stack. As long as the protocols support the
core concepts proposed in chapter 6, any stack can be used. One possible alternative is Hyperledger.
An unsuitable protocol stack is the native IOTA protocol because it does not support distributed
processing like smart contracts. In addition to a possible implementation of the proposed concept,
this chapter also shows what actually is implemented in a minimal prototype. Table 7.1 shows a
summary of all technologies and protocol implementations used. In addition, it lists whether the
proposed technologies have been implemented in the minimal prototype. In the following, each of
those concepts and their implementation will be explained in detail.

Concept Implementation

Ethereum Stack (Parity)
Access Restriction via VPN

Peer-to-Peer Network

Intelligent Metering Systems Metering Device + Embedded Gateway

Authority nodes Two Authorities (Oli Systems and TUM) Configurable
up to 6 Authorities

Peer-to-Peer messaging Parity Whisper

State Channels Raiden State Channel Network

Private Transactions Parity Private Transactions (Contract & Client)

Permissioned Blockchain Parity Proof of Authority Chain

Public Blockchain Energy Web Chain

Oracle Backup Contract, Parity Token Bridge

. . Go-Ethereum Swarm
Decentralised File Storage . L
Ethereum Nameservice, Versioning Contract

Decentralised Energy Management Ap- | Energy Browser
plications

Table 7.1: Overview of possible technologies for each concept and their implementation in the
prototype. The green cells show what is implemented in the prototype, the yellow ones
what is implemented partly and the white ones what is not yet implemented.
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Figure 7.1: Network status monitor of the peer-to-peer network

7.1 Peer-to-Peer Network

For interconnecting the participating nodes into a network, the peer-to-peer network protocol
implementation of the Ethereum stack is used. Currently, there are two established Ethereum
implementations, the Go-Ethereum client and the Parity client. For the peer-to-peer network, the
Parity implementation is used. New nodes can find other nodes in the network by using the trusted
authorities as an entry point. After connecting to an authority node, the node broadcasts its peers to
the new participant. Because authority nodes are trusted parties, this way of initially connecting
to the network does not harm the decentralisation of it any further. Using a different trusted node
other than an authority node is also possible.

For the prototype, a small network consisting of one IMS and four authority nodes are established.
Three authority nodes are hosted by the Oli Systems GmbH and one is hosted by the Technical
University of Munich. In order to be able to monitor the status of the network, a network status
monitor is deployed on one of the authority nodes. The monitor shows metrics like the current
number of connected peers, the uptime, the propagation time for data packets through the network, or
the latency of each node. Additionally, the monitor can show the current status of the permissioned
blockchain, explained in section 7.2.2. The screen of the status monitor is shown in figure 7.1.

7.1.1 Access Restriction

Itis possible to connect all Intelligent Metering Systems with a restricted VPN hosted by the authority
nodes. Hence, a way of hosting a VPN like the concept shown in section 6.2.1 can be implemented.
Owner of an IMS and authorities group up into several VPNs which then share the addresses of
some nodes in order to interconnect with each other. A well known VPN implementation is the
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OpenVpn' implementation. In order to interconnect both networks deploy a Static Node Registrar?
such as proposed by J. Poon can be deployed [Pool18]. The network of the prototype has not been
restricted yet but can be restricted as described.

7.1.2 Intelligent Metering Systems

Currently, households have many different metering devices installed. It is the idea not to necessarily
replace these devices and rather add an additional device which can read power values processed
by any metering device. This device then acts as a gateway for participating in the peer-to-peer
network of the smart grid and comes with adequate computational power to do so. Therefore, an
Intelligent Metering System is composed of two devices. Once the metering device itself and second
a gateway.

Gateway

The gateway itself offers a serial interface for connecting embedded devices such as an electricity
meter with it. A serial interface is a transmission interface for data over a port which supports sending
and receiving bits, each bit at a time [Axe07]. In order to reduce power usage, minimise production
costs and offer a system with standardised hardware and software specifications, according to
requirement 4.1.2, a lightweight embedded device is used. Table 7.2 shows the technical specification
of the gateway. Furthermore, the gateway has to be resilient against load peeks in power supply,
weather conditions such as high humidity, heat or cold.

For the prototype, a microcontroller developed by an established manufacturer is used. The device
is able to resist high load peaks and fluctuating weather conditions. For having a more stable
environment, the NAND-Flash of the device is divided into two separate partitions. Each partition
is hosting a copy of the operating system. In the case of a non-restorable system failure, the system
can boot the other partition. This redundancy can also be used to update the operating system by
updating each partition after another. After the final development of the prototype, the device will
be certificated for the secure usage in the application area of the energy field.

Operating System The operating system running on the gateway has to be adapted to the technical
specification of the microcontroller. For this purpose, the Yocto Open Embedded build system is
used. The Yocto build system is explained in section 2.5. The operating system is based on a Linux
4.9.26> ARMv7 kernel. The system is a minimal system which comes with basic packages like
firmware for the interfaces, networking capabilities, a bootloader for the two separate operating
systems or an SSH server for remote connection to the device. In order to be able to run the proposed
Protocol Layer on the device, several Middleware Technologies, defined in section 6.2.1, need to
be added to the device. Therefore, two separate OpenEmbedded layers are added to the Yocto
build configuration. The first layer is a generic layer defining all packages needed for running

1OpenVpn: https://openvpn.net/
2 A sample implementation of a Static Node Registrar [Poo18]: https://github.com/EthereumEx/bootnode-registrar
3Release of the Linux 4.9.26 kernel: https:/Ikml.org/lkml/2017/5/3/382
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NXP i.Mx6 UltraLite

ARM Cortex-A7 Core
ARMV7 Architecture

Single Core, 528 MHz

256 Mbyte

DDR3L SDRAM

Bus clock 400 MHz

Transfer rate 800 MT/s

4 Mbyte

Boot-Flash | SPI NOR-Flash

Hosts Barebox Bootloader
512 Mbyte

NAND-Flash
SLC-Technology

Hosts two seperate Linux kernel
Micro SD-Card

2x 10/100BASE-TX Ethernet
Interfaces | 1x USB-OTGI Device

1x USB-OTG2 Host

2x UART

CPU

RAM

Flash

Table 7.2: Technical specification of the gateway.

decentralised blockchain protocols. The second layer is a system specific layer adding packages only
needed for the gateway. Figure 7.2 shows a graphical overview for each layer with their included
packages.

The decentralised protocols layer adds all protocol implementations necessary for the device. For
the blockchain protocol, two implementations of the Ethereum light node protocol are added. First
the Go-Ethereum and second the Parity implementation. Go-Ethereum, as well as Parity, provide an
implementation for a peer-to-peer messaging protocol as well as a peer-to-peer protocol. Although
Go-Ethereum and Parity implement the same protocol specifications they are not compatible any
more. Thus one has to decide of setting up a, for example, the peer-to-peer network, the messaging,
or the blockchain protocol either by using the Go-Ethereum or the Parity implementation. For
this implementation example, the Parity implementation shall be used. Anyway, both clients are
added to the Operating System to ensure flexibility in case the peer-to-peer network or blockchain
implementation changes. During this implementation using the Raiden state channel network is
proposed. Although it is possible to cross-compile the client implementation of the Raiden protocol
cross-compiling all necessary dependencies would have been out of the scope of this work. Therefore
Raiden is not added to the minimal prototype yet but is proposed as a possible implementation for
the state channel concept.
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Generic Blockchain Layer

‘ Go-Ethereum ’ ‘ Parity ’ ‘ Raiden ’

System Specific Layer

‘ Python3 ] [ Sqlite3 ] ‘ NodeJs ]

‘ PySerial ’ ‘ PyModbus ’ ‘ Web3-Py ’

Figure 7.2: Overview of the packages added within the two additional OpenEmbedded layers

Additionally, to the blockchain layer, packages for communicating with the serial interface, running
application code or intercommunicating between applications on the device are added. For an easier
development and distribution of applications the Python* and NodeJs® runtimes are added. Python
is available in both versions, Python 2 and Python 3. To communicate with the serial interface the
Python packages pyserial and pymodbus are added. To intercommunicate with other applications or
just temporary store values the Sqlite3® database engine is added. In order to have a SDK which
supports the interaction with the Parity/ Go-Ethereum node, the Python library web3-py’ is proposed.
Although it is possible to cross-compile the library, doing so would have been out of the scope
of this work. Same as Raiden, this library is not added to the prototype, yet, but is proposed as a
possible implementation for an Ethereum SDK.

Software Development The easiest and fastest way to implement software for the gateway is
using Python or Nodels. It is important to mention, that each dependency used in the application
has to be cross-compiled for the gateway. Because the minimal prototype does not yet support an
Ethereum SDK, for the Python or NodeJs runtime the Go-Ethereum library is proposed. This library
comes together with the Go-Ethereum client implementation and can be cross-compiled with the
toolchain of the Go programming language®. One advantage of the Go programming language
is that the toolchain supports the compilation of source code for any known system architecture.
Hence it is easy developing native applications on the developers own machine and cross-compiling
it for the architecture of the gateway.

4Python Runtime: http://python.org

>NodeJs runtime: https://nodejs.org

6Sqlite3 database engine: http://sqlite.org

TWeb3-Py Package on Pip: https://pypi.org/project/web3/

8The golang programming language and toolchain: https://golang.org/
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Figure 7.3: The implemented prototypical IMS consisting out of a metering device and a gateway.
The red circles point the seals of the devises.

Metering Device

The metering device itself can be any common electricity meter found in a typical household. The
only constraint is the support of a serial interface and a standardised communication protocol. It
is important, that the metering device supports the secure sealing of the connection between the
device and the gateway. Having a secure connection between the device and the gateway allows
using the metering data as verified and trustworthy data. This is especially important when use
cases such as peer-to-peer trading are established on top of the energy management system. Another
requirement for the meter is its broadcast frequency of metering data. This should happen at least
every 15 minutes.

For the prototype, the Froetec Simplex ZN91 meter [DrN] is used. It is supporting the RS485 serial
standard [KugO8] and sends data packets based on the Smart Message Language Protocol (SML)
[Wis08]. The SML is a communication protocol for heaving a lightweight and standardised data
structure for the intercommunication of embedded devices [WisO8]. The meter is sending new
metering data every 15 minutes. Furthermore, as required above a secure sealing of the connection
with the gateway can be established. This is done by adding a case which is connected with the
meter and the gateway which is sealed with leads. Figure 7.3 shows the connection of the gateway
and the meter and how they can be sealed. On the left side, a power connection to the energy grid is
established. The red wire connects the RS485 interfaces of the devices. Additionally, the figure
shows a socket which either contains a producing or consuming device of a possible prosumer
household. The background represents a panel under which the wires can be installed. This panel
also can be sealed, thus the whole connection between the metering device and the gateway can be
considered as secured.
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CPU ‘ RAM ‘ Storage ‘ (0N
> 3.3 GHz (Single Core) | > IGB | > 40 GB | Linux (x64 Architecture)

Table 7.3: Minimal system requirements for an authority node. Adapted from the system specifica-
tion of a AWS t2.micro instance [Amal8].

7.1.3 Authority Nodes

In practice, the authority nodes can be any Linux machine, which is powerful enough to host the
decentralised protocol layer. Although most of the protocol implementations are platform indepen-
dent, or at least can be compiled for Windows machines, as well, the practical implementation has
shown, that the implementations run far more stable on Linux machines than on a Windows machine.
The minimum amount of computing power should not reach under the standard specification of
a minimalistic cloud virtual machine. Table 7.3 shows an example specification which is at least
required to run all protocols. Besides the authority nodes should be able to expose their IP address
into the network. If this is not possible Intelligent Metering Systems will not find the node and will
not be able to join the network. On top of this machine, a Parity client for the peer-to-peer network
and the messaging protocol, a client for the decentralised file storage and a state channel client are
deployed. The specific technologies for the messaging, decentralised file storage and state channel
protocols are proposed in the succeeding section. Additionally, to the Parity client, another Parity or
Go-Ethereum client should run on the node which can then connect to the public blockchain. It is
recommended to host the clients as a system service which restarts automatically during a possible
system failure.

For the prototype three virtual machines, meeting the minimum requirements, are hosted on the
Amazon Web Service Cloud® by Oli Systems. The other machine is a dedicated server running
Ubuntu at the Technical University of Munich with at least has the same hardware specifications.
Currently, there are only the Parity client for the peer-to-peer network, the messaging protocol and
a client for the decentralised file storage protocol running. Additionally, the network monitor and
a blockchain explorer of the permissioned blockchain is running on one virtual machine of Oli
Systems.

9 Amazon Web Services: https://aws.amazon.com
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7.2 Decentralised Protocol Layer

The decentralised protocol layer consists of several protocols proposed in the generic architecture
concept. Following, possible implementations of these protocols and their application will be
described.

7.2.1 Peer-to-Peer Messaging

Peer-to-peer messaging relies on a peer-to-peer network, hence it is worth to utilise the already
established peer-to-peer network. The Parity client comes with an implementation of the Ethereum
Whisper protocol, which runs on top of the Ethereum network. Enabling Whisper on the Parity
clients allows the communication over subscribed topics which get broadcasted over the network.
All the nodes in the network of the prototype have the whisper protocol enabled. However, there is
no final interface definition yet for developers. Thus, the functionality of the protocol can be shown,
but integrating Whisper in applications is not possible, yet.

7.2.2 Permissioned Blockchain

For the permissioned blockchain, a proof of authority blockchain has been implemented. Based
on the experiences made during the implementation, a too small number of authorities will lead
to a network breakdown and a too large number of authorities will lead to high latencies in block
propagation and validation. Therefore an arbitrary amount of possibly six authorities has been
selected, which is not too small and not too large. Listing 7.1 shows a shortened version of the chain
specification file for the permissioned blockchain. Every participant connecting to the network and
syncing the permissioned blockchain needs the chain specification file. The specification defines
a chain named olichain with the Parity native Aura consensus algorithm [Para)]. This consensus
algorithm aims to choose an authority from the /ist of authorities in order to seal a new block, every
three seconds. If the current validator is not available, the engine will choose the next validator
from the list in a Round Robin procedure [Para]. Therefore, in an ideal scenario, the block time
would always be around three seconds. A smaller step duration should not be set, as this can lead
to multiple blocks sealed in parallel due to latency issues in the network. In the prototype, four
authorities are set up. This can be extended up to six authorities. The Genesis block, the very first
block in the chain, is defined as mined by a proof of authority consensus with a gasLimit around
8.000.000. The networkID is defined in the parameters section. The networkID is important for
the underlying peer-to-peer network protocol in order to find nodes running on the same network.
Several initial accounts, including the accounts of the validators, have been defined, which start
with an initial amount of Ether. This is also the maximum available amount of Ether in the network
because the Aura algorithm does not supply a block reward out of the box. For the prototype, an
amount of ten Million Ether has been set. Ether is just used as a participation token. Whoever
has Ether can use it to write on the blockchain. This means that all authority nodes only accept
transactions with a gas price set greater than zero. In the prototype, the minimum gas price is set to
40. Therefore, the underlying cryptocurrency can be named as POA (Proof Of Authority) as it is only
necessary for writing onto the blockchain and executing the consensus algorithm. In future, this may
be changed by a currency which is coupled to some value in order to pay upkeep costs of the network
and prevent participants from too many transactions. The last section of the chain specification
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file describes the nodes serving as the entry points for the peer-to-peer network. Only with these
nodes, a new node can connect to the existing network. In order to make development easier and
to have a generic insight on the database of the permissioned blockchain, a central Blockchain
Browser is deployed. This shall just be for development purpose generating an easier way to debug
and overview the data transmitted on the blockchain. Figure 7.4 shows the deployed Blockchain
Browser.

Listing 7.1 A shorted version of the chain specification for the permissioned blockchain.

{

"name": "olichain",

"engine": {
"authorityRound": {

"params": {
"stepDuration": "3",
"validators": {
"list": [List of Authorities]
}
}
3

o

"params": {"networkID": "@x62121", [...13},

"genesis": {

// Sealed by Authority Round
"gasLimit": "@Ox800000"
Yo

"accounts": { [...] 3},

"nodes": [
"enode://KeyOfFirstAuthority@ip:port",
"enode: //KeyOfSecondAuthority@ip:port",
[...]

]

}
Etherchain Light Home  Accounts  PendingTx  Tools~ Block / Tx / Account Submit I

Recent blocks

Number Miner Timestamp #Tx
697768 0x36e4182¢362e116c0e517b3c6e77500ddcec082e 2018-11-27710:17:00+00:00 20
697767 0x19fcc770¢2a40ff319e3cdc975a2f0f948d032b0 2018-11-27710:16:51+00:00 8
697766 Oxcaea3a%b4ebeba94990f569052bfe7b4633b7407 2018-11-27T10:16:45+00:00 12
697765 0x36e4182¢362e16c0e517b3c6e77500ddcec082e 2018-11-27T710:16:42+00:00 0

Recent Transactions

Hash From To
0x9da9480d 0xd948c52b2d78882b4606a489498101effb11641d 0x18bea8118b4dd16103c75ee5ce431dcd 1a44d9f4
0x9635ed1d 0xd948c52b2d78882b4606a489498101effb11641d 0x9e9fcddbb2697218e40cecd253163d2087fa07e2

Figure 7.4: Centralised Blockchain Browser of the permissioned blockchain.
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7.2.3 Public Blockchain

The concept is proposing any public blockchain sustainable and immutable enough to be hosted as
a data backup. Additionally, it could be at an advantage of having tradeable established valuable
tokens on the public chain. For the implementation, the proof of authority based Energy Web Chain
is proposed, because it is aiming to be the standard blockchain for energy-related use cases and does
not rely on a proof of work consensus. Each authority node connects with its additional running
Parity client to the Energy Web Chain, using its provided chain specification file. In order to be
able to write to the chain Energy Web Tokens (EWTs) have to be purchased. After purchasing some
tokens and syncing the chain it can be used for interchain token trades or for creating data backups
of the permissioned blockchain. Furthermore, the participants of the underlying grid could think
about getting part of the Energy Web Foundation in order to influence decisions based on their
special needs.

During the implementation of the prototype, Oli Systems is part of the Energy Web Foundation
and also hosts an authority node at the Energy Web Chain. This gives the opportunity to be part of
the Governance process of the Energy Web Chain while using it as the public blockchain protocol.
Although the steps on how to add the public blockchain layer to the implementation of the prototype
are explained, these steps have not yet been implemented in the minimal prototype.

Backup Validation

It is one utilisation of the public blockchain to make the permissioned blockchain more persistent and
more tamper-resistant. This can be done by a Backup Validation contract. The Backup Validation
contract is a contract which stores a hash-sum of aggregated block headers. A good example would
be the aggregation of the last 100 block headers into one root hash.

Listing 7.2 shows the main functions of the contract in its Solidity code. The main function is the
setBackup function. It takes a timestamp, the block number of the block where the aggregation
starts, the block number where the aggregation ends and the block hash of the aggregated block
headers. The function itself only takes a modifier which makes it executable only for a set list of
Verifiers. The onlyVerifiers-modifier checks whether the transaction sent to the contract is sent by a
verifier and aborts if not so. After this check, the serBackup function hashes the parameters into a
single hash and saves it in a map of unverifiedHashes. Afterwards, the function checks if all verifiers
have sent the same aggregated hash and if positive sets verifiedHash to the current hash. This type
of contract is called an Oracle contract because only if all, or a specific amount, of verifiers, have
sent the same backup the current hash is seen as the new verifiedHash. Doing so enables executing
the smart contract in a decentralised manner. At the end of each new verifiedHash, the contract
emits a VerifiedBackup-Event which can be used by the validators to again to start aggregating
block headers. For the example implementation, all authority nodes can be part of the verifiersMap
and if two third have sent the same hash, the verifiedHash will be executed. In case of a network
breakdown or a tampered permissioned blockchain, the events can also be used to track back all
issued hashes and verify still existing copies of the former permissioned blockchain.
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Listing 7.2 Backup Validation with authority oracles.

modifier onlyVerifiers {
require(
verifiersMap[msg.sender] == true,
"Only verifiers can call this function."
D8

—

function setBackup(uint timestampParm, uint blockNumberStartParm, uint blockNumberEndParm,
string blockHashParm) public onlyVerifiers {
verifiedDataBackup memory backup = verifiedDataBackup(timestampParm,
blockNumberStartParm, blockNumberEndParm, blockHashParm);
bytes32 hash = getHashedStruct(backup);
unverifiedHashes[msg.sender] = hash;
if(checkHashes()) {
verifiedHash = hash;
verifiedBackup = backup;
emit VerifiedBackup(backup.timestamp, backup.blockNumberStart,
backup.blockNumberEnd, backup.blockHash);

The oracle concept used for the backup contract can also be used for interchanging data with the
permissioned blockchains of other grids. If all authorities have submitted the same data to the Energy
Web Chain, the data is accessible for other nodes of any other network. During the implementation
of the minimal prototype, only the contract has been developed but not the client code issuing the
transactions to the contract, yet.

Interchange of Assets

An interchange of assets can be implemented with the Parity Bridge shown in section 5.1. The
Parity Bridge helps to interchange valuable cryptocurrency between the Energy Web Chain and
the permissioned blockchain. The interchanges have to be validated by a group of authorities
which are the same authorities than the authority nodes. Within the bridge, Energy Web Tokens get
deposited on the contract of the Energy Web Chain. The bridge then issues the same amount of
arbitrary ERC20 tokens on the permissioned blockchain. To do so, an authority has to deploy two
bridging contracts. One contract on the Energy Web Chain and another contract on the permissioned
blockchain. The deploying authority creates a bridge.db file which has to be shared with the other
authorities. Every authority has to install the Parity Bridge client. These authorities then use the
bridge.db file to connect with each other and validate the interchanges of assets in an authority
round. Listing 7.3 shows an example of the bridge.db file. In order to verify that the deploying
authority has deployed the correct contracts, the source code can be uploaded at the block explorers
of the two chains [Parb].
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Listing 7.3 Example for the bridge.db file shared by the authorities [Parb].

home_contract_address = "@xebd3944af37cccbb67ff61239ac4fef229c8f69f"
foreign_contract_address = "0xebd3944af37ccc6b67ff61239ac4fef229c8f69f"
home_deploy = 1

foreign_deploy = 1

checked_deposit_relay = 3

checked_withdraw_relay = 4

checked_withdraw_confirm = 4

The Parity Bridge only handles Energy Web Tokens, thus to be exchanged into ERC20 tokens,
other established tokens on the Energy Web Chain first have to be exchanged into Energy Web
Tokens. The same has to be done with tokens on the permissioned chain. Because the integration of
the Energy Web Chain is not implemented with the prototype the Parity Bridge is also not been
implemented.

7.2.4 Decentralised File Storage

The decentralised file storage proposed in section 6.2.2 can be implemented with the Ethereum
Swarm protocol. In the implementation example, each authority node hosts a Swarm node which
then can be used as a file storage distributing static files. To do so, each authority node also has to
provide a file storage gateway which then can be accessed by the participants. The participant then
can download necessary files, for example, a graphical user interface, if he knows the hash-sum,
called swarm hash [Eth] of the file. This has been done for the prototype as described. Listing 7.4
shows the upload of a file and its download into a separate file, with the returned swarm hash.

Listing 7.4 Interaction with one of the swarm nodes.

$ swarm up welcome.md
> 99863a4d8b85484c2aa63ddc6d178390c7ab@cb6d4bece27717df20a14b00of1ae
$ swarm down bzz:/99863a4d8b85484c2aa63ddc6d178390c7ab@c6d4bece27717df20a14b00f1ae dwnld.md

Ethereum Nameservice

In order to make distributed files resolvable with an understandable identifier, Ethereum Nameservice
contracts can be deployed on the permissioned blockchain. Furthermore, the contract addresses
have to be linked with the Swarm clients on the authority nodes. Application providers can then
register their applications and its parts. Each application gets its own node. Each subnode of this
node can be seen as an application part. A possible example is one subnode for the smart contracts,
one for the files necessary for the IMS and one for the files for the graphical user interface. An
identical identifier for the graphical user interface of an application developed by Oli Systems, for
example, could be gui.exampleapp.oli. This name can then be resolved over the file storage gateway
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of an authority node. A nameservice also gives the participants the possibility of recalculating the
Swarm-Hash and check if they received the expected files. Implementing an Ethereum Nameservice
has not been done yet for the prototype.

7.2.5 State Channels

As shown in the analysis in section 5.1, state channels are a protocol for aggregating transactions
apart from a blockchain protocol. The currently most famous state channel implementation is the
Raiden implementation. Therefore, this implementation suggests using the Raiden protocol. As
mentioned in the sections above, cross-compiling Raiden would be out of the scope of this thesis.
However, this section shows how state channels could be implemented. Before being able to run
Raiden, the Raiden contracts have to be deployed on the permissioned blockchain. Because Raiden
only supports ERC20 tokens to be transferred over the network, an ERC20 token contract has to be
deployed for every use case using the state channel protocol. This token can then be added to a new
token network and used for off-chain transactions. The Raiden network can be enabled by running
a Raiden client on each participating node.

7.2.6 Private Transactions

As explained in section 5.1.5, private transactions are basically a way of transacting encrypted
state on the blockchain. With the Parity private transaction protocol, a public contract containing
the encrypted state and encrypted bytecode of the contract which deals with that state has to be
created. This contract has to be deployed by one of the participants using the contract. Therefore a
public contract with its private encrypted contract inside has to be deployed on the permissioned
blockchain. Inside the public contract, validators have to be defined. Because participants already
trust the authority nodes, those nodes can act as validators as well. The keys needed to decrypt
the content of transactions are stored in a secret store. This secret store has to be shared between
the participants of the private transactions. Since participants already use the authority nodes as
validators, the secret store can be deployed on the authorities, as well. After the Parity nodes have
been configured for accessing the deployed contracts and using private transactions, the participants
can issue an encrypted transaction. [Parc]

7.3 Decentralised Energy Management Applications

On top of the architecture, the application provider can develop applications utilising the supplied
protocols. As mentioned in section 6.2.4, an application typically is divided into three parts. One
part which runs on the IMS, one part which is distributed to the user and can be accessed for example
with a Browser, and a third part which resides on the decentralised protocol layer, such as a smart
contract. There are several libraries and application interfaces available supporting the development
of the application provider. For the first part, the Go-Ethereum client library is available for the
Ethereum blockchain protocol and whisper. For the Raiden protocol pure HTTP requests or the
Raiden Python client code, if cross-compiled, can be used. Private transactions can currently be sent
only over raw HTTP calls. However, Parity supplies some tools to encrypt the data with the senders
key, sent in the private transaction. For the second part common Ethereum SDKs like Web3Py or
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Producer's Transaction History

Account Address: 0x22563388B5f57fe921661B721B87E490c18A6392

Eth Address Time Power [W] Block Number BlockHash Gas Price [wei]
0x22563388B85f5... 16-11-2018 11:15.., 0 518273 Ox=4d73a5e5797... 60
0x22563388B5f5... 16-11-2018 11:20... 4000 518288 Oxe239693c2393... 60
0x22563388B5f5... 16-11-2018 11:22.., 4000 518305 0x6e305cb603bb... 60
0x22563388B5f5... 16-11-2018 11:27... 4002 518358 0x547b5df34f038... 60

Figure 7.5: Transaction history of the production data sent by the IMS developed for the minimal
prototype. [Yah18]

Web3Js can be used. These libraries cover all protocol implementations necessary. For application
logic residing on the permissioned or public blockchain, Ethereum smart contracts can be deployed
which are written in Solidity!® programming language. In order to distribute their applications,
application providers can use the Ethereum name service on the permissioned blockchain to register
their application and its parts.

7.3.1 Energy Browser

During the implementation of the minimal prototype, an Energy Browser'! has been deployed
on top of the architecture. The Energy Browser is a decentralised dashboard for browsing energy
data in a power grid developed by Oli Systems[Yah18]. The Energy Browser itself is a JavaScript
implementation based on the Web3Js library. The application is reading transactions sent to two
smart contracts by the participants of the power grid. Currently, the blockchain data read by the
JavaScript implementation is provided by an authority node. The transactions, in general, contain
the amount of energy produced or consumed. If energy is consumed by a participant, this transaction
is sent to a contract storing all consumption values for each participant. If energy is produced by a
participant, this transaction is sent to a contract storing all production values. The smart contracts
are deployed on the permissioned blockchain. The statical files for the graphical user interface of
the Energy Browser are delivered over a gateway of the distributed file storage. For the Intelligent
Metering Systems, a client code is implemented. This code reads the metering data from an SQL
database and sends it either to the production or consumption contract. Because the meter used
for the IMS only provides new information every 15 minutes, the transactions are sent in this time
interval. Figure 7.5 shows the transaction history of the production data sent by the IMS to the
production contract. Figure 7.6 shows a screenshot of the live monitor of the Energy Browser.

1OSolidity documentation: https://solidity.readthedocs.io/en/v0.5.0/
11 Available at http://Oli-Chain.com
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Figure 7.6: Screenshot of the live monitor of the Energy Browser [ Yah18]

Furthermore, an additional client code is deployed on the IMS. In addition to storing the data sent
to the contract, the contract issues an event for every new entry containing the currently submitted
power values. This enables participants reading the blockchain to react to this event. The client
code deployed on the IMS also does this and shows in a prototypical way how those devices could
react to this events. Figure 7.7 shows a console log of the IMS where received events from the
Production Contract are printed and could possibly be handled, afterwards. A possible reaction
could be a message to the consuming devices of a household in order to switch them off, if the
energy grid does not offer enough produced electricity. Figure 7.8 shows the interaction between the
several actors from figure 6.5 for the concrete example of the Energy Browser, where Oli Systems is
providing the application and a Households sends its production and consumption values to the
contracts.

Additionally to the things done during the prototype, the application could also use the deployed
Ethereum Nameservice for distributing the application files and the versioning contract. This gives
the participants a way to verify the files they received by a file storage gateway. In favour of reducing
the confidence of trust on single parties, the blockchain data supplied by an authority node could be
changed into a use case in which the data is read directly from the blockchain client on the IMS.

95



7 Implementation
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Figure 7.7: Received events from the IMS which are sent by the Production Contract of the Energy
Browser.
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Figure 7.8: Interaction between the several actors for the concrete example of the Energy Browser
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With the generic architecture, a concept has been introduced which tries to solve the problem of a
decentralised energy management system. Furthermore, a possible implementation of the concept
with a minimal prototype has been proposed in the previous chapters. Same as the existing solutions
those artefacts shall be evaluated against the requirement implications identified in section 4.1.

8.1 Functional Requirements

The functional requirements describe the basic characteristics a decentralised energy management
system should provide. Following the proposed architecture should also provide those characteris-
tics.

8.1.1 FR1: Connecting Participants

The underlying peer-to-peer network interconnects all participants of one grid. Additionally, com-
munication capabilities such as peer-to-peer messaging and the overlaying blockchain protocols
have been proposed in the concept. This allows all participant to communicate with each other and
not to rely on a third party when it comes to collaboration between several members of the grid.
Furthermore, participants can address other peers over their unique address within the network
or specific messaging topics. Thus, the concept provides a means to interconnect and establish
communication between participants of a single network. Intercommunication over the borders
of the local grid is also possible, but only with the utilisation of the public blockchain protocol.
Moreover, participants need the authority nodes in order to collaborate with grid members outside
of the local power grid. These features fulfil requirement FR1. The feasibility of requirement FR1
has been shown within the proposed implementation and has been realised in the prototype for a
small single peer-to-peer network.

8.1.2 FR2: Data Storage and Collection

The generic architecture proposal proposes two concepts for storing and collecting data. First by
using blockchain technology and second by using a decentralised file storage. These two concepts
provide a means for the participants to transparently store data and make it accessible for other
members of the grid. Blockchain technology is suited for mapping power values into digital assets
like cryptocurrencies. Although standardised data formats have not been proposed, standardised
formats can be established by deploying contracts exposing a unique interface to the user. An
example of a unique interface is the introduced monitoring use case, where the interface defines the
data format which all participants have to adapt to. The feasibility of requirement FR2 has been
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shown within the proposed implementation by utilising the provided blockchain protocols to store
energy data and visualise them with the decentralised Energy Browser. This also has been realised
within the prototype. As shown during the prototype implementation, querying the blockchain
might be difficult with the IMS. Reading a large number of blocks requires a high amount of 10
data which might not be fulfilled by the embedded device. Therefore, the most promising energy
management use cases are sending data to the blockchain and interact with the devices over smart
contracts. It is recommended that querying blockchain data should be done over a remote node with
more computing and IO power or over static files provided over the decentralised file storage.

8.1.3 FR3: Open and Extendible Platform

The architecture proposal itself provides an open and extensible platform for the participants of
the energy management system. Application providers can choose which protocols they want to
integrate within their applications without any restriction. The only requirements an application
provider should fulfil is the necessary knowledge about the architecture and how decentralised
applications work. By integrating the Energy Browser application into the platform the extendibility
of the platform is shown. Because all the technologies used for the implementation are accessible
for everyone, application developers can get familiar with those technologies. Developers can start
developing for the decentralised energy management system, which fulfils FR3.

8.2 Non-Functional Requirements

The main characteristics of a decentralised energy management system and the characteristic of
a decentralised energy grid implies several non-functional requirements, as well. Whether those
requirements are fulfilled is explained in the following sections.

8.2.1 NFR1: Decentralisation

The generic architecture proposal tries to be as decentralised as possible and centralised as necessary.
Despite using decentralised concepts and technologies the architecture comes with some trade-offs
The first trade-off is that the Intelligent Metering Systems are only running light node protocols
of the permissioned blockchain and are dependent on the authority nodes. Second, in order to
save computational resources and increase throughput, the consensus mechanism is passed to
a group of authorities. Third, the IMSs are not capable of hosting their own file storage node,
meaning participants have to access one of the provided gateways. As long as the architecture is
dependent on a number of nodes and not from a single or individual node, the architecture is still
decentralised enough for the energy management system. With the publishing of this thesis and
several development tasks, the architecture and technology decisions of the underlying platform
are made transparently available. Therefore, there is no dependence from a single entity which
hosts the knowledge the platform is built upon. During the implementation of the prototype, some
centralised drawbacks have to be taken into account. Those drawbacks have to be removed when
publishing a public and productive energy management system. The implemented prototype is still
centralised because one party is hosting most of the authority nodes. The blockchain data used for
the Energy Browser use case is not read directly from the IMS. Although extending the use case to a
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scenario where the blockchain data is read from the node on the IMS, which reduces dependencies
on single parties, the IMS has still to trust the number of authorities in the network. In conclusion,
the architecture has no single point of failure and no single central party operates and maintains the
system. The system reflects the decentralised energy architecture into a digitalised one.

8.2.2 NFR2: Availability

With the fulfilment of requirement NFR1 also a high available system has been established. The
decentralised and independent hosting of transaction logs, applications and data files makes the
system resistant against failures and makes it highly available. One disadvantage with the proposed
implementation of using an Ethereum based peer-to-peer network and the proof of authority consen-
sus mechanism is its requirement for a sufficient network size. If the amount of participants is too
small single participants can lose network connection which reduces availability for the participant
and the network itself. This is especially a problem if an authority node loses connection. In proof
of authority, the node will still validate new blocks which results either in the creation of a side
chain or in the lack of the ability for the node to reconnect to the network. This has to be considered
when setting up the architecture for production use. The prototype also provides compensation
mechanisms in case the Intelligent Metering System loses internet connection. In such an event the
node stores the data and requests until the connection has been restored. One drawback can be the
limited storage capacities of the IMS which can lead to a loss of data if the device is disconnected
for too long.

8.2.3 NFR3: Scalability

State channels, Whisper and the utilisation of a permissioned consortium blockchain solve the
scalability issue in terms of transaction throughput. Still, a large number of participants can be
integrated into the system by deploying multiple instances of the permissioned blockchain. The
implementation of the prototype has shown, that storing large amounts of data can be a problem,
especially with blockchain technology. Since data is not partitioned over multiple nodes and every
node has a single copy the storage upkeep for syncing the permissioned blockchain and even more,
the public Energy Web Chain might increase significantly during uptime of the system. Therefore,
NFR3 is only solved for the first dimension of scalability but not for data capacities.

8.2.4 NFR4: Performance

The architecture proposal tries to solve performance issues by utilising a permissioned blockchain
and swapping load from the blockchain protocol to state channels or messaging protocols. As
some applications do not need a persistent transaction log performance issues are solved by state
channels and the peer-to-peer messaging protocol. However, if a persistent transaction log is required
blockchain protocols still suffer from performance issues. During the development of the prototype,
with the utilised proof of authority consensus, an average block time of 4.72 seconds with an average
propagation time around 40 milliseconds and a gas limit scalable up to 80.000.000 gas per block has
been achieved. This means, that the network can handle every 4.72 seconds around 500 transactions
with a gas size of 160.360 every 4.72 seconds. 160.360 is the gas amount needed for sending power
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and consumption values of a participant to the smart contract of the Energy Browser. Assuming that
participants want to write on the blockchain at least every 15 minutes enables 100 participants to
write 951 transactions each in a 15 minutes time interval. Although this expects an evenly distributed
transaction throughput the number of possible transactions for each participant is still large enough
to host multiple applications at ones. The following equations show the calculation of the 951
transactions per participant.

15min * 602£<
AvailableGas = Tm”‘ * 80.000.000gas ~ 15.254.237.288gas (8.1)
.T2sec
AvailableG
AvailableTransaction = W ~ 95.125¢transactions (8.2)
AvailableT ti t ti
ParticipantsTransactions = vatavre lja.nsac tons ~ 95 rans.ac. tons (8.3)
100participants participant

Performance still can be an issue if lightweight nodes want to read data included in the entire
blockchain. Since the IMS is limited in its computational capacities, this might take much time and
has to be considered when building applications utilising the permissioned blockchain.

8.2.5 NFR5: Data Protection, Security and Privacy

Exchanging data in a closed network with a permissioned blockchain makes data only available to
users who are part of the network. However, using a network contract which registers all participants
exposes their identifiers to all other participants and may result in privacy issues. Participants can
come up together about which data is shared and which data should not be shared among each other.
Furthermore, each participant on his own can decide to which extent he wants to reveal his personal
data. Encrypting private state and peer-to-peer messaging enable communication aside from the
traceable blockchain protocol. Since the exchange of encrypted state always needs some third party
peers, using concepts like private transactions can result in lack of decentralisation and should be
considered. Because data is only sent with a pseudonym this can be seen as impersonal data which
conform to possible regulations. Nevertheless, application providers need to be sensitive with the
contact of the participants’ data. Private data may be exposed which makes it necessary to only
store data which is really needed on the blockchain.

8.2.6 NFR6: Data Persistence

Permissioned blockchains do have the drawback of being more tamper-prone than public blockchains.
In contrast to other blockchain solutions, the proposed architecture does provide a means to make
data stored on the blockchain more persistent. The implementation proposes a possible backup
contract. It has to be considered, that only data hashes are stored on the public blockchain, requiring
at least one node with a valid data copy to be able to restore the data. Furthermore, the proposed
implementation does not cover a solution on how to restore the data automatically and how to handle
reorganisations of the chain.
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8.2 Non-Functional Requirements

8.2.7 NFR7: Auditability

As long as applications only utilise the permissioned blockchain protocol, such as the Energy
Browser, all transactions are fully auditable. In the case of the utilisation of state channels or whisper,
auditability is not provided anymore. Therefore, out-sourcing transactions off the blockchain always
come with a trade-off in auditability. Because application providers might prefer a performant and
not always traceable application requirement NFR7 may not be fulfilled all the time. Moreover,
NFR7 is only fulfilled in specific contexts, where auditability is more important than data privacy
and transaction throughput.

8.2.8 NFR8: Hardware Requirements

The architecture concept proposes the hosting of the blockchain on powerful authority nodes which
enables the usage of light nodes in the households. Therefore, lightweight devices can mostly be
used within the network, which is a condition of requirement NFR8. In the implementation, the
do-ability of lightweight devices reading metering data and sending it to the energy management
system is shown by using a traditional meter and a lightweight gateway. By using a device for the
gateway from a manufacturer who is specialised in producing devices exposed to strong weather
conditions and load peeks this requirement is also met. The prototypical Intelligent Metering System
realises the concept and its implementation proposal successfully. The network mostly consists of
embedded devices hard to be exposed and possibly being installed in an environment with strong
weather conditions. Thus requirement NFRS is fulfilled.

8.2.9 NFR9: Self-Sustainability

The architectural concept is only proposing the creation of a governmental entity but is not proposing
any economic incentive. Therefore, the only incentive provided by the architecture is the interest of
the participants to keep the platform up and running. Thus NFR9 is only fulfilled if the implemented
governance structure rewards application providers, authorities and other parties keeping the system
alive with an economic incentive.
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9 Conclusion and Outlook

In this thesis, a generic blockchain architecture for a decentralised energy management system has
been proposed. With an energy management system, participants of a power grid can interconnect
with each other in order to make energy consumption and production more efficient and save costs.
Especially the energy transition with its rise of new participants acting as unpredictable prosumers
makes an energy management system, which maps the new decentralised power grid, more and
more important. Therefore, the architecture interconnects all participants of a local power grid and
beyond its borders. It is able to act as a distributed state machine which can store and provide all
data necessary to fulfil one’s own energy management policies and therefore establishes an open
and extensible platform.

After getting familiar with currently related researches and necessary background knowledge, it
was the first step of the thesis to identify the most important requirements requested by a DEMS.
The work also discussed whether an architecture approach which utilises blockchain technology is
necessary and contrasted it against the utilisation of common database management systems.

As a second step, several possible decentralised technologies and concepts have been analysed. It was
the goal to find already existing concepts which could help to fulfil the underlying requirements of a
decentralised energy management system. Thus, already existing blockchain solutions implementing
energy-related use cases have been examined. A classification against decentralised characteristics
and an evaluation of their fulfilment of the identified requirements has been done before the
development of the architectural concept.

Based on the acquired knowledge an architectural concept for a DEMS has been presented. The
proposed architecture is based on a peer-to-peer network of lightweight nodes together with a
group of authority nodes. The main part of the network is a permissioned blockchain, which shall
fulfil the identified requirements together with other protocols responsible for scalable and private
communications between the participants. In order to interconnect with other local power grids, the
utilisation of a public blockchain has been introduced. Finally, the architecture is extendible with
decentralised applications such as an energy monitor.

In order to show the feasibility of the concept a possible implementation of the proposed concept
together with a minimal prototype have been introduced. The implementation proposes several
technologies of the Ethereum platform, realising the concepts introduced in the generic architecture.
In order to have a lightweight device which is cheap in production costs and energy usage, each
network node consists of a gateway and a metering device. For this purpose, a minimal operating
system has been implemented which runs on the gateway. To show the suitability of the proposed
implementation an already developed decentral energy monitor application has been deployed on
top of the architecture stack.
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9 Conclusion and Outlook

In the last step, as well as the preexisting solutions, the proposed generic architecture together with
its implementation and minimal prototype have been evaluated against the identified requirements.
While all of the functional requirements have been fulfilled, the architecture does not provide a
solution in respect to scalability for data capacities and results in a trade-off between auditability and
privacy requirements. Still, the architecture fulfils the needs of a decentralised energy management
system and can be seen as a reference architecture for a standardised platform deployed in a local
power grid.

Outlook

As blockchain technologies are still under heavy development and complex use cases are therefore
difficult to bring in a productive state, this work only sets the foundation of research possible in
the field of energy-related blockchain solutions. Only when a platform, such as proposed in the
developed thesis, is established as the foundation for a smart power grid, application providers can
start bringing production ready use cases in the energy field. Thus improving the proposed concept
and focusing on a production-ready implementation which becomes the standard for underlying
power grids shall be the main goal of possible future works.

The first improvement possible is the proposal of a more distinct governmental structure and rules
for economic incentives within the participants. This has not yet been done by the previous work, to
a sufficient extent. Thus, in the future, the architecture needs a means for fine granular permission
management and on-chain governance implementations.

Another improvement could be the extension of the proposed architecture with a multi-chain
technology, such as Polkadot!. Although bridging contracts and oracles try to enable interchain-
communication, multi-chain concepts enable the way for a more efficient communication with more
possible use cases.

Because the proposed concept does not provide a solution for scalability in terms of data a possible
future work could be the investigation of this requirement in more detail. One possible approach
would be the application of decentralised databases, whereas the permissioned blockchain is only
used to store data hashes for validation. Another approach could be the utilisation of partitioning
the data stored within the blockchain. Investigating possible approaches against their scalability
characteristics and their trade-off against decentralisation would be valuable for a future improvement
of the architecture proposal.

Finally, one could evaluate the proposed implementation with real operational data and extend
the minimal prototype with the missing technologies. This will further prove the feasibility of the
architecture and pave its way of becoming a standard reference architecture for not only energy-
related use cases.

Ipolkadot: https://polkadot.network
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