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Abstract
Rapidly changing custom demands and increasing global competition require
manufacturing companies to produce various products in a more adaptive and
efficient manner by using more intelligent machinery. However, the maintenance of
such advanced machinery is one of the major costs for manufacturing companies
especially for asset-heavy industries. The inefficiency of traditional maintenance
strategies leads to the desire for data-driven methods for predictive maintenance.
As a classic unsupervised learning method, cluster analysis is able to group a
given data set into different meaningful subsets without prior knowledge. It is
easily adapted to different systems. But most clustering methods are based on the
assumption of either the statistical distribution or the structure of given data. This
assumption limits the applicability of clustering-based methods to solve problems
like the condition monitoring and the predictive maintenance of complex industrial
systems, which mostly have non-convex data.
The main goal of this work is to develop a more general representation and
similarity measure for clustering-based anomaly detection methods, which should
improve the accuracy of clustering-based anomaly detection methods and should
be applicable on data sets with different structures (shapes): both convex and nonconvex.
To achieve this, a non-convex hull-based representation and the corresponding
similarity measure were introduced in this work. This solution makes no assumption on either the structure or the distribution of given data and therefore can be
combined with any kind of clustering method. Furthermore, it can better reflect the
natural structure of given data and thus has high generality.
In order to learn a non-convex hull-based representation of given clusters, two
novel algorithms were developed to compute n-dimensional non-convex hulls of
given data. Furthermore, a new algorithm to determine the position of a point to an
n-dimensional non-convex hull was also proposed as similarity measure between
a test point and the normal behavior represented by non-convex hulls.
The theoretical results in non-convex hull-based representation and the corresponding similarity measure were validated with four real world data sets, as well
as two sets of artificial data. The obtained results show that the non-convex hullbased solution can significantly improve the accuracy of the cluster-based anomaly
detection on non-convex data sets. Furthermore, the performance of the nonconvex hull-based solution on convex data sets is as similar as the state-of-theart cluster-based anomaly detection methods. Therefore, the experimental results
testify to the high generality and applicability of the proposed approach in practice.
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Chapter 1

Introduction
In this chapter, the problem statement, research questions and the structure of this
thesis are introduced.

1.1

Clustering-based Anomaly Detection with Non-convex
Data in Industrial Automation Systems

Today, customer demands are changing more rapidly than ever before. With
globalization and increased competition, manufacturing companies have to satisfy
their customers by offering a wide range of products [BM11]. This pressure is
also passed along the value chain to vendors of machinery and equipment, who
have to supply the manufacturing companies with more intelligent machinery and
equipment to meet their requirements on adaptively and efficiently manufacturing
[OV18]. Also, technological advances in recent years enable vendors of machinery
and equipment to integrate intelligent control systems and novel human-machineinteraction systems into their products to ensure high production efficiency and
low configuration efforts [EPP+ 12], so that this machinery and equipment can fill
the requirements of manufacturing companies.
But the maintenance of industrial automation systems built with such advanced
machinery is one of the major cost for manufacturing companies especially for
asset-heavy industries. Current studies show that the unplanned downtime of
plants is costing manufacturing companies an estimated 50 billion US-dollars each
year and reduces the overall productivity by 5% to 20% [Del17]. These statistics
reflect the inefficiency of the traditional maintenance strategies, e.g. breakdown
maintenance and scheduled maintenance. According to a study sponsored by GE
Digital [MN18b], 91% of automotive and discrete manufacturing companies and
93% of process manufacturing companies in Europe aim to reduce the repair time
and the unplanned downtime by applying predictive maintenance strategy.
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The absolute keys to implement predictive maintenance are machinery specific
data and a model to predict when a failure will occur [ZYW19].

Normally,

early detection of system abnormal symptoms (anomalies), e.g. wear, suboptimal
energy consumption, is one of the most effective way to predictive maintenance.
The dynamic nature of modern highly automated industrial systems has led
to an increasing system complexity: more complex system structure and more
configuration overhead; more complex system behavior; more complex interconnections and interdependencies between involved components, machines and
labors [GCD15, NL15].

The dependencies between different components and

subsystems of industrial automation systems are no longer easy to understand
for users. Manually creating physical models of anomaly detections that explicitly
describe the relationship among the system observations is therefore unrealistic in
such complex and adaptive industrial automation systems [DG13].
On the other hand, the increasing amount of historical process data encourages the application of more generic modeling formalisms based on data-driven
technologies for the purpose of anomaly detection in complex systems instead
[NL15]. By performing various data-driven methods on the historical process
data, system behavior models that implicitly represent the relationship among
the system observations can be learned automatically. The live data acquired
from the systems can be compared with the learned system behavior model to
deduce health states of systems automatically. For manufacturing companies, datadriven anomaly detection approaches are desired to facilitate the maintenance
tasks and reduce the unplanned downtimes more efficiently [BMW19].

For

vendors of machinery, the integration of data-driven anomaly detection functions
into their own productions can improve the reliability of their products and
meets the requirements of manufacturing companies on predictive maintenance.
Furthermore, new business models can be developed based on the intelligent
function for predictive maintenance to extend their product leadership [OV18].
Recently, data-driven anomaly detection in industrial automation systems has
attracted extensive interest from both academia and industry [ANB18]. The special
focus of current research is on addressing the following problems [OJB13, NL15,
YMLL17, GBB18]:
• P1 Unlabeled data: If each data point in the data set used to train a model is
marked with meaningful tags, e.g OK or Error, this data set is then labeled.
Such kinds of marks are called labels of data. Most of the data acquired
from industrial automation systems are not labeled or not correctly labeled
[OJB13, RG17, ZYW19], because of 1) the lack of labeling processes in current
industrial automation systems, 2) the difficulty of labeling data in some cases,
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e.g: the remaining useful life of tools. This limits the application of some datadriven methods on detecting anomaly in industrial automation systems.
• P2 Multi-operational modes: Modern industrial automation systems are
often modularized into separate subsystems which are parameterized heterogeneously according to predefined control strategies. An operational mode
indicates the use and application of a piece of equipment or a system under
a given condition. The whole system might have multiple operational modes
depending on environments and parameter settings. Data-driven anomaly
detection methods have to be able to identify the multiple operational modes
without expert knowledge.
• P3 Complex structures of data: The intricate interdependencies and causalities between components of industrial automation systems caused by the
first principles and the complex control strategies lead to complex shapes
(structures) of the data sets [NK19, ZYW19].

Data-driven methods are

required to have high generality so as to be able to handle data with various
shapes[NL15, YMLL17], e.g. standard geometric shapes like ellipsoid and
more complex like five stars.
• P4 Large scale data: The massive size of the data (Big Data) generated by
industrial automation systems causes challenges for storing such data. The
increasing amount of data requires continuous investment in updating the
IT-infrastructure for data storage and data management. Finding compact
representations of large datasets is a promising approach to reduce the space
requirements and improve the runtime [Cor15]. Furthermore, such compact
representations should also provide a reliable basis for learning models with
high generality [uRLA+ 16]. In other words, the learned models should have
the ability to handle both the cases appearing in the training data and also
those not included in the data [KAKS18].
Briefly, data-driven anomaly detection technologies can be distinguished between
supervised and unsupervised methods. In supervised methods, labeled data are
required. In contrast to supervised methods that model the distinctions between
normal and abnormal behaviors, unsupervised methods use unlabeled training
data to model normal behavior of industrial automation systems (to P1). Such
normal behavior models are references to identify whether new observations
are normal or abnormal. Anomalies are the unexpected deviation from normal
behavior. As illustrated in Fig. 1.1, different approaches exist to measure the
deviation of a point to a learned normal behavior model: e.g. deviation to the
center of data, deviation to the nearest neighbor in the normal data and statistical
deviation.
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F IGURE 1.1: Approaches to deviation measure for unsupervised
anomaly detection methods.

Normally, data-driven anomaly detection in industrial automation systems is
regarded as an unsupervised learning task as (i) obtaining accurate labels of
training data is very challenging in practice, (ii) not all possible anomalies are
known, (iii) few abnormal data are available. As a classic unsupervised learning
method, cluster analysis is able to group a given data set into different meaningful
subsets without prior knowledge (to P2). It is easily adapted to different systems.
Therefore, much attention has been devoted to applying clustering based anomaly
detection in various domains e.g. surveillance video processing [LAB12], anomaly
detection in time series data [IP14], temperature anomaly detection [CDCD11],
network anomalies detection [JLZ+ 15] and wind turbine monitoring [LEN15].
These technologies usually involve two steps (Fig. 1.2):
• Cluster the training data set using a clustering algorithm.
• Discriminate anomalies among new data points by comparing them against
the clusters.
In this approach, the two central issues that have to be addressed are how to represent
a cluster and how to measure the similarity of a data point to a cluster.
The solutions to the similarity measure depend on the underlying approach to data
representation. Two traditional solutions to cluster representation exist:
• Modeling the underlying data generation process, e.g. probabilistic models,
such as Gaussian Mixture Model (GMM) [LAB12] that uses a linear combination of several multi-Gaussian distributions; reconstruction methods, such as
kMeans [LZS+ 10] that uses the mean of data to represent the given cluster.
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F IGURE 1.2: Schematic illustration of clustering based anomaly
detection.

The similarity measure can then be the probability of a new data point
generated from this mixture distribution for GMM and the distance of a new
data point to the cluster mean for kMeans, respectively.
• Building a hull enclosing the data as its representation. Convex hull-based
methods [ZYLC16, LLY18, YW19] identify the extreme points of a data set
and build a convex hull of these extreme points as a representation of this
data set. The position of a new data point to this convex hull (inside/outside
this convex hull) is used as similarity measure.
A good representation should be beneficial to end tasks (anomaly detection). The
extreme data points of clusters are informative individuals for anomaly detection
tasks among the data points in clusters (Fig. 1.3) [LLY18, YW19], since they are
able to form the boundary between abnormal and normal data points. Using a
boundary to represent a group of data offers a meaningful abstraction of data points
in the same cluster for anomaly detection purposes. In fact, according to the study
performed by Davis and Love [DL10], human represents a group of objects also
by the extreme elements for contrast tasks. Moreover, using explicit boundary to
represent data clusters provides high interpretability of clusters with respect to the
operation states of industrial automation systems, which can also help the semantic
interpretation of detected anomalies.
Instead of modeling the majority that approximate data distributions or data
structures, the hull-based methods explicitly identify the boundary to represent
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clusters. This boundary also gives a natural similarity measure between one data
point and a data cluster, with which abnormal points can be directly discriminated
from normal points [CYT19]. No further threshold is needed, which is a difficult
task for traditional representation methods and similarity measures used in cluster
based anomaly detection, such as probabilistic measure [RLB17] and distancebased measure [LZS+ 10].
Furthermore, compared with using whole data points inside clusters such as by
DBSCAN based methods [JLZ+ 15], the hull-based method just needs the data
points on the border of a cluster to represent this cluster itself. It is a more compact
representation of data (to P4). Consequently, it requires fewer computational
resources such as RAM (Random-Access Memory). Normally, the computational
resources are limited in industrial automation systems compared with desktop PC
and data centers. Under this condition, anomalies still have to be detected as soon
as possible in safety-critical systems. With respect to the applicability, scalability
and the real-time constraint on fault diagnosis tasks in most industrial systems, the
hull-based method is a more advanced approach.
The state-of-the-art hull-based representation focuses on convex hulls and has
been successfully applied in pattern recognition and classification tasks [WQZW13,
WEL+ 15], but it meets a major challenge by analyzing industrial process data.
The intricate interdependencies and causalities between components of complex
distributed industrial automation systems lead to the appearance of non-stationary
dynamic behavior in systems. The high sampling rates (in milliseconds, even
in microseconds for motion control) enhance the impact of such non-stationary
dynamic behavior on the collected data sets [RG17]: the collected process data is
non-convex in most cases. Here, the term non-convex indicates that the collected
data has a more complex shape (Fig. 1.3).
Consequently, the classic convex hull-based representation does not work well for
analysis of industrial process data with non-convex shape. Fig. 1.3 illustrates one
negative case where convex hull-based representation fails. The point P∗ is a new
observation. The boundary of the cluster C is represented by a convex hull that is
used as a reference for anomaly detection. P∗ could be marked as a normal status,
since it is within the convex hull, even when P∗ lies far away from the most normal
data points in cluster C. In this case, the boundary denoted by the dotted lines is
missing.
Many modern industrial automation systems, such as chemical production systems, aero engines, are safety-critical. The reliability of such systems becomes
more and more important.

Efficient methods used for condition monitoring

and predictive maintenance are essential to reduce the risk of unplanned system

Chapter 1. Introduction

7

F IGURE 1.3: Using the hull to represent clusters and to measure
similarity: M is the center of cluster C. P1 , P2 and P∗ are the test
points.

breakdowns.

In this context, efficiency means higher accuracy of detecting

anomalies at the first place.

Besides, data-driven methods should be able to

perform well on as many different data sets as possible (higher generality).
Using convex hull-based representation for anomaly detection tasks leads to a
high false alarm rate in complex systems, since the collected process data is
mostly non-convex.

Instead, the non-convex hull-based approach provides a

stable representation for either non-convex or convex data, which can improve the
accuracy of anomaly detection and avoid the depression of productivity. Therefore,
it is more efficient from both accuracy and generality points of view (to P3).
It can be argued, that a non-convex data set can be divided into several smaller
convex sets to solve the problem in Fig. 1.3. But dividing non-convex sets into
multiple convex sets is NP hard in high dimensional space [She00].
In summary, the variety and rising complexity of industrial automation systems
over the last years has led to more and more complex shapes of this normal class,
e.g. because the number of product variants and the number of plant modules
has increased. So the overall research question is how to represent and learn the
shape of the normal data while allowing for a compact data representation, a high
generalization and better performance.
In this thesis, the above mentioned overall research question is addressed by
building a non-convex hull along the boundary of a given cluster. The proposed
methods also give the solutions to the above mentioned problems (P1-P4). Data
points within this hull are similar to the cluster. Furthermore, a non-convex hullbased algorithm for anomaly detection is also developed, which takes the true
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geometry of the given data set into account. It can be used for data with both
convex and non-convex shape and therefore, can yield better performance by
handling clusters with unsymmetrical and non-convex geometry.

1.2

The Non-Convex hull Problems

The main application areas of non-convex hulls focus on two/three dimensional
spaces [EBN14]. Thus, no efficient algorithm for computing n-dimensional nonconvex hulls is available. Moreover, there is no method to solve the point in nonconvex hulls problem in Rn .
The large number of sensors, controllers and actors installed in today’s industrial
automation systems determines that the acquired data in such systems has high
dimensionality. In order to apply non-convex hulls to address the aforementioned
challenges on performing clustering-based anomaly detection tasks in modern
industrial automation systems, the following concrete research questions (RQ)
have to be answered:
1. RQ1: How can an n-dimensional non-convex hull be formalized mathematically?
Since non-convex hulls usually have complex shapes as convex hulls, the
non-convexity compounds the difficulty of giving a mathematical representation of non-convex hulls.

In the literature, the non-convex hull is

normally introduced just as the opposite of the convex hull. No mathematical
definition of non-convex hulls is available.
2. RQ2: Given a data cluster in n-dimensional space, how can a non-convex hull
be computed efficiently?
The most recent works on non-convex hulls deal only with 2D and 3D use
cases. Although some effort is being spent on extending these results into
n-dimensional space, the efficient and an effective method has yet to be
developed.
3. RQ3: Given an n-dimensional non-convex hull, how can a new data point
inside or outside this non-convex hull in n-dimensional space be detected
efficiently?
Detecting whether a given point lies inside or outside a non-convex hull is a
challenging task. No solution to this problem in n-dimensional space exists.
To enable the usage of a non-convex hull in anomaly detection tasks, the
development of an appropriate method to solve this problem is required.
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4. RQ4: Besides theoretical research questions, whether the non-convex hullbased method can solve the real world anomaly detection problem should
also be investigated.

1.3

Outline of this Thesis

In order to answer the research questions listed above, this thesis investigates
works in the fields of modeling and analysis of technical systems, computational
geometry, dimensionality reduction, one-class classification in general. The remainder of this thesis is organized in four parts: (i) Background, (ii) Algorithms
and Theory, (iii) Case Studies and (iv) Conclusion.

Part I Background
This part gives the general background of this thesis.
Chapter 2 introduces the industrial automation system and cluster based anomaly
detection in industrial automation systems. Then, several definitions relative to
non-convex hull-based representation are also described.
Chapter 3 reviews the state of the art of computing non-convex hulls and detecting
points in non-convex hulls.

Part II Algorithms and Theory
The second part is the core of this thesis. It introduces our main contributions.
Chapter 4 gives the mathematical definition of a non-convex hull and two algorithms for computing non-convex hulls.
Chapter 5 presents the solution to the points in the non-convex hull problem in
detail. Chapter 6 summarizes the answers to the first three research questions and
proposes an algorithm for anomaly detection in CPPS.

Part III Case Studies
Chapter 7 empirically evaluates the introduced algorithms with artificial and real
world data. The artificial data sets has high non-convexity. Therefore, they can
evaluate the performance of the proposed approach by handling non-convex data.
The real world data sets represent the anomaly detection tasks in the discrete
manufacturing sector as well as process manufacturing sector. The applicability
of the presented approach in solving real world anomaly detection problems can
be thus evaluated.
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Part V Conclusion
In Chapter 8, the thesis is summarize. Some open issues are discussed to give an
outlook to future work.

1.4

List of Publications

The work of this thesis is based on the following publications:
• Li, Peng; Eickmeyer, Jens; Niggemann, Oliver: Data Driven Condition
Monitoring of Wind Power Plants Using Cluster Analysis. In: 2015 International Conference on Cyber-Enabled Distributed Computing and Knowledge
Discovery (CyberC 2015), Xi’an, P.R. China, Sep 2015.
• Eickmeyer, Jens; Li, Peng; Niggemann, Oliver: Data Driven Modeling for
System-Level Condition Monitoring on Wind Power Plants. In: International
Workshop on the Principles of Diagnosis (DX 2015), Paris, France, Aug 2015.
• Li, Peng; Niggemann, Oliver: Improving Clustering Based Anomaly Detection with Concave Hull: An Application in Condition Monitoring of Wind
Turbines. In: 14th IEEE International Conference on Industrial Informatics
(INDIN 2016), Poltiers, France, Jul 2016.
• Li, Peng; Niggemann, Oliver; Hammer, Barbara: A Geometric Approach to
Clustering Based Anomaly Detection for Industrial Applications. In: 44th
Annual Conference of the IEEE Industrial Electronics Society (IECON 2018),
Washington, USA, Oct 2018.
• Li, Peng; Niggemann, Oliver; Hammer, Barbara: On the Identification
of Decision Boundaries for Anomaly Detection in CPPS. In: 20th IEEE
International Conference on Industrial Technology (ICIT 2019), Melbourne,
Australia, Feb 2019.
• Li, Peng; Niggemann, Oliver: Non-Convex Hull Based Anomaly Detection in
CPPS. In: Engineering Applications of Artificial Intelligence, 87 (2020) 103301.
• Li, Peng; Niggemann, Oliver: A Non-Convex Archetypal Analysis for Oneclass Classification based Anomaly Detection in Cyber-Physical Systems. In:
IEEE Transactions on Industrial Informatics, Jul 2020.

Part I: Background

12

Chapter 2

Foundations
This chapter presents foundations relevant to this work. First, clustering-based
methods for modeling system behavior are reviewed in Section 2.1. Then, the
core issues addressed in this thesis are formalized in Section 2.2. In addition, the
definitions in computational geometry that are important for understanding the
solution presented in the later chapters are also outlined in Section 2.2.

2.1

Principle of Clustering-based Anomaly Detection

In this section, a short introduction to data-driven anomaly detection is given.
Then, the motivation and strategy of using clustering-based anomaly detection is
presented.
This thesis deals with anomaly detection in industrial automation systems, which
consists of a set of technical processes that run automatically with or without
minimum human intervention by means of control systems [MN18a]. The German
Institute for Standardization 1 defines technical process in DIN 66201 as: A process
is the entirety of all interacting sub-processes within a system that transforms and
stores material, energy or information. A technical process is a process in which
its physical parameters are recorded and influenced by technical means.
In order to monitor technical processes, a behavior model of the corresponding
technical system is needed, which should be created either manually (e.g. differential equation systems) or automatically (e.g. data-driven method). A model is
defined according to DIN 19226 as a mapping of a system or a process to another
conceptual or representational system, which is created by using known principles,
identification or assumptions. The model has to represent the system or the process
sufficiently accurately with respect to the question at hand [Köh11].
1 http://www.din.de
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The second part of this definition enables an extension of this concept model, in
consideration of the problem to be solved. For anomaly detection, the behavior
model of a technical system is defined as follows:
Definition 1. A behavior model of a technical system is a mapping of how the technical
system is operated (behavior) in relation to another conceptual or representational system,
which is created by using known principles, identification or assumptions. The model has to
represent the behavior of a technical system sufficiently accurately with respect to detecting
the occurrence of abnormal behavior.
In the context of manufacturing, reducing unplanned machine downtimes and
optimizing maintenance schedules are important approaches to maximize the
productivity of automation systems and minimize automation costs. In many
automation systems, an anomaly can lead to serious damage to machines. In safety
critical processes, such as aircraft and nuclear plants, it can even cause personal
damage [JST09]. Anomaly detection technologies are able to give warning before
the occurrence of anomalies, which enhances the safety and reliability of industrial
automation systems.
Anomaly detection, also known as outlier detection or novelty detection, is one
of the common applications of machine learning. Anomaly detection identifies
the unpermitted/unexpected deviation of system behavior from acceptable/usual
behavior [CBK09]. In the last decades, applications of anomaly detection have been
hound in different domains such as credit card fraud detection, network intrusion
detection and medical diagnostic problems [BDMZ12].

2.1.1

Type of Anomaly

In the literature, anomaly is defined as follows [CBK09]:
Definition 2. Anomalies are instances in data which vary from a well-defined pattern of
normal behavior identified from historical data.
Data has different natures in different domains. Here, a definition of data is
given specifically for clustering-based anomaly detection in industrial automation
systems.
Definition 3. Data is a set of values of given sensors and actors in industrial automation
systems. It can be represented as a real-valued matrix X ∈ Rm×n . Each column of X
contains values sampled from the same sensor or actor, while each row of X expresses a
sampling of all the given sensors and actors at a the same time point.
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One example of data is show in Equation 2.1.
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With regard to the nature of desired anomalies, anomalies can be classified into
the following three categories [CBK09]: point anomalies, contextual anomalies and
collective anomalies.
By point anomalies, data is considered as a set of data points in a vector space.
The coordinates of data points correspond to the row vectors in X. Then, point
anomalies are defined as follows:
Definition 4. If a single data point can be considered as anomalous with respect to the rest
of the data, then it is a point anomaly.

F IGURE 2.1: Point anomaly: the black points are normal, while the
red point is a point anomaly.

A typical example of point anomalies is that the temperature value is higher than
usual. As shown in Fig. 2.1, two-dimensional data can be treated as points in a
plane. From the geometric point of view, a data point is a point anomaly, when it
does not lies inside the normal region.
By contextual anomalies, there is always at least one contextual attribute available.
The specific context is defined by contextual attributes of the data.
Definition 5. If a data point is anomalous under a specific condition (context), but not
otherwise, it is a contextual anomaly.
An example can be seen in Fig. 2.2, where the temperature drops when the heating
is on. Here, heating/cooling is the contextual attribute that is useful to determine
if the temperature drop is normal or abnormal.
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F IGURE 2.2: Contextual anomaly: the red curve shows an unusual
temperature dropping during a heating process.

Definition 6. When individual data points are not an anomaly by themselves, but the
occurrence of a collection of related data points is anomalous with respect to the whole data
set, then it is a collective anomaly.

F IGURE 2.3: Collective anomaly: the red curve shows an
unexpected sequence of temperature values with respect to the
whole data set (top); the red curve shows an unexpected order of
heating and cooling actions (bottom). The dotted blue lines show
the expected data time series.

Usually collective anomalies occur in data sets in which data points are related to
each other. They have two variations:
• Data points have unexpected value combinations (e.g.: an unexpected sequence of temperature values, Fig. 2.3 (top)).
• Data points are in unexpected order (e.g: wrong order of the heating and
cooling actions, Fig. 2.3 (bottom) ).
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It should be noted that point anomalies and collective anomalies can also be
contextual anomalies, if the analysis also regards context attributes. The focus on
this thesis is detecting point anomalies.

2.1.2

Data-driven Anomaly Detection

Data are the new oil of industry [SDSS16].

Enabled by a large amount of

collected process data and increasing computational power, much attention has
been devoted on data-driven methods for anomaly detection in complex industrial
automation systems such as Cyber-Physical-Production-Systems (CPPS) [GCD15]
[NL15].

There is a plethora of researches on data-driven anomaly detection

[CBK09].
Definition 7. Data-driven anomaly detection means using scientific methods to
extract behavior models directly from data, which are used to detect abnormal behavior.
Data-driven anomaly detection methods follow the schematic illustrated in Fig.
2.4: An algorithm is selected to train a model from collected historical data. This
learned model can be used to determine if an anomaly occurs in live processes. The
output of an anomaly detection process can be either a score qualifying the level of
the abnormality or a binary label indicating whether a data point sampled from the
live process is an anomaly or not.

F IGURE 2.4: Schematic of data-driven anomaly detection.

2.1.3

Clustering-based Anomaly Detection

The goal of cluster analysis is to partition data points into different groups (cluster).
Definition 8. A cluster is a group of data points which are more similar to each other than
those not belonging to this group.
To achieve this, two distance-based measures are defined:
Definition 9. The intra-cluster distance is the sum of distances between objects in the
same cluster.
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It can be the sum of/average/maximal/minimal absolute or squared distance
(i) between all pairs of objects in the same cluster, (ii) between points and the
corresponding cluster center (mean, medoid).
Definition 10. The inter-cluster distance is the distances between different clusters.
The methods mostly used to measure inter-cluster distance are the sum of distances
between centers of two clusters, and the distance between the closest two points
belonging to two different clusters.
Clustering analysis aims to partition data with a minimal intra-cluster distance and
a maximum inter-cluster distance. Clustering can be utilized to find the pattern of
a system directly using the multi-dimensional data without explicit descriptions of
the system features.
Why Clustering-based Anomaly Detection?
Since data points of abnormal behavior are poorly sampled, a model of system
normal behavior tends to be learned from data. For most complex industrial
automation systems, the normal behavior might consist of multiple operational
modes that depend on different factors, e.g. work environments, operations of the
systems.
Definition 11. An operational mode corresponds to a way of operating a technical
system under a given configuration [PF07].
For example, a wind turbine has various operational modes, such as starting,
running, idling and stopping. A wash cabinet production line of dishwashers can
normally produce two or three kinds of wash cabinets of different sizes and forms.
Such information about the different operations of a system is often not recorded
during data acquisition.
To determine the normality of a new data point, it is always meaningful to compare
it with just the data points that are acquired in the same operational mode as this
new point (Fig. 2.5). Cluster analysis can divide data into conceptually meaningful
groups. When cluster analysis is performed on a data set representing the whole
normal behavior of such a complex system, multiple clusters can be recognized.
One or more clusters can be assigned to a particular operational mode of the
given industrial automation system. Then such multiple clusters can be used as
the normal behavior model of a system for anomaly detection. The identification
of operational modes provides a possibility of further interpretation of detected
anomalies.
Furthermore, multiple clusters offer multiple decision boundaries (each cluster has
its own decision boundary), which can enhance the accuracy of anomaly detection
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F IGURE 2.5: Cluster analysis can detect operational modes: ideally,
one cluster corresponds to a particular operational mode.

and the interpretation of anomalies with respect to operational modes. In a word,
among data-driven methods clustering based technologies are more appropriate
for detecting anomalies in complex industrial automation systems such as CPPS.

2.2

Central Issues: Representation and Similarity Measure

As presented in Chapter 1, this thesis addresses the two central issues in clusteringbased anomaly detection: the representation of clusters and the similarity measure
of points to clusters.

In this section, the problem of non-convex hull-based

representation and similarity measure are formalized first.

Then, some basic

notations and foundations are introduced to sketch the background of the proposed
non-convex hull-based solutions.

2.2.1

Problem Formalization

First, clustering is formally defined as follows [XT15]:
Definition 12. Given a finite data set X = { x1 , x2 , ..., xm }, xi ∈ Rn , i ∈ [1, m], m ∈ N, a
clustering of X is a partition of X into k disjunct subsets C = {C1 , ..., Ck } with a maximum
inter-cluster distance and a minimal intra-cluster distance.
Each column vector xi ∈ X is an observation of n variables or features (e.g. sensor
signals ). The representation of C with non-convex hulls is formalized as follows:
Definition 13. The non-convex hull-based representation of a given data cluster Ci ⊂
Rn is a non-convex hull constructed with all the extreme points of Ci .
where
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Definition 14. The extreme point of a given data set X is a point x ∈ X with the
property that for some e > 0, the e-ball Be ( x ) around x is not completely contained in X:
Be ( x ) ∩ X ⊂ Be ( x ).
and
Definition 15. The e-ball of a point x ∈ X is an open ball with x as center and e > 0 as
radius.
Therefore, finding the non-convex hull-based representation of a cluster is equivalent to constructing a minimal non-convex hull enclosing the points of this cluster.
Consequently, the similarity measure between points and data clusters can be
defined as follows:
Definition 16. A test point p ∈ Rn is similar to a given data cluster Ci ⊂ Rn , if Ci ∪ p
has the same non-convex hull-based representation as Ci .
With the above mentioned definitions, the problems to be addressed are converted
to construction of n-dimensional non-convex hulls (RQ2) and detection of the
location of points to a n-dimensional non-convex hull (RQ3).

2.2.2

Notations and Definitions in Polytope Theory

Both convex hull and non-convex hull are a kind of polytope. Since there is no
formal definition of non-convex hulls, the terms and geometric structures given in
polytope theory are investigated to find a solution.
A polytope is the generalization of polygon in 2D and polyhedron in 3D and is
defined as follows [Cox73]:
Definition 17. Polytope is the general term of the sequence point, segment, polygon,
polyhedron, ...
Polytopes in any number of dimensions n are called n-polytope, e.g. point is
0-polytope, segment is 1-polytope, polygon is 2-polytope and polyhedron is 3polytope. Reviewing the definition of polyhedron, which is represented as an area
bounded by polygons, the following new definition of n-polytope can be given:
Definition 18. An n-polytope P is a space bounded by (n-1)-polytopes in Rn .
With this definition, the term n-polytope is used to indicate the boundaries and the
space inside the boundaries of an n-polytope. In polytope theory, convex polytope
(also called convex hull) lies in the research focus, which is defined as a convex set.
As shown in Fig. 2.6,
Definition 19. A data set X is a convex set, only if for any pair of points p, q ∈ X, the
line segment pq is completely contained in X. [Som30]
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This allows the definition of convex hull as follows [dBcvKO08]:

F IGURE 2.6: A convex data set.

Definition 20. Given a finite data set X = { x1 , . . . , xm }, xi ∈ Rn , i ∈ [1, m], m ∈ N, the
convex hull of X is the smallest convex set containing all the data points in X. It is the set:
Conv(X) =

n

m

∑ λi xi

i =1

o
m
∀i : λi ≥ 0 ∧ ∑ λi = 1 .

(2.2)

i =1

In geometry, there is one specific kind of convex hull, named k-simplex. A simplex
is a generalization of geometric structures point, line segment, triangle, tetrahedron
to arbitrary dimensions. It is defined as follows [Som30]:
Definition 21. A k-simplex is a k-dimensional convex hull of k+1 affine independent
points {u0 , ..., uk } in Rn , k ≤ n ∈ N.
In this work, the k+1 vertices are used to denote a k-simplex: ∆k = {u1 , ..., uk }.
Specifically, a zero-simplex is a point, a one-simplex is a line segment, while twosimplexes and three-simplexes are triangles and tetrahedrons, respectively (Fig.
2.7).

F IGURE 2.7: Examples of simplexes: ∆0 , ∆1 , ∆2 and ∆3 (from left to
right).

Different geometric structures are defined to describe properties of a convex hull.
Definition 22 shows one of the most important geometric structures [Zie99], face.
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Definition 22. Let P ⊆ Rn be a convex n-polytope. A linear inequality c T x ≤ c0 is valid
for P if it is satisfied for all points x ∈ P. A face of P is any set of the form
F : = P ∩ { x ∈ Rn : c T x = c 0 }

(2.3)

As can be seen, the linear equality c T x = c0 , x ∈ P specifies a hyperplane in n
dimensional space, which is called support hyperplane of this convex n-polytope.
Fig. 2.8 illustrates two support hyperplanes (lines in 2D) and the corresponding
faces of a 2D convex polytope. Generally, a convex n-polytope comprises faces of
all dimensions. A face in dimension n is named an n-face. The point a is an element
in zero dimension. Therefore, it is a 0-face of this 2D convex polytope, while the
line segment bc is a 1-face. In Table 2.1, the terminology used to denote faces is
listed.

F IGURE 2.8: Faces of a 2D convex polytope: the two dotted lines are
the support lines. The point a and the line segment bc are two faces
of the convex polytop.
TABLE 2.1: Faces of an n-polytope.
D IMENSION OF FACE

T ERM USED IN POLYTOPE THEORY

0
1
2
3
..
.

V ERTEX
E DGE
FACE
C ELL
..
.

I

I - FACE

..
.
N -3
N -2
N -1

..
.
P EAK
R IDGE
FACET

N

THE POLYTOPE ITSELF

Faces are actually the intersections of a convex n-polytope with its supporting
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Instead of Eq.

2.2, convex polytopes can also be defined as

intersections of several hyperplanes, which are called H-polytope [HRGZ17]. First,
the definitions of half-space [Mat02] is reviewed, which is highly relevant to Hpolytope.
Definition 23. A hyperplane can be expressed as the set
h : = { x ∈ Rn | a T x = b } ,

(2.4)

where a ∈ Rn \ 0, and b ∈ R. A closed half-space in Rn is a set of the form
h + : = { x ∈ Rn | a T x ≥ b }

(2.5)

h − : = { x ∈ Rn | a T x ≤ b }

(2.6)

or

Indeed, H-polytope denotes an intersection of closed half-spaces (Def. 24), which
are specified by the finite system of linear inequalities. Ax = b are the supporting
hyperplanes of all facets of a H-polytope. Then, the H-polytope can be defined as
follows:
Definition 24. An H-polytope is the bounded solution set of a finite system of linear
inequalities,
P = P( A, b) := { x ∈ Rn | aiT x ≤ bi f or 1 ≤ i ≤ m},

(2.7)

where A ∈ Rm×n is a real matrix with row aiT , and b ∈ Rm is a real vector with entries bi .
An H-polytope is also called a half-space representation of a convex hull, while Eq.
2.2 is a vertices representation (V-polytope). The main theorem of polytope theory
(Theorem 1) describes the equivalency of these two representations [HRGZ17].
Theorem 1. The definitions of V-polytopes and of H-polytopes are equivalent. That is,
every V-polytope has a description of a finite system of inequalities, and every H-polytope
can be obtained as the convex hull of a finite set of points (its vertices).
Faces describe the boundaries of n-polytopes, the following concept, interior,
concerns the space inside an n-polytope. Unlike face, it is defined for convex and
non-convex polytopes generally [HRGZ17].
Definition 25. Interior: The interior of an n-polytope, int(P), is the set of all points x ∈ P
that for some e > 0, the e-ball Be ( x ) around x is contained in P.
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Chapter 3

State of the Art
This chapter presents the state of the art relevant for the non-convex hull problem.
Section 3.1 outlines the existing solutions to computing non-convex hulls, while
Section 3.2 reviews the related works on location of points in non-convex hulls.
The chapter is finally concluded with Section 3.3, which summarizes existing gaps
in aforementioned algorithms and approaches. The thesis addresses exactly these
gaps.

3.1

Algorithms of Constructing Non-convex Hulls

The non-convex hull is a geometric structure for computing the envelope of a data
set. Normally, it is defined as the opposite of the convex hull [dBcvKO08, JMA15].
No formal mathematical definition is available (Gap 1). Fig. 3.1 shows the convex
hull and three non-convex hulls of the same data set. Since a data set has more
than one non-convex hull, it is meaningful to give a formal definition to specify
non-convex hulls. Furthermore, the mathematical definition provides the base to
analyze the non-convex hull problems and develop efficient solutions. Therefore, a
mathematical formalization of non-convex hulls is desired. This problem is going
to be resolved in this research.
The computation of convex hulls is a very active field of computational geometry.
Compared with convex hull algorithms, little work has been published regarding
non-convex hull algorithms, which can generally be classified under two different
approaches [DS17]: computing straight line non-convex hulls and computing curved
non-convex hulls.

3.1.1

Computing Straight Line Non-Convex Hulls

The first approach tries to identify the extreme points of given data and connect
them with straight line-segments, which can be further categorized as follows.
Angle-based Methods

Chapter 3. State of the Art

24

F IGURE 3.1: The convex hull (top left) and different non-convex
hulls (top right and bottom) of the same data set.

Some of these algorithms are inspired by the 2D gift-wrapping algorithm for
convex hulls [PH77] which identifies vertices of convex hulls by comparing polar
angles of all points to the polar coordinate system built by vertices found in last two
iterations (Fig. 3.2).

F IGURE 3.2: Gift-wrapping algorithm for convex hull: The first
vertex (d0 ) of the convex hull is the point with minimal x value.
Connect d0 with all the points in the data set except vertices. Let
d0 be the pole, the line parallel to y axis, and going through d0 be the
polar axis. The next vertex (d1 ) should be the point with the minimal
polar angle. For the next iteration, d1 should be the pole and the line
segments built by the vertices found in the last two iterations should
be the polar axis (for example d0 d1 ). Repeat this iteration until the
first point is met.

Galton and Duckham proposed an approach named swinging-arm algorithm that
is similar to the gift-wrapping algorithm [GD06]. Fig.3.3 illustrates this algorithm
in detail. The point with maximal y-coordinate (v0 ) in the given planar data set
is selected as the first vertex of the non-convex hull. Let l be a line-segment with
length r anchored at v0 . Rotate l clockwise around v0 from the position parallel to
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F IGURE 3.3: Swinging-arm algorithm proposed in [GD06].

the positive y axis until it returns to the starting position. If l has met other points
in the data set, with the exception of vertices that have been found, add the nearest
one into the non-convex hull. Repeat this process on new vertices. When v0 is met
again, then a non-convex hull is constructed.
In [MS07], k-nearest neighbors approach is used to make a gift-wrapping algorithm
available for computing non-convex hulls of given planar points. The idea is to
perform gift-wrapping locally in the area covered by k-nearest neighbors of every
vertex found in the last iterations (Fig. 3.4). With an appropriate setting of k, a
non-convex hull of given 2D data can be calculated.

F IGURE 3.4: The k-nearest neighbors approach proposed in [MS07]:
The first vertex (A) of the non-convex hull is the point with lowest
y value. Then the k nearest points of the current vertex, except
vertices, are selected from the given data set as candidates of the
next vertex. Connect A with all the candidates. Using righthand turn in the direction to the current point, the point leading
to the largest angle to the previous line segment (x axis for the first
iteration) is selected (point C and point E). Repeat this process until
the first vertex is met.
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F IGURE 3.5: Graham scanning based non-convex hull algorithm: d0
is the data point with the smallest y value. Connect d0 with other
remaining points inside the given data set. Compare the angles
(ω1 , ω2 andω3 ) with a given threshold to determine which point is
the convex point of the desired non-convex hull.

Besides gift-wrapping, Graham’s scanning is another well-used algorithm for
computing convex hull in plane. Fig. 3.5 illustrates the non-convex hull algorithm
presented in [XFZQ10]. Given a finite 2D data set, the first vertex of its corresponding non-convex hull is the data point with the smallest y value (d0 ). Connect the
remaining points with d0 to build line segments and rank these points according to
the angles between line segments and the positive x axis. Assume all the points in
D are on the non-convex hull. For each point in this list, calculate the angles (ωi )
between the line segments that are built by the current point (di ) and the points
before and after it. If ωi is less than a given threshold ω (for example ω3 ), the
current point is not a vertex of the non-convex hull (the red point d3 ). Otherwise,
they are vertices (d1 and d2 ).
Drawback: The above-mentioned algorithms for constructing non-convex hulls
focus just on 2D data sets. Furthermore, all of these algorithms use angle-based
searching to localize the next possible vertices. In 2D space, the size of angles with
identical start ray and the common vertex can reflect the relative position of points
in other uncommon rays. But in higher dimensional space (greater than 2), the
inclusion of such angles can no more be identified by just comparing their size,
when two angles are not on the same plane. Consequently, the relative position
between two points can not be localized just with the size of the angles that have
common vertex and start ray. Therefore, these algorithms are not likely to extend
to higher dimensional space.
Triangulation-based Method
The χ algorithm [DKWG08] tries to divide a non-convex data set into several
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triangles with Delaunay triangulation. The non-convex boundary can be identified
by removing unneeded edges. This algorithm is designed for planar data. The
core of this algorithm is Delaunay triangulation that is time consuming (O(mn/2 ))
for an n-dimensional data set with m data points [For17]. Furthermore, detecting
which edges should be removed to construct the true non-convex boundary
is also a challenging task in higher dimensional space, since there are more
degrees of freedom and more adjacent facets between generated small simplexes.
Consequently, it is hardly to be extended to higher dimensional space (Drawback).
Digging-based Method
Another strategy to construct exact non-convex hulls is converting the convex
hull of a given data set to a non-convex hull. Park and Oh [PO12] presented an
algorithm for generating exact non-convex hulls for 2D and 3D data sets, which
tries to dig a three-dimensional convex hull of a given data set to generate a nonconvex hull. Fig. 3.6 illustrates the algorithm on a 2D data set. A convex hull has
to be generated with an existing convex hull algorithm. ∆1 = {t0 , t1 } is a facet (a
line segment in R2 ) of the 2-dimensional convex hull. p is the nearest inner point
to ∆1 . The term inner points indicates the points in the given data set X except for
the vertices of the convex hull. To convert the convex hull to a non-convex hull, ∆1
should be replaced by two new facets ∆11 = {t0 , p} and ∆12 = {t1 , p} (the two dotted
line segments in Fig. 3.6 (a)). After repeating this process, a non-convex hull can be
produced (Fig. 3.6 (b)).

( A ) Convex hull

( B ) Non-convex hull

F IGURE 3.6: Digging a two-dimensional convex hull to produce a
non-convex hull.

The illustrated 2-dimensional non-convex hull algorithm (Fig. 3.6) is extended to
3-dimensions in [PO12]. Fig. 3.7 (a) shows two neighbor facets (triangles) of a
three-dimensional convex hull. By digging the facet ∆20 = {t0 , t1 , t2 }, the nearest
inner point p1 to ∆2 is first identified. Then, three new facets ∆21 = {t0 , t1 , p1 },
∆22 = {t0 , p1 , t2 } and ∆23 = { p1 , t1 , t2 } are built to replace ∆20 = {t0 , t1 , t2 }.
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In this digging process, the hollow spaces of an three-dimensional convex hull,
which should be removed, are identified by building a new three-simplex (∆30 =

{t0 , t1 , t2 , p1 }) with each facet (∆20 = {t0 , t1 , t2 }) and its nearest inner point (p1 ).
Then, the interior of ∆30 and the interior of ∆20 are deleted from the convex hull. As
can be seen in Fig. 3.6, after this digging process, the points on line segments t0 t1 ,
t0 t2 and t1 t2 that have the main influence on the shape of the hull, and should also
be deleted, are still used to construct new facets. Repeating this processes, a nonconvex hull with many deep holes but with the same frame as the original convex
hull will be produced. Therefore, this algorithm does not delete the hollow space from
the original convex hull as desired. The shape of the non-convex data can not be ascertained
(Drawback 1).

( A ) Before digging

( B ) After digging

F IGURE 3.7: Digging a three-dimensional convex hull using
algorithm in [PO12].

In addition, the authors of [PO12] just used the shortest distance of a point to vertices of
a simplex to measure the distance between point and simplex, which leads to an unexpected
loss of points (Drawback 2). As shown in Fig. 3.8, p1 lies nearer to the facet {t0 , t1 , t2 }

F IGURE 3.8: Using vertices of a facet to identify its nearest inner
point: the blue dotted lines are the distances between points (p1 , p2 )
and the facet, while black dotted lines are the distance of the two
points to their nearest vertices.

than p2 in fact. But if using shortest distance of a point to vertices of this facet as a
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measure, p2 would be the closer one. Performing the above digging process with
p2 , p1 will be deleted. In short, the algorithm introduced in [PO12] is not efficient
to compute n-dimensional non-convex hulls. Indeed, no n-dimensional non-convex
hull algorithm has been formally introduced in [PO12] (Drawback 3).

3.1.2

Computing Curved Non-Convex Hulls

Instead of using straight line-segments to construct non-convex hulls, a curved
shape is utilized in α-hull algorithm [ADM13] that builds the non-convex boundary
of given data with α-shapes. α is a real number that specifies the curvature (1/α)
of all circular arcs used for estimation of the boundary. Delaunay triangulation is
performed on the given data set. For each edge generated by the triangulation, a
disc of radius α is built. As shown in Fig. 3.9, several discs of radius α are able to
carve out the hollow space without touching the points in the data set. Then the
intersection of these discs builds an α-hull. In [EM92], the authors presented an
intuitive way to understand α-hull. Imagine the space covered by the data set is an
ice-cream containing some chocolate pieces (data points). Using one sphere-formed
spoons,the ice-cream can be carved out without touching any chocolate pieces.

F IGURE 3.9: Schematic illustration of alpha-hulls [Fis00].

If α → 0, the α-hull is a convex hull (Fig. 3.10b). To compute a non-convex hull, α
should be larger than 0. A very small value leads to a more non-convex boundary
(Fig. 3.10c - 3.10d). The α-hull algorithm is able to construct the inner boundary of
data sets with a shape like a circular ring.
Using a 3D surface to construct non-convex hulls has appeared in the medical
imaging processing domain, 3D scanning and geographic domain [Dey17]. The
crust algorithm [ABK98] is one of the most famous methods, which is based on the
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( A ) Sampled data

( B ) α-hull with α ≈ 0

( C ) α-hull with α = 0.1

( D ) α-hull with α = 0.06

F IGURE 3.10: α-hulls of same data with different setting of α.

Voronoi diagram and Delaunay triangulation. As shown in Fig. 3.11, given a data
set D, a Voronoi diagram is constructed first (left in Fig. 3.11). Let V be the set
of vertices in the Voronoi diagram. The Delaunay triangulation of the set D ∪ V is
then performed (right in Fig. 3.11). Then the real boundary of D consists of the
points that belong to D but have circumcircles empty of points in D (black curve
in the right part of Fig. 3.11). There are also further algorithms for this purpose
(e.g. power crust [ACK04], function estimated methods [Tau13]), which are not
introduced here in detail, since they are designed specifically for the reconstruction
of a 3D-shape from its 3D scanning. In such applications, the points cloud should be
as dense as possible, so that the surface can be reconstructed as finely and smoothly
as possible (Fig. 3.12).
Using curved shape/surfaces can achieve a representation with more details
compared with using straight line-segments. But such methods include mostly an
optimization process to form the optimal curved shape/surface and use Delaunay
triangulation or the Voronoi diagram to divide space. Therefore, they are time and
space consuming and need high computation power (Drawback).
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F IGURE 3.11: Crust algorithm proposed in [ABK98].

F IGURE 3.12: Reconstructing 3D-shapes or mesh generation of
scanned objects [ABK98].

3.1.3

Summary

All the above-mentioned algorithms for computing non-convex hulls are designed
for 2D or 3D use cases. To the best of our knowledge, no algorithm has been
presented for constructing n-dimensional non-convex hulls (Gap 2).

3.2

Determining Points Inside a Non-convex Hull

How to determine the location of a point to a non-convex hull is a basic question
that should be answered in order to employ non-convex hulls for anomaly
detection. As in computing non-convex hulls, the focus of research work on this
topic is solving point in polygon (in 2D) and polyhedron (in 3D) problems [Sno17],
which appear in applications such as localization and navigation of objects. Three
main approaches can be found in the literature [Hai94, HA01, GG17, cT87, Hor12]:
even-odd algorithm, winding number algorithm and grid based algorithm.
The even-odd algorithm, also known as ray-casting algorithm, is proposed to solve
the point location problem in plane [HDM+ 14]. Fig. 3.13 illustrates the basic idea
of even-odd algorithm. Let P be a polygon. A line is drawn from a query point
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q to some other point that is definitely outside P. Count the intersections of this
line with the boundary of P. If the number of intersections is odd, q is inside P.
Otherwise, it is outside P. The edges or vertices of P inside the line should be
ignored. The crossing test is done by assuming the test point to be at the origin
and checking the edges of the hull against this point. If the end points of one edge
have different signs of components on the Y-axis (Y component), then this edge
can cross the test line. A further test of components on the X-axis (X component) is
required: if the X components are both positive, then the cross has occurred. This
algorithm has also been extended to 3D space [Hor12]. In different technologies
for space division, e.g. kd-Tree, Octrees and uniform grids are used to reduce
the computational complexity by an inclusion test. In higher dimensions, there is
no geometric or analytic tool for the crossing test between hyperplane and hyperline without explicitly estimating the equations of planes and lines (Drawback).
Consequently, this method has not been extended to arbitrary dimension.

F IGURE 3.13: Even-odd algorithm for polygons [Sno17]. In this
example, the number of intersections is eight.

The winding number algorithm counts the sum of the signed angles formed by the
query point and endpoints of each edge in the given polygon [HA01]. As shown in
Fig. 3.14, connect the query point q with all the vertices { a, b, c, d, e} of the polygon
clockwise. If an angle built by q and its two neighbor vertices is also in clockwise

F IGURE 3.14: Winding number algorithm for polygons: the point q
is a query point.

such as ∠aqb, it is a positive angle. Otherwise, it is a negative angle for example

∠cqd. When the sum of all the signed angles is not zero, the query point is inside
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the polygon. If not, it is outside. Obviously, this method can just be used for planar
data by design (Drawback).
The grid-based algorithm uses a bounding rectangle to contain the given polygon.
Uniform grids are generated to divide the space inside the rectangle into small
cells that are further classified as being fully inside, fully outside or indeterminate
[ZK01]. The corners of each indeterminate cell are marked as inside or outside.
If a query point lies in cells that are fully inside or outside the polygon, this
query point is then also inside or outside the polygon accordingly.

In the

case of an indeterminate cell, a line segment from the query point to a corner
outside the polygon is built.

If this line segment crosses one edge of this

polygon, it is inside (Fig. 3.15). Onms et al. have proposed a three-dimensional
extension of this algorithm [OMN10]. Indeed, the grid based algorithm can be
considered as the even-odd algorithm with preprocessing. In [Hor12], different
space subdivision methods such as kd-tree, Octree and uniformed grids are
compared for preprocessing polyhedrons. Therefore, grid-based algorithms have
the same drawbacks as even-odd algorithms.

F IGURE 3.15: Grid based algorithm for polygons [Hai94]: the black
points are query points.

Summary: The aforementioned solutions for point in non-convex hull problem are
designed for 2D and 3D use cases. To the best of our knowledge, no algorithm
for determining the location of a point to n-dimensional non-convex hull has been
proposed (Gap 3).
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Conclusion

Non-convexity is not a feature that can be defined globally as the same as convexity.
A convex hull is globally convex in every part. In contrast, a non-convex hull
has both locally non-convex and locally convex areas. This property makes it
challenging to give a formal definition of non-convex hulls. Furthermore, data
are assumed to have convex shape in most application areas. Therefore, few works
have focused on non-convex hull-based solutions and no definition of non-convex
hulls exists.
In several application domains where non-convex hulls are necessary, e.g. 3D
scanning, route planning, problems are defined normally in 2D and maximal
3D. The algorithms for computing non-convex hulls and for solving points in
non-convex-hull problem are consequently also developed for 2D/3D cases. The
main design concepts of these solutions are angle-based methods and convex
hulls plus triangulation based methods. As analyzed before, these conventional
approaches are hardly likely to extend into higher dimensional space because of
their theoretical disadvantages (angle-based methods) and the high computational
cost in higher dimension (convex hull plus triangulation based methods). Only
one three-dimensional digging based method has potential for constructing nonconvex hulls in arbitrary dimension. But it has a lot of drawbacks (see analysis in
Section 3.1). Thus, it is not efficient for high dimensional data.
After reviewing the state-of-the-art solutions to non-convex hull problems, three
major obstacles on the way to archiving a non-convex hull-based representation
are identified:
1. No standard definition of n-convex hulls exists (Gap 1).
2. No algorithm is proposed, which can compute n-dimensional non-convex
hulls efficiently(Gap 2).
3. Determining the location of points to n-dimensional non-convex hulls is still
an open issue (Gap 3).
The work presented in this thesis addresses exactly these problems.
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Chapter 4

Computing N-dimensional
Non-convex Hulls
This chapter is going to answer the first two research questions: How to formalize
an n-dimensional non-convex hull mathematically (RQ1) and how to compute
an n-dimensional non-convex hull efficiently (RQ2).

In order to accomplish

these tasks, the half-space representation of convex hulls is investigated and a
mathematical definition of non-convex hulls is given in Section 4.1. Based on
this definition, the problem of computing a non-convex hull of a given data set
is also formalized as a guideline to solve RQ2. Finally, two different algorithms are
proposed in Section 4.2 and 4.3 to solve this problem. Concepts presented in this
chapter have been published in [LN16, LNH18, LNH19].

4.1

Definition of N-dimensional Non-convex Hulls

The half-space representation provides an intuitive way to understand both convex
and non-convex hulls. As shown in Fig. 4.1 left, the convex hull (a polygon in R2 )
is comprised of the intersections of half-spaces generated by hyperplanes (lines in
R2 ), on which the facets (Definition 22) of this convex hull is located.

F IGURE 4.1: Half-spaces representation in R2 : a convex hull (left)
and a non-convex hull (right) of the data set X. Black points are the
extreme points of X. The green area (F) and the red dotted triangle
in the right sub-figure indicates a hollow space inside X.
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Definition 26. The hollow spaces H inside a convex hull of a given data set X is the
difference set of X and this convex hull.
Given a convex hull of a non-convex data set X ⊂ R2 (Fig. 4.1 left), a non-convex
hull can be formed by removing the hollow space F from the convex hull (the
green area in Fig. 4.1 right). The set H includes all hollow spaces no matter how
large they are. As illustrated in Fig. 4.1, the hollow space in the green area F is
more interesting than the space covered by the red triangle for the construction
of non-convex hulls, because the hollow space F has more influence on the shape
of the hull than the hollow space indicated by the red dotted lines. Therefore, a
measurement of the size of hollow spaces is needed to specify.
Based on the previous analysis, the non-convex hull is then able to be regarded
as the difference set of the original convex hull and the to-be-removed subsets.
Formally, the non-convex hull can be defined as follows:
Definition 27. A non-convex hull of a bounded finite non-convex set X ⊂ Rn is the set:
NConv(X) := Conv(X) \

s
[

Hi , s ∈ N

(4.1)

i =1

Hi is a subset of H = Conv(X) \ X, which satisfies the following constraints:
• Hi ∩ Hj = ∅, for i 6= j,
• Given a mapping η : Rn 7→ R, η ( Hi ) is the measurement of the area size covered by
Hi , which should be larger than a given positive value θ.
As shown in Fig. 3.1, given a non-convex data set, more than one non-convex hulls
can be constructed. Thus, the second constraint serves to parameterize non-convex
hulls. In particular, defining a larger θ can lead to

Ss

i =1

Hi being an empty set.

Then, the non-convex hull becomes a convex hull. The parameter s is determined
automatically after given a θ value.
According to the state-of-the-art analysis (Section 3.1), no formal mathematical
definition of non-convex hulls is available besides ours. Non-convex hulls are just
defined as the opposite of convex hulls and have been interpreted differently with
respect to the application areas. The algorithms used to construct non-convex hulls
follow different principles, e.g. constructing a minimal polytope enclosing a given
dataset, identifying the extreme points of a given dataset and digging a convex
hull to generate a non-convex hull. Different geometric structures are then used to
form non-convex hulls, e.g. curved lines/surface, line-segments and hyperplanes.
In order to give a general definition of non-convex hulls, the form of the mapping
function η is not fixed here. It can be defined individually according to concrete use
cases. For example, η ( Hi ) can be the longest pairwise distance between the points
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in Hi , or the volume of the space covered by Hi . The selection of the mapping
function should aim to find a trade-off between computational cost and accuracy.
Since non-convex hulls are not unique, regularization should take place. It is
reasonable to aim for a tight coverage of the given data set X, but also for a simple
shape of the non-convex hull. Therefore, in this paper simplexes (see Definition 21)
are used as facets (see Definition 22) to construct non-convex hulls. An n-simplex
is always the simplest geometric structure in the n dimensional space, for example,
a zero-simplex is a point, while a one-simplex is a line segment. Using simple
geometric structures as components to build a non-convex hull can reasonably lead
to a simple shape.

F IGURE 4.2: Example of three-dimensional non-convex hull.

For a three-dimensional non-convex hull as shown in Fig. 4.2, its facets are twosimplexes, while its ridges are one-simplexes. In general, n-dimensional nonconvex hulls just have (n-1)-simplexes as facets and (n-2)-simplexes as ridges.
As can be seen, facets can be built by connecting the identified border points.
Furthermore, there is just one line segment connecting two given points but more
curves between two given points. Therefore, using simplexes to construct a nonconvex hull is more efficient than using curved hypersurfaces that need to be
estimated.

4.2

The DINA algorithm

According to Def. 27, the problem of computing a non-convex hull of a given
bounded non-convex data set X can be formalized as follows:

Identify and remove the set of hollow spaces H from the convex hull of a given non-convex
data set X, which do not belong to X but have the main influence on building a minimal

Chapter 4. Computing N-dimensional Non-convex Hulls

39

non-convex polytope enclosing X.

In this section, a new algorithm DINA (DIgging-based n-dimensional Non-convex
hulls Algorithm) is introduced as one possible solution to this problem.

4.2.1

Main Idea of DINA

The idea of DINA is inspired by the algorithm presented in [PO12] (referred to
as PO algorithm): removing hollow spaces from a convex hull to produce a nonconvex hull. As shown in Fig. 4.3, hollow spaces can be removed by replacing
facets (line segments, e.g. t0 t1 ) with new facets (dotted line segments, e.g. t0 p, pt1 ).
The point p is the nearest point to the old facet t0 t1 . A detailed introduction of this
digging process in PO can be found in Chapter 3-3.1.1.

( A ) Convex hull

( B ) Non-convex hull

F IGURE 4.3: Digging a two-dimensional convex hull to produce a
non-convex hull.

As analyzed in Chapter 3.1.1, the PO algorithm has the following drawbacks:
1. Drawback 1: The PO algorithm is not able to remove hollow spaces from
the original convex hull as desired. The non-convex shape of the non-convex
data cannot be efficiently identified with the PO algorithm.
2. Drawback 2: It just uses the shortest distance of a point to vertices of a facet
as the measure of the distance between point and facet, which leads to an
unexpected lost of points.
3. Drawback 3: The authors have just proposed an algorithm for constructing
non-convex hulls in three dimensional spaces and as mentioned this algorithm can be extended in arbitrary dimension. No n-dimensional non-convex
hull algorithm has been formally introduced in this work.
In the following text, a new digging process is introduced first to identify and
remove the hollow spaces in a more efficient manner. One of the most important
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issues in digging a convex-hull is finding the nearest point to a given facet. A
sampling-based approach is then developed to address this issue, which is more
accurate than the method used in the PO algorithm. Based on the new digging
process and the novel method of finding nearest points to a fact, an n-dimensional
non-convex hull algorithm DINA is proposed explicitly, which addresses these
above-mentioned drawbacks in an efficient way.

4.2.2

New Digging Process in DINA

According to Def. 27, the core step in a digging process is identifying and removing
hollow spaces

Ss

i =1

Hi . Instead of localizing hollow spaces with a single facet

separately (Drawback 1 of the PO algorithm), DINA uses adjacent facets to identify
hollow spaces, which can enwrap as many hollow spaces as possible.

( A ) Before digging in view 1.

( B ) After digging with PO (view 1).

( C ) After digging with DINA (view 1).

( D ) After digging with PO (view 2).

( E ) After digging with DINA (view 2).

F IGURE 4.4: Comparison of digging processes in the PO and the
DINA algorithms.
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Suppose that ∆20 = {t0 , t1 , t2 } and ∆21 = {t0 , t2 , t3 } in Fig. 4.4 (A) are two adjacent
facets of a given three-dimensional convex hull. The points p1 and p2 are the nearest
inner points to these two facets respectively. Here, the term inner point indicates
the points of a given data set except for the vertices of the non-/convex hull of the
data set. The PO algorithm digs these two neighbor facets separately (Fig. 4.4 B and
D). The two old facets ∆20 and ∆21 are replaced with the six new facets constructed
by the vertices (t0 , t1 , t2 , t3 ) and the nearest inner points (p1 , p2 ). The hollow space
inside the simplex {t0 , p1 , t2 , p2 } is not removed by the PO algorithm (Fig. 4.4 B
and D), but should be removed. Therefore, the PO algorithm can not identify and
remove hollow spaces efficiently (Drawback 1).
In the DINA algorithm, the adjacent facets of a facet and the nearest inner points of
these facets are used to enclose the hollow space around the facet. Fig. 4.4 (C and
E) shows the new digging process defined in DINA on the same facet as used in
the PO algorithm (Fig. 4.4 A).
Suppose that ∆20 = {t0 , t1 , t2 } is a facet of the given three-dimensional convex
hull. During one digging process, the hollow spaces around ∆20 are removed
in such a way: ∆21 = {t0 , t2 , t3 } is one of the facets sharing the common
ridge (∆10 = {t0 , t2 }) with ∆20 . p1 and p2 are the nearest inner points to each
facet ∆20 and ∆21 , respectively.

The hollow space is identified by building six

new facets {t0 , t1 , p1 }, {t0 , p1 , p2 }, {t0 , p2 , t3 }, { p2 , t3 , t2 }, { p1 , p2 , t2 } and {t1 , p1 , t2 },
which enclose the hollow space together with ∆20 and ∆21 . Then, the two old facets
∆20 and ∆21 are removed without destroying the six new facets. Repeating this
operation on the other two adjacent facets of ∆20 , the hollow spaces around ∆20 can
be deleted as many as possible.
The proposed algorithm digs the two facets ∆20 and ∆21 simultaneously. The hollow
space inside the simplex {t0 , p1 , t2 , p2 } is removed by deleting the ridge {t0 , t2 } and
building new facets {t0 , p1 , p2 } and {t2 , p1 , p2 }. Therefore, the DINA algorithm is
more efficient than the PO algorithm for identifying and removing

Ss

i =1

Hi (Fig. 4.4

D and E).
In the DINA algorithm, the hollow spaces around the largest facet of the current
hull are removed first. Since a facet of an n-dimensional non-/convex hull is an
(n-1)-simplex, its size can be measured with the volume of a simplex.
Given an n-simplex ∆n = {t0 , t1 , ..., tn }, ti ∈ Rn , 0 ≤ i ≤ n, n ∈ N, the volume of ∆n
is [Som30]
Vol (∆n ) =



1
det (t1 − t0 ), (t2 − t0 ), . . . , (tn − t0 ) .
n!

(4.2)

The average time complexity of calculating the determinant of a n-facet is n3 . Here,
n is not the number of the data points, but is the dimension of the data. Therefore,
calculating determinant of a facet is a very small part of the entire time complexity.
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Efficiently Searching Nearest Points in DINA

The nearest point to a facet (simplex) in Rn has to be identified in each digging
process. The efficiency of finding nearest points to a facet has a strong impact on
the performance and accuracy of calculating non-convex hulls. The classic way of
solving this problem by computing non-convex hulls is to calculate the distance
from a point to the hyperplane, on which this simplex is located [dBcvKO08]. The
distances between points and hyperplanes can be used to measure the nearness of
these points to the simplexes on the underlying hyperplanes. In the PO algorithm,
the authors use average of the summed distances of a point to each vertex of a
simplex to measure the closeness of this point to the facet. Obviously, this method
has poor accuracy and leads to an unexpected loss of points by digging (Drawback
2). Therefore, a novel method for finding the nearest points to a simplex in arbitrary
dimension is introduced in this section.
Instead of explicitly estimating a mathematical equation, a method named kgrade middle points sampling (kGMS) is defined to approximate a simplex. With
the kGMS algorithm, a set of points M can be sampled from a given n-simplex
∆n = {t0 , . . . , tn } to approximate the simplex. This sampling-based estimation is
then used to measure the closeness of a point to a simplex. Fig. 4.5 illustrates
the sampling process.

Given a two-simplex ∆2 , the one-grade middle points

F IGURE 4.5: Examples of middle points sampling: ∆2 , 1-grade
sampling and 2-grade sampling (from left to right).

sampling takes the middle points (green trigon points) of all the line segments of
∆2 . These middle points build new shorter line segments together with vertices
of ∆2 . The 2-grade middle points sampling calculates the middle points of these
new line segments (blue rhombus points). In the same way, the k-grade middle
points sampling can be performed on a given data set. The aim of this sampling
is selecting points uniformly locating on a simplex. Instead of estimating the
mathematical equation of the hyperplane, these points are used to represent the
simplex approximatively.

In most cases, two-GMS can provide a satisfactory

accuracy.
The kGMS algorithm is summarized in Fig. 4.6. The input parameters of this
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Input : a simplex ∆n ∈ Rn ; the grade of sampling k ≥ 1 ∈ N.
Output: a set of points M.
let L be the set of all the line segments in ∆n ;
i = 0, M = ∅;
for i ← 0 to k do
foreach line segment li ∈ L do
let l1i , l2i be the end points of li ;
calculate the middle point mi of li ;
if i < 1 then
M = M ∪ {l1i , l2i , mi };
else
M = M ∪ { m i };
L = ∅;
build new shorter line segments Lnew with middle points and end points;
L = Lnew ;
i + +;
return ( M );
F IGURE 4.6: The kGMS Algorithm: k-grade middle points sampling

algorithm are a simplex as a set of its vertices and the grade of sampling k, while
the output of this algorithm is a set of data points uniformly sampled from the
area covered by the given simplex. The core of kGMS algorithm is calculating the
middle points mi of line segments li that are built with vertices and the middle
points of the old line segments from the last iteration (line 4 to line 10 in Fig. 4.6).
After each calculation, new shorter line segments Lnew are built, whose middle
points are going to be calculated in the next iteration (line 12). These middle points
are uniformly distributed inside the given simplex. After ending the k-times loop,
all the middle points are give back as a data set M (line 15).
Based on the kGMS method, an algorithm named Nearest Neighbors to a Simplex
(NN2S) is introduced in Fig. 4.7. The input parameters of this algorithm are a
simplex as a set of its vertices, the grade of sampling k and a set of inner points I,
while the output of this algorithm is the nearest inner point of the given simplex.
Mostly, k can be set as two. With this setting the algorithm reaches a balance
between accuracy and computational complexity. The nearest inner points PNN
to each point ml ∈ M uniformly sampled from ∆n are identified first, which are
nearly around the given facet (line 1 and line 2 in Fig. 4.7). The nearest inner point
to the given simplex ∆n should be one of PNN that has minimal distance to the
corresponding nearest sampled point in M (line 4).
The NN2S algorithm uses points uniformly sampled from the given facet to
identify the nearest inner point. Compared with using vertices of a facet to identify
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Input : a simplex ∆n ∈ Rn ; the grade of sampling k ≥ 1 ∈ N; a set of inner
points I.
Output: the nearest inner point P1NN of ∆n .
M = {ml |l = 1, . . . , r ∈ N} = kGMS(∆n , k );
o
n
PNN = pl pl is the nearest point to ml , pl ∈ I ;
!
n
o
distn = min
|ml − pl | pl ∈ PNN , ml ∈ M, l = 1, . . . , |M| ;
P1NN = { pl | pl ∈ PNN ∧ |ml − pl | = distn , l = 1, . . . , |M|};
return (P1NN );
F IGURE 4.7: The NN2S Algorithm: Nearest Neighbors to a Simplex

the nearest neighbor point of this facet, the new measurement introduced above
can achieve higher accuracy.

4.2.4

DINA in N-dimension

The proposed DINA algorithm is shown in Fig. 4.8. Here, an n-dimensional non/convex hull is denoted as a set of its m facets, each of which is an (n-1)-simplex:
n
o
Sn = {t1,0 , . . . , t1,n−1 }, . . . , {tm,0 , . . . , tm,n−1 } ,
ti,j indicates the j-th vertex of the i-th facet in the hull.
At first, a convex hull Sn of a given finite data set X ∈ Rn is calculated using
a known convex hull algorithm e.g. Quickhull [MZXZ18] (line 1 of Fig. 4.8) .
Then, the nearest inner point to each facet ∆in−1 ∈ Sn is identified by means of
the algorithm NN2S (lines 5 of Fig. 4.8).
Since a given finite data set has more than one non-convex hull, a metric to specify
a non-convex hull is needed. A reasonable idea is defining an upper bound of
acceptable hollow spaces between each facet and the inner points near it (the
function η and the parameter θ in Def. 27). With the kGMS method a set of points
M are sampled uniformly located on a specific facet. These points can help us
further detect the hollow space along this facet by calculating the distances from
each element ml in M to its nearest inner point pl (lines 7 to 8). As shown in Fig.
4.9, the longer these distances, the larger the hollow space in this area. The longest
distance dsi among each pair of pl and ml is used to indicate the largeness of the
possible hollow space in the area near to the facet (line 9). On the other hand, the
facets in the sparse region are normally larger than the facets in the dense region.
As shown in Fig. 4.9, ∆11 = {t0 , t1 } is more interesting than ∆12 = {t2 , t3 } for digging
this convex hull to generate a non-convex hull. As a trade off, the η is defined as
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Input : a bounded finite data set: X ∈ Rm×n ;
the parameter to specify non-convex hull: θ;
the parameter for kGMS: k;
the maximal number of iterations: dig_num ∈ N.
Output: a set of facets constructing a non-convex hull.
generate a convex hull Sn = Conv(X);
Let I be the set of inner points of Sn ;
Pin = ∅;
foreach facet ∆in−1 ∈ Sn do
pi = NN2S(∆in−1 , k, I) ;
Pin = Pin ∪ pi ;
M = {ml |l = 1, . . . , r } = kGMS(∆in−1 , k );
n
o
PNN = pl pl is the nearest inner point o f ml , pl ∈ I ;
n
o
let dsi = max | pl − ml | pl ∈ PNN , ml ∈ M ;
let vsi = Vol (∆in−1 ) ;
let F be the list of facets with vsi · dsi > θ;
sort F in the descending order by vsi · dsi ;
while F 6= ∅ do
let ∆1n−1 be the first facet in F;
find all the adjacent facets Aj of ∆1n−1 ;
find the nearest points P0j ∈ Pin to each facet in Aj ;
build new facets Fnew with P0j , vertices of Aj and ∆1n−1 ;
replace Aj and ∆1n−1 with Fnew ;
update Sn , F and Pin ;
if dig_num reached then
break loop;
return (Sn );
F IGURE 4.8: The DINA algorithm

η = vsi · dsi , where vsi = Vol (∆in−1 ). ∆in−1 is the facet that is checked currently (line
10 in Fig. 4.8).
The parameter θ used to specify non-convex hulls is an input parameter of the
proposed algorithm, which serves to decide if a facet should be dug or not. If any
vsi · dsi is greater than θ, a digging process will be performed on Sn (lines 13 to 21).
In order to enhance the performance of the digging process, the facets with higher
vsi · dsi are processed first as larger facets signify a more non-convex boundary than
smaller facets (line 12). To identify and remove the hollow space around a facet, all
its adjacent facets have to be modified as stated before (lines 15 to 17). During the
new digging process, new facets Fnew are constructed with the points P0j , vertices
of Aj and ∆1n−1 . The hollow space enclosed by Aj , ∆1n−1 and Fnew are removed
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F IGURE 4.9: Upper bound used to specify a non-convex hull.

simultaneously (line 18), which corresponds to Eq. 4.1.
For high flexibility, the number of iterations is also limited by an input parameter
dig_num. But the repeating of the digging process could also be interrupted before
the maximal number of iterations is reached due to the fact that all the vsi · dsi have
come to the defined upper bound θ.
As can be seen, the steps from line 7 to line 8 in DINA are also a part of Fig. 4.7.
Therefore, these steps can be merged into Fig. 4.7 for an efficient implementation.
In summary, the DINA algorithm gives a method to compute n-dimensional nonconvex hulls of given data sets. Compared with the state-of-the-art methods, the
DINA algorithm has the following advantages:
• the first algorithm for constructing n-dimensional non-convex hulls of given
data.
• improving the efficiency and accuracy by finding the nearest points to facets
of a hull.
• more advanced digging process to identify and remove hollow spaces from
convex hulls in order to construct a non-convex hull.

4.2.5

Computational Complexity

The time complexity is an important performance indicator of an algorithm.
Here, the time complexity of the presented DINA algorithm is analyzed. Unless
otherwise specified, the worst time complexity is described here. Let n be the number
of input points, r the number of vertices in the current hull, w the number of
facets in the current hull, d the dimension of the given data. The proposed DINA
algorithm starts with building a convex hull. The time complexity of this step
depends on the used convex hull algorithm, e.g.: the Quickhull algorithm has time
b(d−2)/2c

complexity with O( nrbd/2c! ). The further costs of the DINA algorithm are:
Task1: kGMS
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As stated above, two-GMS can generate appropriate representations of facets in
most cases. The worst time complexity of performing two-GMS on a (d-1)-facet is
O(d4 ). If d ≤ 2, it is O(d2 ). According to the upper bound theory [Kle66], w has
an upper bound w ≤

r bd/2c
.
bd/2c!

Therefore, the cost of running two-GMS on all facets is

O(wd4 ).
Task2: Finding the nearest inner points to each facet of the current hull has a time
complexity of O(wd4 (n − r )).
Task3: Calculating ds ∗ vs for each facet has a time complexity of O(wd4 ).
Task4: Adding/deleting facets from the hull has a time complexity
• sorting F: O(q log q), where q ≤ w is the number of facets in F.
• updating Sn , F and Pin : O(d4 )
The total time complexity of the DINA algorithm is:
O

 nr b(d−2)/2c

bd/2c!

+ ( n − r ) d4


r bd/2c
+ q log q + d4
bd/2c!

In two dimensions, the time complexity of the proposed algorithm is O(nlogn +

(n − r )r ). The value of r depends on the input dataset. In general, r ∈ [d(d +
1), n]. Normally, r << n, then the time complexity of DINA in two dimensions is
O(nlogn + rn).
In higher dimensions, because of r >> d and q ≤ w ≤

r bd/2c
,
bd/2c!

the upper bound of

the time complexity of DINA is as follows:
 nr b(d−2)/2c


r bd/2c
+ q log q + d4 <
bd/2c!
bd/2c!
 nr bd/2c
b
d/2
c
r
r bd/2c 
+ (n − r )
+
=
O
bd/2c!
bd/2c! bd/2 − 1c!
 (2n − r + bd/2c)r bd/2c 
O
bd/2c!
O

+ ( n − r ) d4

In the worst case, d >> 2, r = n, all the points are needed to form the boundary.
Then, the time complexity is increased to O(nd/2 ). The most expensive operation
in DINA is searching the nearest neighbor. In the worst case, it takes O(n2 ). In
industrial use cases, the normal data points locate usually in very dense regions,
as the normal data points acquired from the same production process should be
similar to each other. Therefore, r is mostly much less than n. The worst case will
not normally occur from analyzing process data of industrial automation systems.
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Summary: In two dimensions, the proposed algorithm has a polynomial time
complexity O(nlogn + rn), which reaches the state-of-the-art performance.
In higher dimension, the only algorithm that can be found forcomparison is the

bd/2c
d
PO algorithm of Park and Oh. It has a time complexity O nr
+
rn
+
C
2
bd/2c!
[PO12]. Although, the DINA algorithm has little higher time complexity than the
PO algorithm, it still has a polynomial time complexity. The experimental results
of the presented algorithm in Chapter VII will show that DINA provides better
results than the PO algorithm.

4.3

Projection-based Non-convex Hull Algorithm

In safety-critical industrial automation systems, such as a chemical production
system, the anomaly detection tasks have to be performed locally instead of
remotely because of the real time restriction on such systems: the abnormal
behavior has to be detected and reported as soon as possible to avoid serious
accidents. In most cases, the computational resources are limited in the field layer
and process layer. To apply non-convex hulls-based anomaly detection in such
situations, a new approach to computing n-dimensional non-convex hulls with
less time complexity (quasilinear time complexity) is proposed. The algorithm
presented in this section is not the extension of the DINA algorithm. It is a
completely new algorithm based on another principle.

4.3.1

Estimating Non-convex Hulls using Mixture-of-Experts Model

Our approach is inspired by the Mixture-of-Experts (MoE) model [ME14] used in
probabilistic neural networks. The term expert indicates a local model that just
focuses on solving one sub-problem and can do it better than other experts. MoE
follows the divide and conquer principle. As illustrated in Fig. 4.10, the idea of
MoE is dividing the learning problem into homogeneous subspaces, each of which
can be well-modeled by one expert (a probabilistic distribution). A soft gating
(gating network) decides which expert to use for modeling which subspace. The
end solution is a combination of the part solutions from each expert.
Back to the problem of constructing non-convex hulls, as same as using MoE, we
can imagine that there are multiple experts located evenly in the space. Each expert
observes one part of the given data set locally. Their views together cover the entire
data set. (Fig. 4.11). Combining the perspectives of all experts, we can estimate the
shape of the whole original data.
Standing in front of a data set, the boundary of the data set that an expert can see is
the same as the boundary of the projection of this data set into a lower dimensional
space along the sight line of the expert (Fig. 4.12). In this sense, identifying the
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F IGURE 4.10: Schematic illustration of MoE.

boundary of a non-convex data set is equivalent to projecting the data set into a
lower dimensional space. Such projection can also be treated as dimensionality
reduction. To generate different sight lines, we need a dimensionality reduction
method that can provide different projections from original higher dimensional
space to spaces with given lower dimension.

Among all the dimensionality

reduction technologies, random projection [SVPM14] fulfills this condition.
Random projection [TIC17] tries to project higher n-dimensional data X ⊂ Rn into
a random lower k-dimensional (k << n) subspace without significantly losing the
structure of the data. Random projection is considered as a favorite method used
for the design of approximation algorithms [A.06]. An n × k matrix M is generated
randomly to specify the projection. The lower dimensional data are computed as:
X̃ = X · M.

(4.3)

The overall purpose is identifying the boundary of a given data set in higher
dimensional space. Therefore, it is necessary, that the low dimensional representation can hold the structure information of data as much as possible. For this
purpose, multiple orthogonal random projections are performed on the given data
to cover the whole surface of the data. In multiple orthogonal random projections,
the columns of the projection matrix are orthogonal. Therefore, the points are
projected onto a random lower-dimensional orthogonal subspace. This is similar
to the multiview projection [Mor12] used in engineering drawing to represent the
geometric structure objects. As shown in Fig. 4.12, the multiview projection uses
the six principal views (two directions in each axis of the Cartesian coordination
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F IGURE 4.11: MoE-based clarification of estimating non-convex
hulls in R3 .

system) to represent the geometric detail of the object. In order to represent the
boundary of a given object n orthogonal projections are sufficient, because two
projections with opposite directions on the identical object always get the same
shape (Fig.4.12 bottom). Therefore, the given non-convex data is projected on to n
orthogonal planes to get different perspectives of the boundary of this non-convex
data. Then, n two-dimensional non-convex hulls are calculated on the projected
two-dimensional data. The summary of these n two-dimensional convex hulls are
considered as a representation of the convex hull of the original n-dimensional nonconvex data.
Here, the end task is detecting anomalies with non-convex hulls. To achieve this,
it is just needed to test if a point is inside the non-convex hulls of every twodimensional representation (Fig. 4.13). Therefore, we can actually use the multiple
two dimensional non-convex hulls as an approximation of the exact non-convex
hull in the original space.
The proposed PROjection-based NOn-convex Hull Algorithm (PRONOHA) is
illustrated in Fig. 4.14. Given an n-dimensional data set X, n times orthogonal
random projections are performed to generate n projection matrices M = { Mi }
to two-dimensional subspaces (line 1). The original data is then projected into
different planes specified by M. Then, two-dimensional non-convex hulls Sn =

{Sin } of these projected data sets are computed with the DINA algorithm, which
can be used as representation of the boundary of original data (lines 3-5).
In summary, the PRONOHA algorithm provides a method to estimate n-dimensional
non-convex hulls of given data sets. Compared with the state-of-the-art methods
and the DINA algorithm, the PRONOHA algorithm combines random projection
with the two-dimensional non-convex hull algorithm to estimate n-dimensional
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F IGURE 4.12: Multiview projection in engineering drawing [Ber97].

non-convex hulls in a linear time (the worst case time complexity analysis will
be performed later) without a strong performance penalty (See the performance
analysis in Section 6.3).

4.3.2

Computational Complexity

Let n be the number of input points, d the dimension of given data, r the number of
vertices in a two dimensional hull. The worst case time complexity of PRONOHA
consists of the following parts:
Part 1: Random projections
The time complexity of projecting a d-dimensional data set with n data points into
a k-dimensional subspace is O(dkn) in the worst case. Therefore, the whole time
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F IGURE 4.13: Schematic illustration of projection-based non-convex
hull estimation in 3D.

Input : target data X ∈ Rd×n .
Output: a set of low dimensional non-convex hulls Sn .

4

generate n two dimensional projection matrices randomly:
M = { Mi }, Mi ∈ Rn×2 , i = 1, .., n;
foreach Mi ∈ M do
compute an non-convex hull Sin of X̃ = X · Mi ;

5

return (Sn = {Sin });

1
2
3

F IGURE 4.14: The PRONOHA Algorithm

complexity is O(d2 n) in the worst case.
Part 2: Computing d k-dimensional non-convex hulls has a time complexity of
O(dnlogn).


Then, the overall time complexity of PRONOHA is O n(d2 + logn) , which is
more efficient than DINA: quasilinear time VS polynomial time. The comparison
of the performance differences between PRONOHA and DINA can be found in
Chapter 6.

4.4

Conclusion

In this chapter, the first two research questions have been answered. After the
investigation of half-space representation of convex hulls, the first mathematical
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definition of non-convex hulls is given (answer to RQ1). Based on this definition, two algorithms for computing n-dimensional non-convex hulls have been
proposed (answer to RQ2).

DINA is the first algorithm for constructing n-

dimensional non-convex hulls, but has relatively high computational complexity
(still in polynomial time).
In case only that few computational resources are available in systems, PRONOHA
is developed to calculate non-convex hulls. The computational complexity of nonconvex hull algorithms increases fast with the growth of the dimension of data sets.
In general, data collected from industrial automation systems contain redundant
information, because of the dependency among the observations (e.g. the output
pressure of an air compressor is dependent on the power of the motor, the current,
voltage and the power of the same motor are highly correlated). Reducing the
dimensionality of data is a reasonable approach to enhance the performance of such
algorithms.
Therefore,
the proposed method has less computational complexity


2
(O n(d + logn) ).
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Chapter 5

Location of Points in Relation to
Non-Convex Hulls
With non-convex hulls in hand, anomaly detection tasks are equivalent to identifying whether a new point lies inside or outside this non-convex hull. In this
chapter, the geometric structure of the non-convex hull is extended to develop
a novel geometric method for determining the inclusion of a point in an ndimensional non-convex hull, which addresses RQ3. Moreover, the algorithmic
results proposed in Chapter 4 and this chapter are summarized to develop a
clustering-based method for anomaly detection tasks in industrial automation
systems. The concepts presented in this chapter have been published in [LNH19,
LN20].
In Section 3.2, the state-of-the-art solutions to points in the non-convex hull
problem were analyzed extensively. No method exists to determine the location
of points in relation to no-convex hulls in n-dimensions ( RQ3). The main objective
of this chapter is to provide an efficient answer. After analyzing the method used
to locate points to hyperplanes, a new geometric structure is proposed, in which
normal vectors are used as the base to determine the position of points to facets of
non-convex hulls (Section 5.1). Furthermore, the concept of local convexity and a
corresponding method to test local convexity are developed to localize the points
in relation to two adjacent facets in non-convex hulls (Section 5.2 ). Then, a new
algorithm to solve the points in the n-dimensional non-convex hull problem is
summarized in Section 5.3.

5.1

The oriented non-convex hull

In this section, normal vectors of hyperplanes are used to determine the position
of points to facets of non-convex hulls. A new geometric structure, the oriented
non-convex hull is also proposed as one of the theoretical results.
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F IGURE 5.1: Dependency among the concepts defined in this
chapter.

5.1.1

Location of Points to Hyperplanes

As stated before (Section 3.1.1), angle-based methods for detecting the location of
points to non-convex hulls are not suitable for higher (n > 2) dimensional space.
Since the half-space representation is used to define non-convex hulls (Section 4.1)
and each facet (Definition 22) of a non-convex hull is a simplex (Definition 21) on a
hyperplane, it is reasonable to find a hyperplane based solution to the point in the
non-convex hull problem. First, the method to identify the position of a point to a
hyperplane in high dimensional space is reviewed. In geometry, a hyperplane can
have two normal vectors, which can be defined as follows:
Definition 28. A normal vector to a hyperplane is any vector whose direction is
perpendicular to the given hyperplane. [Han94].
Given n-1 linearly independent n-dimensional vectors on the same n-dimensional
hyperplane, the normal vectors of this hyperplane can be calculated by computing
the cross product of these n-1 vectors. For example, if there are two linearly
~ in Fig. 5.2), we can get
independent three-dimensional vectors in a plane (a~c, ab

~ and v~2 = ab
~ × a~c.
the two normal vectors v~1 = a~c × ab

F IGURE 5.2: Using normal vector to localize a point in R3 : The
points a, b and c are located on the same hyperplane h. v~1 and v~2
are two normal vectors of h. p1 and p2 are two points that are not on
h.
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One hyperplane divides the space into two half-spaces and each of its two normal
vectors is directed towards one of the two half-spaces, respectively. With the help of
the normal vectors, the location of a point to a hyperplane can be determined in the
~ 1 and
following way: as illustrated in Fig. 5.2, given two test points (p1 and p2 ), ap

~ 2 are two new vectors from the hyperplane h to test points. If the angle between
ap
the new vector and one normal vector is less than 90◦ , then this test point falls into
the half-space specified by this normal vector. With this method, it is possible to
localize a point to a given hyperplane.
The scalar product can be used to find the angle between two vectors. In the case of
a zero value of the scalar product, the two vectors are perpendicular to each other.
A positive value indicates an acute angle. In this work, the term "two vectors in the
same direction" is used to indicate that the angle between the two vectors is less
than 90◦ . Otherwise, they are "in the opposite direction".
Because it is not possible to find linearly independent vectors on the same line, the
normal vectors of a two-dimensional line have to be calculated as follows:
Theorem 2. Suppose point A( x1 , y1 ) and point B( x2 , y2 ) are two points on the same line
L. Let dx = x2 − x1 , dy = y2 − y1 . Then the two normal vectors of this line are (dy, −dx )
and (−dy, dx ).
Proof. This theorem can be proved as follows. A vector along L can be built with
~ = ( x2 − x1 , y2 − y1 ). Because AB
~ is on the given line L, the
points A and B: AB

~ This means, the two normal
normal vectors of L should be perpendicular to AB.
~ clockwise 90◦ or 270◦ , as shown in
vectors of L can be calculated by rotating AB
Fig.5.3.
To do this mathematically, two rotation matrices are defined for 90◦ and 270◦
clockwise rotations, respectively:
"
#
"
#
0 −1
0 1
R1 =
and R2 =
1
0
−1 0
Then, the two normal vectors of L can be calculated as:

~ · R1 = (y2 − y1 , x1 − x2 ) = (dy, −dx )
n1 = AB
and

~ · R2 = (y1 − y2 , x2 − x1 ) = (−dy, dx ).
n2 = AB
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F IGURE 5.3: Calculation of normal vectors of a line using rotation. A
and B are two points on the line L. v~1 and v~2 are two normal vectors
~
of L, which can be determined by rotating AB.

5.1.2

Oriented non-convex hulls

The location of points to hyperplanes has been solved. The inclusion of points
in non-convex hulls can be converted to the localization of points to facets of
non-convex hulls. In order to make the above mentioned method applicable on
non-convex hulls, a new geometric structure named oriented non-convex hulls is
proposed in this section.
In n-dimensional space, (n-1) linearly independent vectors are required to determine an n-dimensional hyperplane. One (n-1)-simplex in Rn has n vertex
vectors {d~1 , . . . , d~n } that can be used to build (n-1) linear independent vectors
{d~2 − d~1 , . . . , d~n − d~1 } and further fix a hyperplane. The cross products of these
(n-1) vectors are the two normal vectors of the hyperplane on which this simplex is
located. Because a facet of n-dimensional non-convex hulls is an (n-1)-simplex, the
normal vector of a facet is defined as follows:
Definition 29. The normal vector of a facet in a non-convex hull is the normal vector
of the corresponding hyperplane, where this facet is located, in the direction from this
hyperplane towards the space outside the non-convex hull.
In Fig. 5.4, the triangle {b,e,g} is a facet (denoted with f beg ) of this three-dimensional
non-convex hull. ~b, ~e and ~g are the vertex vectors. Two linear independent vectors
~ = ~b − ~e and e~g = ~g − ~e are able to determine a two-dimensional hyperplane
eb
(a plant). Then, the normal vector v~1 can be used to orient f beg . If every facet of a
non-convex hull is oriented with a normal vector as defined above, this non-convex
hull is then an oriented non-convex hull. It is defined formally as follows.
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F IGURE 5.4: A non-convex hull with an oriented facet in R3 .

Definition 30. An oriented non-convex hull in Rn is a tuple C = (F, V), where m ∈ N
• F = {fi |1 ≤ i ≤ m ∧ i ∈ N} is a finite set of facets of an n-dimensional, non
self-intersecting polytope constructing this non-convex hull.
• V = {~
vi |1 ≤ i ≤ m ∧ i ∈ N} is a set of vectors, where v
~ i is the normal vector of fi .
As shown in Fig. 5.5, given a facet of an oriented non-convex hull and a test point
(p1 or p2 ), if the test vector from one vertex of the facet to the test point (c~p1 or c~p2 )

F IGURE 5.5: Determining the position of points to facets in R3 . v
is the normal vector of the facet {b, c, d}. h is the corresponding
hyperplane where the facet is located.

is in the same direction as the facet’s normal vector (~v), the test point lies below
the corresponding hyperplane of the facet (p1 ). Otherwise, the test point lies on (in
the case that the dot product is zero) or above (for a positive result) the hyperplane
(p2 ). To better clarify the presented method, the terms "on/above/below a facet"
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are used as synonyms for on/above/below the corresponding hyperplane of the
facet.

5.2

Local convexity

Given an oriented non-convex hull, the position of a test point to each facet can
be determined. Since convex hulls are globally convex, if a point lies below all the
facets of a convex hull, then it can be judged as inside the convex hull. As stated
before (Definition 27), a non-convex hull has both convex and non-convex parts.
Unfortunately, this method does not work when a hull is non-convex. In order
to solve the points in the non-convex hull problem with oriented non-convex hulls,
the concept of local convexity and a corresponding test method are developed, which
provide a method to analyze the inclusion of points in non-convex hulls locally. In
geometry, local convexity is used to partition a shape, but has not been explicitly
defined [Ros00, SSPö14].
The convexity of an n-dimensional hull can also be tested by checking if all of the
interior dihedral angles between each pair of two adjacent facets are smaller than
180◦ . The dihedral angle extends the angle constructed by two half-lines in R2 to
the angle constructed by two n-dimensional half-hyperplanes. Based on this test
method, the local convexity is defined as follows.
Definition 31. Let ∠f1 f2 be an interior dihedral angle of an oriented non-convex hull
C(F, V) (see Def. 30). f1 , f2 ∈ F are two adjacent facets of C, which construct ∠f1 f2 .
If ∠f1 f2 is smaller than 180◦ , this oriented non-convex hull is locally convex on f 1 , f 2 ,
otherwise it is locally non-convex. The space surrounded by f1 , f2 and meanwhile inside
this oriented non-convex hull is named as a locally non-/convex areas of C, respectively.
Fig. 5.6 (top) shows a locally convex area, while Fig. 5.6 (bottom) is a locally
non-convex area. Two adjacent facets f 1 , f 2 build two dihedral angles that are
explementary angles (the sum of two angles is 360◦ ). The one less than 180◦ can
be calculated as follows:

∠ f 1 f 2 = 180◦ − arccos

h~
v1 , v~2 i
| v1 | · | v2 |

(5.1)

, where h~
v1 , v~2 i is the dot product of the normal vectors v~1 , v~2 of the two facets. The
larger can then can be calculated with:

∠ f 1 f 2 = 180◦ + arccos

h~
v1 , v~2 i
| v1 | · | v2 |

(5.2)

Given the normal vectors of two intersecting facets, it is only possible to calculate
the acute angle between the two vectors, but which dihedral angle (acute or obtuse)
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F IGURE 5.6: A locally convex area (top) and a locally non-convex
area (bottom) in R3 . v~1 , v~2 are normal vectors of the facets. h1 and
h2 are the corresponding hyperplanes where the facets are located.

is the interior dihedral angle of the hull can still not be determined without further
information. Therefore, a new geometric approach to detecting the local convexity
of oriented non-convex hulls is presented.
Focusing on two intersecting facets in an n-dimensional oriented non-convex hull,
a new n-simplex can be constructed by connecting the two unshared vertices of
these two facets. For example, connecting the points a and d in Fig. 5.6 top can
build a three-simplex { a, b, c, d}. The center of the new simplex is the mean of the
set consisting of all the vertices of this new simplex. As is known, a simplex is
always convex. The center of a simplex is a linear combination of all its vertices.
Therefore, the center of a simplex always lies inside this simplex.
Based on this property, the local convexity of an oriented non-convex hull can be
checked using the following theory.
Theorem 3. Let C(F, V) be an oriented non-convex hull in Rn , and let f1 , f2 ∈ F be its
two adjacent facets in Rn . A1 = { a1 , . . . , an−1 , an } and A2 = { a1 , . . . , an−1 , b} are the
vertices of f1 and f2 , respectively. K = A1 ∪ A2 contains all the vertices of the two facets.
Let mk be the mean of K, then the unbounded area formed by f1 and f2 is
• locally convex if mk is below both f1 and f2 .
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• locally non-convex if mk is above both f1 and f2 .
Proof. This theorem can be proved as follows. The two adjacent facets f1 and
f2 divide a complete angle (360◦ ) into two explementary dihedral angles. The
dihedral angle belonging to interior angles of the non-convex hull is denoted with

∠f1 f2 , while the another dihedral angle is denoted with ∠f1 f2 , where ∠f1 f2 +
∠f1 f2 = 360◦ . A new simplex ∆nf1 f2 , which also has f1 and f2 as facet, can be
built using the vertices in K. Thus, one of both dihedral angles ∠f1 f2 or ∠f1 f2 is
an interior angle of ∆nf1 f2 . Because mk is a linear combination of all the points in the
convex set K, it has to be included in ∆nf1 f2 according to Definition 20, i.e. in the area
covered by the interior dihedral angle of ∆nf1 f2 . If mk is below both f1 and f2 , then
∠f1 f2 is an interior dihedral angle of ∆nf1 f2 . It also means ∠f1 f2 is less than 180◦ .
Consequently, the area formed by f1 and f2 is locally convex. The first statement
has been proved.
If mk is above both f1 and f2 , ∠f1 f2 is then an interior dihedral angle of ∆nf1 f2 and

therefore less than 180◦ . Thus, ∠f1 f2 = (360◦ − ∠f1 f2 ) > 180◦ . Therefore, the

unbounded area is locally non-convex.
Theorem 3 can also be represented in another way. Imagine the interior angle α
constructed by f 1 and f 2 equals zero at the beginning. Then, increase the value of
α. Before it reaches 180◦ (α = ∠ f 1 f 2 ), the unbounded area is locally convex and
the points inside ∆nf1 f2 including mk are all below both f 1 and f 2 . As α increases, mk

moves toward f 1 and f 2 , until α = 180◦ , mk , f 1 and f 2 are in the same hyperplane.
Increasing the value of α further, mk moves above both f 1 and f 2 . Meanwhile,
because α > 180◦ , the unbounded area becomes locally non-convex.
With Theorem 3 in hand, the local convexity of an oriented non-convex hull can be
checked efficiently. Given two oriented adjacent facets, it is possible to test if a point
lies inside or outside a locally non-/convex area of an oriented non-convex hull
based on the local convexity. In the case that two facets build a locally convex area,
if the test point is below both of the two facets, it is inside the locally convex area (p1
in Fig. 5.6 top). Otherwise, it is outside this area (p2 in Fig. 5.6 top). Facing a locally
non-convex situation, if the test point is above both facets, then the test point lies
outside this locally non-convex area (p2 in Fig. 5.6 bottom). Otherwise, it is inside
this area (p1 in Fig. 5.6 bottom). Theorem 3 provides a method to determine the
position of a point in relation to a non-convex hull locally, which is also the base of
the solution to RQ3.
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Point in Non-convex Hull Problem

After the theoretical preparation in the above sections, a solution to points in the
non-convex hull problem is introduced in this section.
Given two oriented adjacent facets, it is possible to test if a point lies inside or
outside a locally non-/convex area of an oriented non-convex hull-based on the
local convexity (Section 5.2). To determine the position of a test point to an ndimensional oriented non-convex hull, it is reasonable just to observe the location
of this point to all the locally non-/convex areas around it, i.e. the locally non/convex areas built with its nearest facet and the adjacent facets of its nearest
facet. The k-grade middle points sampling (kGMS) method introduced in Fig. 4.6
approximates a facet of a non-convex hull with a sets of data points that are
uniformly distributed on the given facet. This method can be used to identify the
nearest facet to a test point. Then, all the n adjacent facets of this nearest facet and
itself are used to localize the given test point.
Because non-convex hulls have more complex local convexity than convex hulls, it
is important here to prove that all relevant locally non/-convex areas around the
test point can yield the identical result of the inclusion test. Therefore, the following
theorem is proved.
Theorem 4. Let C(F, V) be an oriented non-convex hull in Rn (as defined in Definition
30), f p is the nearest facet in the non-convex hull C(F, V) to a given test point p. The set
Fs ⊂ F includes all the neighbored facets of f p .
• p is inside the oriented non-convex hull, if p is inside any locally convex area built
with f p and one facet in FS .
• p is outside the oriented non-convex hull, if p is outside any locally non-convex area
built with f p and one facet in FS .
Proof. This theorem can be proved as follows. Three situations can be distinguished
according to the results of the local convexity test (Fig. 5.7):
• Situation 1: the areas built with f p and facets in FS are all locally non-convex
(Fig. 5.7 top). According to Theorem 3, if p lies outside any non-convex
area built with f p and one facet in FS , p is above f p . If p is outside some
locally non-convex areas but inside the remaining locally non-convex areas,
p should be above f p and in the meantime below some facets building locally
non-convex areas with f p (like p9 in Fig.5.7 top), it means that some facets
could lie between p and f p . This contradicts the fact that f p is the nearest
facet to p in C(F, V). Consequently, the point p is outside all the locally nonconvex areas built with f p , if p is outside any locally non-convex area built
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F IGURE 5.7: Three possible results of local convexity test in R2 :
mixture with locally convex and non-convex areas (bottom), just
locally convex areas (middle) and just locally non-convex areas (top).

with f p . Therefore, p is outside the hull. The first statement has been proved
in situation 1. Because there is no locally convex area in this situation, the
second statement does not have to be proved in this situation.
• Situation 2: the areas built with f p and facets in FS are all locally convex (Fig.
5.7 middle), in the same way as in the first situation, if p lies inside any locally
convex area built with f p and one facet in FS , p is below f p . If p is inside some
locally convex areas but outside the rest of the locally convex areas, p should
be below f p and in the meantime above some facets building locally convex
areas with f p . This means that some facets could lie between p and f p (like p6
in Fig.5.7 middle) and this contradicts the fact that f p is the nearest facet to p
in C(F, V). Consequently, point p is inside all the locally convex areas built
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with f p , if p is inside any locally convex area built with f p . Therefore, p is
inside the hull. The second statement has been proved in situation 2. Because
there is no locally non-convex area in this situation, the first statement does
not not have to be proved in this situation.
• Situation 3: the areas built with f p and facets in FS have both locally convex
and locally non-convex parts (Fig. 5.7 bottom). The locally convex areas and the
locally non-convex areas share the common facet f p . According to Theorem
3, if p lies outside any locally non-convex area built with f p and facets in FS ,
p is above f p . Therefore, p could not be inside any locally convex area built
with f p and facets in FS , where p has to be below both f p and other facets
constructing the locally convex areas. Thus, if p is outside any locally nonconvex area built with f p , it is outside all the locally convex areas built with f p .
If p is outside some locally non-convex areas but inside the remaining locally
non-convex areas, p should be above f p and at the same time below some
facets building the locally non-convex areas with f p . It means that some facets
could lie between p and f p . This contradicts the fact that f p is the nearest
facet to p in C(F, V). Consequently, the point p is outside all the locally nonconvex areas and locally convex areas built with f p , if p is outside any of the
local non-convex areas built with f p . Therefore, p is outside the hull. The first
statement has been proved in situation 3.
In the same way, if p lies inside any locally convex area built with f p and
facets in FS , p is below f p . Therefore, p could not be outside any locally nonconvex area built with f p , where p has to be above both f p and other facets
constructing the locally non-convex areas. If p is inside some locally convex
areas but outside the rest locally convex areas, p should be below f p and at
the same time above some facets building the locally convex areas with f p . It
means that some facets could lie between p and f p . This contradicts the fact
that f p is the nearest facet to p in C(F, V). Consequently, the point p is inside
all the locally non-convex and locally convex areas built with f p , if p is inside
any of the locally convex areas built with f p . Therefore, p is inside the hull.
The second statement has been proved in situation 3.

In Theorem 4, every test point has to be assigned to its nearest facet in the given
oriented non-convex hull first. All the possible test points assigned to this facet
should be in a small space which almost surrounds this facet. This fact provides
the basis of Theorem 4. This nearest facet together with all its adjacent facets build
the terrain around the test point, which can be used to determine the inclusion of
test points in the oriented non-convex hull.
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Based on Theorem 4, a novel method to determine the inclusion of points in ndimensional non-convex hulls is introduced here. For easy understanding, the
localization method for the two-dimensional case is introduced first. Suppose there
is an oriented non-convex hull as shown in Fig. 5.8. The nearest facet to each test
point is identified first (line segments d2 d3 and d6 d7 ). The local convexity of each
local area built with the nearest facets and one of its adjacent facets is also checked
using the method presented in Theorem 3:
• line segments d2 d3 and d1 d2 build a locally convex area.
• line segments d2 d3 and d3 d4 build a locally non-convex area.
• line segments d6 d7 and d5 d6 build a locally convex area.
• line segments d6 d7 and d7 d8 build a locally convex area.
To localize a test point p1 , a new vector d7~p1 from one vertex of the nearest facet to
p1 itself is then built. Three facets (line segments:d5 d6 , d6 d7 and d7 d8 ) build two
locally convex areas. Then, p1 can be localized as follows: If any of the scalar
products, hd7~p1 , v~1 i, hd7~p1 , v~2 i and hd7~p1 , v~3 i, is equal or less than 0 (p1 is below
all the facets which nearly surround it), then p1 lies inside the hull. Otherwise, it
lies outside the hull (see p2 in Fig. 5.8).
For the case in which both locally non-convex areas and locally convex areas exist,
e.g. where point p4 is located, if both of the scalar products, hd3~p4 · v~4 i and hd3~p4 ·
v~6 i, are greater than 0, then p4 lies outside the hull. Otherwise, if both of the scalar
products, hd3~p4 · v~4 i and hd3~p4 · v~5 i, are equal or less than 0, then it is inside the hull
(see p3 in Fig. 5.8).

F IGURE 5.8: Location of points to an oriented non-convex hulls
in R2 : the points (p1 , p2 , p3 , p4 ) are test data. Dotted arrows
(v1 , v2 , v3 , v4 , v5 , v6 ) are the normal vectors of the facets (line
segments) used for the position test.
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Input : A non-convex hull Sn of data X ∈ Rm×n ;
A test point p ∈ Rn .
Output: insideHull ∈ B = {0, 1}.
orient the non-convex hull Sn → C(F, V)
I See Definition 30;
find the nearest facet fp ∈ F to p with kGSM
I See Algorithm 4.6;
let Fs ⊂ F be the set of facets intersecting with f p ;
Initialize insideHull = f alse;
if LocalConvex ( f p , Fs ) == Convex then
if p inside any of the locally convex areas built with f p and f m ∈ Fs then
insideHull = true;
else if LocalConvex ( f p , Fs ) == Nonconvex then
if p outside any locally non-convex area built with f p and f m ∈ Fs then
insideHull = f alse;
else
insideHull = true;

15

else if LocalConvex ( f p , Fs ) == Mix then
if p inside any of the locally convex areas built with f p and f m ∈ Fs then
insideHull = true;

16

return (insideHull);

13
14
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F IGURE 5.9: ALOC: Algorithm for the location of point in nonconvex hulls

The proposed algorithm for the LOCation of point in non-convex hulls (ALOC)
is shown in Fig. 5.9. Because a point can be either inside (including point on the
hull) or outside an oriented non-convex hull, we just need to select one statement in
Theorem 4 for localization of a given point according to the local situations. Given
a non-convex hull of a data set X, an oriented non-convex hull will be calculated
first (line 1 in Fig. 5.9). Then, the nearest facet f p ∈ F to a test point p and
all the neighboring facets of f p are identified (lines 2 and 3). Based on Theorem
3, the function LocalConvex ( f p , FS ) returns different values according to the local
convexity of the areas built with f p and facets in FS : Convex means all the areas
are locally convex (Situation 2 in Theorem 4), while Nonconvex indicates they are
all locally non-convex (Situation 1 in Theorem 4). The value Mix shows that both
locally convex and locally non-convex areas exist (Situation 3 in Theorem 4). For a
Convex value, p is inside the hull only if p is inside any of these locally convex areas
(from line 5 to line 7). In the case that these local areas are all locally non-convex,
p is outside the hull if p is outside any of these locally non-convex areas (from line
8 to line 10). Otherwise, it is inside the hull (line 12). When it returns a Mix, p is
inside the hull only if p is inside any of the locally convex areas (from line 13 to line
15). Otherwise, p is outside the hull. Then, it is an abnormal point.
In summary, the ALOC algorithm:

Chapter 5. Location of Points in Relation to Non-Convex Hulls

67

• is, to the best of our knowledge, the first method to solve the point in the
n-dimensional non-convex hulls problem.
• is based on scale products of vectors and can be implemented with little effort.

5.4

Computational Complexity

Let r be the number of vertices in the current hull, w be the number of facets in the
current hull, d be the dimension of the given data. The worst case time complexity
of ALOC algorithm can be calculated as follows:

Part 1: Orienting a non-convex hull
The time complexity of calculating normal vectors of each facet is O(2w).
Part 2: Finding the nearest facet to a point has a time complexity of O(logr4 ). Here,
the average time complexity of partition-based kNN searching methods is used for
calculation.
Part 3: Localizing p has a time complexity of O(4).
 bd/2c

Then, the overall time complexity of ALOC is O 2 brd/2c! + logr .
In two-dimensional space, the time complexity of the ALOC algorithm is O(r +
logr ), which is more efficient than the state-of-the-art methods with O(rlogr ) time
complexity [Sno17].
In higher dimension, because of r >> d > 2,

bd/2c! > 1 ⇒

r bd/2c
< r bd/2c ,
bd/2c!

 r bd/2c



⇒O 2
+ logr < O 2r bd/2c + logr .
bd/2c!
the ALOC algorithm still has a polynomial time complexity in the worst case.

5.5

Clustering-based Anomaly Detection with Non-convex
Hulls

In this section, the answers to the first three research questions are used to solve
anomaly detection problems in industrial automation systems.
With the increased complexity of industrial automation systems, the number of
decisions that need to be made during the working processes to produce expected
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parts has also risen[EPP+ 12]. Here, the decision making means mostly setting the
operational parameters of one or more components or subsystems: e.g. adapt the
trajectory of a robot arm, adjust the temperature of a reaction vessel. Such kinds of
changes in operational parameters lead to complex industrial automation systems
having multi-modes, e.g. wind turbines . For anomaly detection, it makes sense to
first identify, in which operational mode the current test data point is.
Based on the above proposed non-convex hull-based representation (Chapter
4) and similarity measure (Chapter 5), a clustering-based anomaly detection
algorithm with non-convex hulls (CLADENO) has been developed, which is
shown in Fig. 5.10.
Input : data of the system normal behavior D ∈ Rd×n , a test point p ∈ Rn .
Output: IsAnomaly ∈ B.
1
2
3
4
5

cluster D into m groups with a cluster method: D = { Di }, Di ∈ Rn , i = 1, .., m;
generate m non-convex hulls to represent these clusters: Sn = {Sin }, Sin is the
non-convex hull of Di ;
find the nearest non-convex hull Snj ∈ Sn to p;
IsAnomaly = ALOC(Snj , p)
return (IsAnomaly)

I See Algorithm 5.9;

F IGURE 5.10: CLADENO Algorithm: clustering-based anomaly
detection algorithm with non-convex hulls.

Given a data set D, m ∈ N ≥ 1 meaningful groups (clusters) D = { Di }
are generated to model the different operational modes of the given industrial
automation system (line 1 in Fig. 5.10). For each cluster Di , a non-convex hull
Sin is calculated with the DINA algorithm (Fig. 4.8) or the PRONOHA algorithm
(Fig. 4.14) first (line 2 in Fig. 5.10). Then, the nearest non-convex hull Snj ∈ Sn to
the test point p is identified. The position of p to its nearest non-convex hull Snj
is checked using the ALOC algorithm introduced above (Fig. 5.10). The function
ALOC returns a logic true, if the point p is outside its nearest non-convex hull Snj
(an anomaly). If p is inside Snj , it is a normal data point (IsAnomaly == FALSE)
(line 4 in Fig. 5.10).
The Advantages of CLADENO against the Classic Clustering-based Methods for
Anomaly Detection
Industrial automation systems are normally equipped with close-loop control
systems in component level and also across all distributed units. Efficient and
reliable control strategies are needed to push the controlled variables to the predefined work points according to highly complex and time-dependent workloads.
The intricate interdependencies and causalities between components caused by
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the first principles and the complex control strategies lead to the appearance of
non-stationary dynamic behavior in industrial automation systems.

The high

sampling rate (in milliseconds, even in microseconds for motion control) enhances
the impact of such non-stationary dynamic behavior with intrinsically non-linear
characteristics on the collected data sets: the collected process data have more
complex non-convex shapes. Therefore, the data-driven methods for anomaly
detection tasks are required to have high generality. This means, that the methods
should be applicable on data sets with different structures (shapes), i.e. both convex
and non-convex.
The classic clustering-based approaches to anomaly detection tasks use representation that makes assumptions on either statistical distribution or the structure of
data in clusters. Such assumptions are hard to hold for analyzing real world data
with complex shapes in industrial automation systems. Moreover, the similarity
measure used in these approaches mostly needed a threshold to determine whether
a point is similar enough to the points in clusters (normal points) or not (anomaly).
The selection of such a threshold is still a challenging task. The above-mentioned
weaknesses limit the applicability of clustering-based methods to solve the problems like the condition monitoring and the predictive maintenance of complex
industrial systems.
Density-based clustering algorithms like DBSCAN [BC18] and graph theory-based
clustering algorithms like Spectral Clustering [ALN18] are not going to learn a
representation of clusters during data grouping. Therefore, the anomaly detection
methods based on these kinds of clustering algorithms need the whole training
data as a model. The similarity between the new data point and clusters is then
measured by calculating the distance of this new point to its nearest neighbor point
in clusters. This approach can reduce the influence of the geometry of clusters on
the accuracy of detecting anomalies. However, the whole training data has to be
stored in RAM (Random Access Memory). Consequently, applying this approach
on a huge and high dimensional training data set requires the availability of large
amounts of RAM. It is difficult for this condition to be met in most manufacturing
enterprises, especially in SMEs (Small and Middle Enterprises). Furthermore,
finding an appropriate threshold is also an issue which needs to be fixed for these
methods.
For anomaly detection purposes, extremes of a data set are more informative than
mean or average points, because they can be used to build the decision boundary
between normal and abnormal data points. The proposed CLADENO algorithm
identifies the extremes of data clusters and provides an intuitive approach to the
sparse representation of data, which also conforms to the human manner of representing a group of objects by their extreme elements [SE16]. Moreover, CLADENO
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is a data-driven approach that does not rely on implicit assumptions about the
underlying data generation process. The non-convex hull-based representation is
faithful to the original nature of given data. Therefore it is suitable for data sets
with both convex and non-convex shapes. The corresponding similarity measure
uses the boundary of normal clusters to identify abnormal points. No threshold is
needed here. The proposed CLADENO algorithm can be combined with any kind
of clustering algorithms. Therefore, it can benefit from both clustering methods
and non-convex hull representation.

It is an algorithm with high generality

(for both convex and non-convex data) and high flexibility (one method of data
representation and similarity measure for all kinds of clustering algorithms).

5.6

Conclusion

In this chapter, the solution to the third research questions (RQ3) has been
proposed. At first, a normal vector-based approach to the location of points to
hyperplanes was investigated. In order to apply this approach on the point in
the non-convex hulls problem, a new geometric structure, the oriented non-convex
hull, was developed. Based on this geometric structure, the concept local convexity
was defined and an algorithm to test the local convexity in non-convex hulls was
introduced. After these preparations, the first algorithm (ALOC) to localize points
to n-dimensional non-convex hulls was presented (answer to RQ3), which is more
efficient than most state-of-the-art methods in two-dimensional space and has a
polynomial time complexity in n-dimensional space.
Furthermore, the proposed non-convex hull-based representation and similarity
measure are utilized to develop a novel cluster-based anomaly detection algorithm
with high generality and flexibility. As stated above, the clustering analysis can
identify the normal operational modes of industrial automation systems without
expert knowledge. Building non-convex hulls on each cluster (operational modes)
provides an intuitive representation of normal operational modes that characterize
extremes rather than averages. This representation gives an explicit boundary
between normal and abnormal behavior of systems, which is faithful to the nature
of data and does not rely on implicit density and structure assumption. Therefore,
the non-convex hull-based anomaly detection method has high generality (for both
convex and non-convex data) and flexibility (one method of data representation
and similarity measure for all kinds of clustering algorithms).
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Chapter 6

Experimental Results
In this chapter, the proposed non-convex hulls algorithms for clustering-based
anomaly detection were evaluated against several baseline methods. Both artificial
data sets and real world data sets were used to validate the practical applicability
of the proposed methods (RQ4).
First, the baseline algorithms and the criteria for evaluation were selected. The
main purpose of this work is to address the new challenges (Chapter 1) for
anomaly detection in complex industrial automation systems. In order to prove
the advantages of the proposed non-convex hull-based anomaly detection method,
two artificial data sets and four real world data sets were used to evaluate the
proposed non-convex hulls algorithms for clustering-based anomaly detection
(the CLADENO algorithm). The algorithms for calculating n-dimensional nonconvex hulls (DINA, PRONOHA in Chapter 4) and for determining the location
of test points to an n-dimensional non-convex hull (ALOC in Chapter 5) were
not evaluated with data sets separately. Their performances are reflected by the
evaluations results of the CLADENO algorithm.
In order to show the time consumption of the proposed algorithms for computing
non-convex hulls and for detecting if points are in or outside a given non-convex
hull, the performance analysis was carried out in Section 6.3.

6.1

Selection of Baseline Algorithms and
Evaluation Criteria

The overall purpose of the evaluations performed in this section is to prove that
the proposed non-convex hull representation of clusters and the corresponding similarity
measure can improve the accuracy of clustering-based anomaly detection methods in
industrial automation systems. In order to achieve this aim, two kinds of algorithms,
which have been widely used for anomaly detection tasks [BDMZ12], have been
selected as baseline:
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• Clustering algorithms with statistical or center-based representation: Gaussian Mixture Models (GMM) [QRG+ 17] clustering and kMeans [WZL20].
• Hull-based representation: the convex hull-based method (CH) [ZYLC16].
The comparison with GMM and kMeans can show the advantages of nonconvex hull-based representation and similarity measure against statistical and
center-based approaches for clustering-based anomaly detection. Furthermore, the
proposed solution belongs to the hull-based method. Therefore, the performance of
the proposed method should also be evaluated against other hull-based algorithms,
i.e. CH.
The kMeans-based anomaly detection uses cluster centers as reference.

The

Euclidean distance of a test point to its nearest cluster center is used as the similarity
measure for anomaly detection.

A threshold is identified by calculating the

maximal distance between cluster centers and the points inside the same clusters.
A test point with a smaller distance to a cluster center (equal to or smaller than this
threshold) is then normal data. Otherwise, it is an anomaly.
For GMM-based anomaly detection, the probability of a test point generated from
the statistic distribution of a normal behavior cluster is a nature similarity measure.
The threshold is then the smallest probability of cluster points generated from the
learned statistic distribution of this cluster. If the probability of a test point is equal
to or larger than this threshold, this test point is then a normal point. Otherwise, it
is an anomaly.
For the DINA algorithm (Chapter 4.2), the parameter maximal number of iterations
is set as 100,000, while the parameter θ is set as the average distance of each two
points in data sets. Two-GMS was used here (k = 2).
Different data sets are utilized for evaluation. For each data set, 10-fold cross
validation is performed and the results are averaged. In one validation, a data
set is divided into a training subset and a test subset. True positive rate (TPR),
true negative rate (TNR), F1 measure (F1) and balanced accuracy (ACC) are used
to quantify the performance of each algorithm. Here, true positive is defined as a
correct detection of anomaly and true negative means a correct identification of a
normal point.

6.2

Evaluation of the Clustering-based Anomaly Detection
Algorithm with Non-convex hull Representation

Different experiments were run to evaluate the proposed CLADENO algorithm
against the selected baseline algorithms (GMM, kMeans and CH) for anomaly
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detection tasks. Two artificial data sets and four real world data sets were used to
validate the methods. The criteria selected in Section 6.1 were used in comparison.
In this section, the results of the conducted experiments are introduced.

6.2.1

Artificial Data Sets

In this section two artificial data sets with non-convex shapes 1 in R2 were utilized
to provide an intuitive and visual comparison of the ability of CLADENO and the
baseline algorithms to handle non-convex data sets.
These two artificial data sets include two clusters. One non-convex cluster was
selected as normal data. Therefore, the number of clusters was set as one for
kMeans and GMM.
Two Moons Data
A data set with two moon-shaped clusters was generated to evaluate the methods
with respect to non-convexity (see Fig. 6.1). The right moon was utilized as normal
behavior cluster. The whole data set includes 800 instances from the normal cluster
and 200 instances from the abnormal cluster (the left moon). 600 data points were
randomly sampled from the 800 target data points to train a normal behavior
model.
The remaining 200 normal data points in the right moon and the 200 abnormal data
points in the left moon were used to test the accuracy of each algorithm for anomaly
detection.
Fig. 6.1 shows the results generated by kMeans (top left), GMM (top right), CH
(bottom left) and CLADENO (bottom right), respectively. The normal data (the
right moon) present high non-convexity, meanwhile, part of the abnormal data
points (the left moon) are distributed in the bow area of the non-convex normal
data cluster.
As can be seen from Fig. 6.1, using center-based representation (kMeans) and
statistical representation (GMM), the abnormal points surrounded by a nonconvex cluster of normal data have been misidentified as normal points. The
convex-hull-based representation had the same problem when handling the nonconvex cluster (Fig. 6.1 bottom left). On the contrary, non-convex hulls (Fig. 6.1
bottom right) were able to identify the boundary between normal and abnormal
data points according to the nature of the given data. Therefore, it obtained better
accuracy of anomaly detection on the two moons data set: 0.974 F1 measure and
0.976 balanced accuracy. More details can be found in Table 6.1.
1 Available:

https://cs.uef.fi/sipu/datasets/
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F IGURE 6.1: Anomaly detection on the two moons data set in R2
with kMeans (top left), GMM (top right), CH (bottom left) and
CLADENO (bottom right). The black square-points are the mean
of the normal data (top left) or the vertices of non-/convex hulls
(bottom). Grey cross-points are test data points classified as target
class, while black trapezoid-points are classified as negative class.
TABLE 6.1: Comparative results on various data sets: Two moons
data (TM) and Flame data (FD).
M ETHOD

TPR

TNR

F1

TM

K M EANS

FD

GMM
CH
CLADENO
K M EANS
GMM
CH
CLADENO

0.557 ± 0.003
0.818 ± 0.002
0.880 ± 0.001
1.000 ± 0.000
0.177 ± 0.002
0.917 ± 0.002
0.698 ± 0.002
0.987 ± 0.001

1.000 ± 0.000
0.857 ± 0.002
0.973 ± 0.007
0.948 ± 0.008
0.941 ± 0.002
0.791 ± 0.002
0.848 ± 0.001
0.851 ± 0.002

0.716 ± 0.003
0.841 ± 0.001
0.930 ± 0.003
0.974 ± 0.005
0.283 ± 0.001
0.896 ± 0.001
0.778 ± 0.003
0.949 ± 0.002

ACC
0.778 ± 0.003
0.838 ± 0.001
0.928 ± 0.003
0.976 ± 0.002
0.556 ± 0.001
0.855 ± 0.001
0.770 ± 0.004
0.918 ± 0.002

Flame Data
Another non-convex benchmark data set used for evaluation is the flame data set
introduced in [FS18]. The flame data set consists of two data clusters. A nonconvex cluster with 153 data points surrounds a convex cluster with 87 data points
(see Fig. 6.2). The non-convex cluster was used as the normal behavior data, while
the points in the convex cluster were treated as abnormal data. 100 points were
randomly sampled out of the non-convex cluster to train a model. The 53 normal
points left together with the 87 data points from the convex cluster were used as
test data. On this data set, similar results were obtained as well as on the two
moon data set. The presented non-convex hull-based algorithm outperformed the
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F IGURE 6.2: Anomaly detection on the flame data set in R2
with kMeans (top left), GMM (top right), CH (bottom left) and
CLADENO (bottom right). The black square-points are the mean
of the normal data (top left) or the vertices of non-/convex hulls
(bottom). Grey cross-points are test data points classified as target
class, while black trapezoid-points are classified as negative class.

baseline methods with 0.949 F1 measure and 0.918 balanced accuracy (Table 6.1).
Summary
Both of these two artificial data sets have the same character: the data points in
a cluster are surrounded by another non-convex cluster. The non-convex clusters
were used as normal behavior, while the other clusters were then abnormal data.
This use case is exactly what this work addresses. In this case, using cluster
center, the statistic distribution or the convex hull failed to give an appropriate
representation of the structure of normal behavior data.

Consequently, they

are unable to find a suitable decision boundary between normal and abnormal
behaviors for anomaly detection (Fig. 6.1 and Fig. 6.2). On the contrary, the
proposed non-convex hull-based representation and the corresponding similarity
measure can deal with this situation more efficiently (Table 6.1).

The visual

comparison in this section provided an intuitive impression of the ability of the
proposed non-convex hull-based method to handle non-convex data sets.

6.2.2

Real world data

To verify the practicability of the proposed non-convex hull-based method, four
real world data sets were used to evaluate the CLADENO algorithm. The genesis
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and the Tennessee Eastman data set

4

are available online. The other real world data set used for evaluation is the wind
turbine data set, which is provided by the company Deutsche Windtechnik within
the research project "PrognoseBrain" funded by the German Federal Ministry for
Economic Affairs and Energy (BMWi) 5 . This data set is just for the evaluation of
the project. Therefore, it is not available for public use.
Genesis Data
The first real world data set was generated by an industrial demonstrator (Genesis
demonstrator) for sorting two different types of material, wood and metal. It uses
air pressure to power the gripping and storage units, as well as a linear drive
with a pneumatic gripper to transport the material. As depicted in Fig. 6.3,
two material storage modules for wood and metal can be freely placed in one of
four available positions. The control program running in the programmable logic

F IGURE 6.3: The industrial demonstrator Genesis used to generate
real world data.

controller (PLC) automatically adjusts for the change in location. The machine is
able to transport a specific material to the right storage module. Five real-valued
signals are available in the demonstrator: current, position, speed, acceleration and
force. This industrial demonstrator represents a typical sorting unit with driven,
2 Available:

https://www.kaggle.com/inIT-OWL/genesis-demonstrator-data-for-machinelearning
3 Available: https://ti.arc.nasa.gov/tech/dash/groups/pcoe/prognostic-data-repository/
4 Available: https://dataverse.harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/6C3JR1
5 Detail: https://www.th-owl.de/init/forschung/projekte/b/filteroff/289/single.html
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motion and grip systems, which are widely used to build industrial automation
systems.
The data values have been sampled with a resolution of 50 milliseconds for a total
of 40 running cycles. The first 38 cycles generated 15,361 samples that presented
only normal behavior of this machine. The two remaining cycles included 843
normal samples and 11 sampled anomalous points were used as test data (Fig. 6.4).
Five operational modes (actions in position 1 to position 4 and the motion along
the axis) exist in the Genesis demonstrator. Therefore, the number of clusters for
kMeans and GMM was set as five. To evaluate the convex hull and the proposed
non-convex hull-based methods, the density-based clustering algorithm DBSCAN
was utilized to identify the operational modes. Then, convex hulls (CH) and nonconvex hulls (CLADENO) were built for each cluster found by DBSCAN. For the
construction of non-convex hulls the DINA algorithm (Section 4.2) was used, while
the Quickhull algorithm was selected for computing convex hulls.

F IGURE 6.4: The visualization of the deviations of anomalies (red
points) from normal data points (black points) in the Genesis data
set.

The first four rows in Table 6.2 report the evaluation results on the Genesis data
set. CH and CLADENO achieved the same performance, which was outstanding
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against kMeans and GMM. The lower TPR makes kMeans inferior on GN
(Genesis) data. Based on the test result, it can be concluded that either the GN
data do not have significant non-convexity or the anomalies lie outside the convex
hull of GN data even when the exact shape of GN data is non-convex.
TABLE 6.2: Comparative results on the Genesis demonstrator data
(GN).

GN

M ETHOD

TPR

TNR

F1

K M EANS

0.816 ± 0.002
0.909 ± 0.002
1.000 ± 0.000
1.000 ± 0.000

1.000 ± 0.000
0.938 ± 0.002
0.994 ± 0.003
0.994 ± 0.003

0.889 ± 0.001
0.906 ± 0.001
0.996 ± 0.003
0.996 ± 0.003

GMM
CH
CLADENO

ACC
0.907 ± 0.001
0.924 ± 0.001
0.996 ± 0.003
0.996 ± 0.003

Wind Turbine Data
The presented approach was also applied to detect anomalies in wind turbines
within the research project "PrognoseBrain" funded by the German Federal Ministry for Economic Affairs and Energy (BMWi).
The wind turbine data set was collected over a four years period from 11 real
wind turbines in Germany with 10 minute resolution. The dataset consists of 12
continuous variables (12 dimensions) which describe the work environment (e.g.
wind speed, air temperature) and the status of wind turbines (e.g. power capacity,
rotation speed of generator, voltage of the transformer, current of the transformer).
A training data set of 224,729 observations of normal behavior was used to build
the normal behavior model of wind turbines. The evaluation data set of 10,000
observations contains 2,987 reported failures and 7,013 observations of normal
behavior.
On this data set, there is no prior knowledge about the number of operational
modes. Because the DBSCAN has the ability to cluster data sets with arbitrary
geometries without giving the number of clusters explicitly, DBSCAN was performed to build the normal behavior model of wind turbines for non-/convex
hull-based methods. But DBSCAN is not suitable to cluster high dimensional data
because density is more difficult to define in high dimensional space. Therefore,
Principal Component Analysis (PCA) was utilized for reducing the dimensionality
of the training data and the evaluation data to six (96.8% cumulative percent
variance).
Then, DBSCAN was performed on the six-dimensional preprocessed data set. Six
clusters were found and visualized in the first three principal components space
(PC1 - PC3 in Fig. 6.5). The detected six clusters correspond to six different
operational modes of the given wind turbines.
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F IGURE 6.5: Results of DBSCAN visualized in the first 3 principal
components.

Table 6.3 shows the wind speed (with unit km/h) and the output power of the
generator (with unit kW) in each operational mode. The maximal value, minimal
value and the mean value of both variables are given. Cluster 1 corresponds to the
processes of starting and stopping wind turbines. Cluster 2 and cluster 4 are the
operational modes, in which these wind turbines mostly work. Cluster 3 presents
the idling statues of wind turbines, while cluster 5 and cluster 6 correspond to the
operational modes under different lower wind speeds.
Table 6.4 shows the results of the evaluation. The number of clusters for kMeans
and GMM was set as six here. After clustering with DBSCAN, six six-dimensional
non-convex hulls were generated with the DINA algorithm to represent the boundaries of the clusters. Meanwhile, the Quickhull algorithm was also performed on
the same clusters to calculate six convex hulls which were utilized for anomaly
detection in the same manner as the non-convex hulls.
As stated in Chapter 1, in such clusters with unsymmetrical and non-convex
geometry as cluster 1 in Fig. 6.5, using the cluster centers (kMeans) for anomaly
detection led to high false detection rate: 0.778 balance accuracy, and just 0.557
abnormal points have been detected. The statistic representation (GMM) achieved
better results, but still only 0.713 abnormal points have been detected correctly.
Using convex hulls can improve the accuracy, but the true positive rate was still
just 0.758. Using non-convex hulls instead, both balance accuracy and F1 measure
were improved to 0.936 and 0.912. The proposed non-convex hull-based approach
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TABLE 6.3: Six operational modes of wind turbines detected with
DBSCAN: the minimal and maximal values are given in the square
brackets, while the mean values are shown in the round brackets.
W IND S PEED

O UTPUT P OWER

O PERATIONAL M ODES

C LUSTER 1 ( RED )

[0 12] (4.7)

[0 100] (82)

STARTING AND STOPPING

C LUSTER 2 ( GREEN )

[8 16] (9.6)

[500 1800] (1026)

C LUSTER 3 ( BLUE )

[11 24] (14.2)

[0 0] (0)

C LUSTER 4 ( CYAN )

[10 24] (14.3)

[1750 2000] (1947)

WORKING STATUS

2

C LUSTER 5 ( PURPLE )

[2 7] (5.1)

[50 310] (148)

WORKING STATUS

3

C LUSTER 6 ( YELLOW )

[5 7.5] (6.6)

[180 400] (302)

WORKING STATUS

4

WORKING STATUS

1

IDLING

TABLE 6.4: Comparative results on the wind turbine data (WT).

WT

M ETHOD

TPR

TNR

F1

K M EANS

0.557 ± 0.003
0.713 ± 0.002
0.758 ± 0.004
0.904 ± 0.009

1.000 ± 0.000
0.840 ± 0.002
0.931 ± 0.003
0.961 ± 0.006

0.716 ± 0.003
0.682 ± 0.001
0.742 ± 0.005
0.913 ± 0.007

GMM
CH
CLADENO

ACC
0.778 ± 0.003
0.777 ± 0.001
0.841 ± 0.003
0.936 ± 0.007

yields a better performance in anomaly detection of the wind turbines. The number
of the data points used to represent the data set was just 4,748, 2.1% of the whole
training data.
Turbofan Engine Degradation Simulation Data Set
The turbofan engine degradation simulation Data Set (turbofan engine data set)
is a public data set that was generated with C-MAPSS (Commercial Modular
Aero-Propulsion System Simulation) by NASA [SG08]. The data set consists of
a multivariate time series. Each time series is from a different engine. There
are 26 variables in the data set: one variable for the unit ID of aircraft engines,
one variable for the cycle index, three variables for the operational setting and 21
variables for sensor measurements. The sensor data have continuous values and
are contaminated with noises.
Four different sets were generated under different combinations of fault modes
and operational conditions. We chose the fourth data set to evaluate the proposed
algorithm, because this data set represents the most complex case and includes
two simultaneous fault modes and six operational conditions. The data set was
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further divided into a training subset with 61,249 records and a testing subset with
41,214 records. Each engine worked normally at the beginning of each time series
with different degrees of initial degradation and manufacturing variation that was
considered normal. In the training subset, the degradation grew in magnitude until
a failure was observed. In the test subset, one time series ended some time prior to
a failure.
The training subset was labeled with the index of the running cycle, while the
test subset was labeled with the remaining useful life (RUL). For the evaluation
of the proposed anomaly detection method, both the training subset and the test
subset had to be labeled as normal state or abnormal state. The training subset
was a typical run-to-failure data set in which the last records of each time series
indicated failure states, while the first records of each time series were normal
states. Therefore, in much of the literature four degradation levels were defined
for labeling the turbofan engine data set [RS14]: normal degradation (level 1),
an increasing degradation (level 2 viewed as a transition between level 1 and
level 3), accelerated and noticeable degradation (level 3) and failure state (level
4). Anomalies are not equal to failures but should be patterns in data that do not
conform to the normal behavior. Accordingly, the data with level 1 degradation
(the data points with RUL more than 60) have been labeled as normal and the data
with level 3-4 degradation (the data points with RUL less than 20) as abnormal
[Ram14].
The training data and test data were divided into 68,373 normal data points and
4,014 abnormal data points [RS14]. Out of these, 46,309 normal data points have
been randomly chosen to build the normal behavior model of the turbofan engines.
For evaluation of the presented approach, the remaining records (22,064 normal
data points and 4,014 abnormal data points) were utilized.
A significant characteristic of the turbofan engine data set is that it contains time
series which are indicated by the variable for the cycle index. This information is
important for estimation of remaining useful life. For the detection of anomalies,
each time point can be considered independently and a discrimination can be
performed at each time point. Thus, the variable for the cycle index is not needed.
To verify the ability to detect different operational modes of given industrial
automation systems without any a priori knowledge, the three variables for the
operational setting were discarded. Then, the data sets used to verify the proposed
approach just contained the 21 variables for sensor measurements.
It is known from the description of the turbofan engine data set that six operational
modes exist. DBSCAN is appropriate to process data sets with noises, because it
can detect the noise points in a given data set and its performance does not degrade
with the presence of noises. After clustering the preprocessed data with DBSCAN,
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six clusters are detected that correspond to the six distinct operational modes (six
blue clusters in Fig. 6.6).

F IGURE 6.6: Results of DBSCAN in the 1st, 2nd and 4th principal
components of the turbofan engine data set.

The baseline algorithms KMeans and GMM were also performed on the dimensionreduced data. The number of clusters were set as six for both algorithms.
The evaluation results of the proposed method of anomaly detection with the
turbofan engine data are shown in Table 6.5. As can be seen (Fig. 6.6), there are
two fault modes in the data set (red areas in Fig. 6.6). One fault mode lies in the
direction with higher variance, while another fault mode is located in the direction
with lower variance. In these cases, using cluster centers as representation led
to an unacceptable detection rate of anomalies (0.146), since the selection of an
appropriate threshold to enclose the points in the two fault models is difficult.
GMM with the statistic representation and similarity measure achieved slightly
better results (0.295 detection rate). Because the clusters do not have obvious
non-convex boundaries, using convex hulls and non-convex hulls has achieved
the same performance: both balance accuracy and F1 measure are improved
to 0.913 and 0.889, true positive rate was improved to 0.834. Compared with
other baseline algorithms, the proposed non-convex hull-based approach showed
a better performance also in anomaly detection of the aircraft engines.
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TABLE 6.5: Comparative results on the turbofan engine data (TED).

TED

M ETHOD

TPR

TNR

F1

ACC

K M EANS

0.146 ± 0.001

1.000 ± 0.000

0.258 ± 0.001

0.573 ± 0.001

GMM

0.295 ± 0.001

0.971 ± 0.001

0.407 ± 0.001

0.633 ± 0.001

CH

0.834 ± 0.006

0.984 ± 0.009

0.889 ± 0.007

0.913 ± 0.008

CLADENO

0.834 ± 0.006

0.984 ± 0.009

0.889 ± 0.007

0.913 ± 0.008

Tennessee Eastman Data Set
The Tennessee Eastman Data Set is a famous public benchmark data set used for the
evaluation of process monitoring methods [ELR00]. The simulation processes are
designed according to a realistic chemical plant in the Eastman Chemical Company.
It contains five major units (6.7): a reactor, a condenser, a compressor, a separator
and a stripper.
The process has 41 measured and 12 manipulated variables with 3 minutes
resolution. The measured variables comprise measurements sampled continuously
from the processes, e.g. pressures, liquid levels, temperatures and concentrations.
The manipulated variables indicate the positions of eleven valves in addition to the
reactor agitator speed [REAY17]. Furthermore, there are 21 kinds of process faults
reported in the data set. For evaluation, 100,000 points were sampled from normal
process, while 3,000 data points was sampled from error data with the fault ID 2,
4, 6, and 7. These kinds of fault are point anomalies [REAY17]. In this test, only
three-fold cross validation was performed because of the high computational cost
of DINA on 12-dimensional data.
The Tennessee Eastman process is well-known and also well studied [ELR00,
REAY17]. PCA has often been used to preprocess the Tennessee Eastman data
[CLH13]. Therefore, PCA was also performed on the 53 dimensional data. The
first 12 principle components (78.8% cumulative percent variance) were selected
to build a new data space. The training data and the test data were projected
into this 12-dimensional data space. The baseline algorithms and the CLADENO
algorithm were evaluated on the projected data sets. According to the analysis in
the paper [REAY17], the Tennessee Eastman process had just one operational mode.
Therefore, the number of clusters in kMeans and GMM was set as one. A convex
hull for CH and a non-convex hull for CLADENO were built on the dimension
reduced training data, respectively.
The results of the evaluations are shown in Table 6.6. On this data set, kMeans had
the worst result: 28.7% of anomalies were detected. The convex hull-based method
and GMM had a better detection rate: 0.731 and 0.8 accuracy, respectively.
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F IGURE 6.7: The structure of the simulation plant to generate the
Tennessee Eastman data set [Saw19]: A, D, C and E are the gaseous
reactants, while the G and H are the two end products.
TABLE 6.6: Comparative results on the Tennessee Eastman Data Set
(TEN).
M ETHOD

TPR

TNR

F1

K M EANS

0.287 ± 0.002

1.000 ± 0.000

0.445 ± 0.002

0.642 ± 0.002

GMM

0.601 ± 0.002

1.000 ± 0.000

0.751 ± 0.001

0.800 ± 0.001

CH

0.461 ± 0.003

1.000 ± 0.000

0.630 ± 0.002

0.731 ± 0.002

CLADENO

0.720 ± 0.005

0.872 ± 0.005

0.783 ± 0.004

0.798 ± 0.003

TEN

ACC

Because of the high dimensionality, it is possible that the deviations of some kinds
of faults are significant on the directions of the unselected principle components
(Fig. 6.8 top). Therefore, the proposed CLADENO algorithm just achieved 0.798
accuracy.
But in the same conditions, the proposed non-convex hull-based algorithm detected the most anomalies correctly with a 0.720 positive rate and yielded the best
F1 measure 0.783.
Summary
The real world data sets used for evaluations can represent the anomaly detection
tasks in the discrete manufacturing sector (the Genesis data set), process manufacturing sector (the Tennessee Eastman data set), complex automation systems
(the wind turbine data set) and automated mechanical equipment (the turbofan
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F IGURE 6.8: The visualization of the deviations of anomalies (red
points) from normal data points (green points) for the fault ID 4 (top)
and the fault ID 6 (bottom) on the first three principle components.

engine data set). On all the data sets, the proposed anomaly detection method
based on non-convex hull representation and the corresponding similarity measure
outperformed the center-based method (kMeans) and the statistic-based method
(GMM). On the data sets with non-convex shapes (the wind turbine data set and
the Tennessee Eastman data set), the proposed method CLADENO also yielded
better results than the convex hull-based anomaly detection algorithm. Otherwise,
both convex and non-convex hull-based methods have got the same performance.
In summary, the proposed non-convex hull-based method provided a promising
performance on all the real world data sets used in the evaluation.
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Performance Analysis of proposed Algorithms

The worst case time complexity of each proposed algorithm has been analyzed
theoretically in Chapter 4 and Chapter 5. Here, the algorithms for computing
non-convex hulls and for solving the point in the non-convex hull problem were
performed on different data sets with increasing dimensions and number of points
to show the time consumption of each algorithm intuitively. The computer (PC)
used here has Intel (R) Core i5-4570 CPU (4 cores) with 3.20 GHz work frequency
and 16 GB RAM.
Concretely, following experiments were performed here:
• Compare the time consumption of the DINA algorithm (constructing exact
non-convex hulls in Section 4.2) and of the PRONOHA algorithm (estimating
non-convex hull approximately in Section 4.3).
• Analyze the performance degradation of the PRONOHA algorithm compared with the DINA algorithm for anomaly detection tasks.
• Analyze the time consumption of the ALOC algorithm for detecting whether
a point is inside or outside a non-convex hull (Section 5.3).
For all the tests, the parameter maximal number of iterations in the DINA was
set as a large integer (100,000). Therefore, the DINA algorithm stopped when the
threshold given by the parameter θ was reached.

6.3.1

DINA VS. PRONOHA: Time Consumption

For the analysis of the time consumption, the Tennessee Eastman data set was used
in such a manner:
• Test 1:

30,000 data points were randomly sampled from the normal data

points in the Tennessee Eastman data set. The dimension of the sampled data
was increased from 2 to 20 to calculate the time consumption of algorithms in
different dimensions.
• Test 2: In six-dimensional space, the time consumption of algorithms was
calculated on data sets sampled from the Tennessee Eastman data set with
increasing number of points from 5,000 to 100,000.
PCA was performed on the Tennessee Eastman data set and the dimensions of data
was increased from two to 20. The DINA algorithm and the PRONOHA algorithm
have been used to compute non-convex hulls in each dimension. The results of
Test 1 are shown in Table 6.7. As can be seen, from seven dimensions the time
consumption of DINA increased very fast, especially when the dimension higher
than 12: it took 174.74 hours, more than one week, to compute a non-convex hull
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of 30,000 data points in 12-dimensional space. When the dimensions reached 12,
there was not sufficient RAM (16GB) on the test PC for computing. Therefore, the
time consumption of DINA in 15- and 20-dimensional spaces were not tested (NA
in Table 6.7). On the contrary, the PRONOHA algorithm needed much less time
even in high dimensional space, e.g. 0.205 hour in 20 dimensional space.
TABLE 6.7: Time Consumptions (in seconds and hours) of the DINA
algorithm and the PRONOHA algorithm on 30,000 data points
sampled from the Tennessee Eastman Data Set with increasing
dimensions.
D IMENSION

DINA

PRONOHA

2

15.26 s

15.26 s

3

692.80 s

91.14 s

5

74,658.58 s (20.74 h)

201.40 s

7

266,531.72 s (74.03 h)

243.64 s

12

629,062.40 s (174.74 h)

396.65 s

15

NA

507.17 s

20

NA

738.52 s

Fig. 6.9 shows the results in Table 6.7 graphically. Obviously, with increasing
dimensions the PRONOHA algorithm was computationally more efficient than
DINA on the Tennessee Eastman data set. The worst case time complexity of
the both algorithms are also plotted in Fig. 6.9. It can be seen, that the time
consumption of DINA and PRONOHA on the sampled data comply with the
theoretical analysis (Section 4.2.5 and 4.3.2).

F IGURE 6.9: The Log10 plot of time consumption of DINA (blue
line) and PRONOHA (green line) in different dimensions. The black
lines and orange lines show the worst case time complexity function
of DINA and PRONOHA with the same settings, respectively.
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For Test 2, different numbers of data points were sampled from the Tennessee
Eastman data set in six dimensions. The results of Test 2 are shown in Table
6.8.

As in Test 1, the PRONOHA algorithm still outperformed DINA from

the computational efficacy point of view. The graphic presentation of the test
results can be found in Fig. 6.10. It can be seen, that DINA has a polynomial
time complexity, while PRONOHA has a linear time complexity in a constant
dimension.
TABLE 6.8: Time consumption (in seconds and hours) of the DINA
algorithm and the PRONOHA algorithm on the six-dimensional
Tennessee Eastman Data Set with increasing numbers of data points.
N UMBER

DINA

PRONOHA

5,000

24,974.43 s (6.93 h)

31.82 s

10,000

102,546.48 s (28.48 h)

74.84 s

50,000

218,383.62 s (60.66 h)

299.52 s

70,000

268,469.95 s (75.41 h)

562.79 s

100,000

576,988.68 s (160.27 h)

1218.60s

F IGURE 6.10: The Log10 plot of time consumption of DINA (blue
line) and PRONOHA (green line) with different numbers of points.
The black lines and orange lines show the time complexity function
of DINA and PRONOHA with the same settings, respectively.

6.3.2

DINA VS. PRONOHA: Accuracy

In order to compare the accuracy of DINA and PROMOHA for anomaly detection,
the wind turbine data and the Tennessee Eastman data set were utilized. In order
to give an overall comparison with respect to both pros and cons of DINA and
PROMOHA, the experiment settings were defined as follows:
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• Perform the DINA algorithm and the PRONOHA algorithm on the wind
turbine data with six and 12 dimensions and on the Tennessee Eastman data
set with 12 dimensions.
• Perform the PRONOHA algorithm on the Tennessee Eastman data set with
53 dimensions.
TABLE 6.9: Accuracy of the DINA algorithm and the PRONOHA
algorithm on the wind turbine data set (WT) and the Tennessee
Eastman Data Set (TEN) with different dimensions.
M ETHOD

TPR

TNR

F1

ACC

WT (6)

PRONOHA

0.898 ± 0.002

0.821 ± 0.002

0.813 ± 0.001

0.856 ± 0.002

WT (6)

DINA

0.903 ± 0.006

0.956 ± 0.005

0.909 ± 0.005

0.929 ± 0.005

WT (12)

PRONOHA

0.902 ± 0.003

0.841 ± 0.002

0.873 ± 0.002

0.816 ± 0.002

WT (12)

DINA

0.904 ± 0.007

0.961 ± 0.006

0.913 ± 0.007

0.936 ± 0.007

TEN (12)

PRONOHA

0.703 ± 0.003

0.868 ± 0.003

0.728 ± 0.003

0.785 ± 0.002

TEN (12)

DINA

0.720 ± 0.005

0.872 ± 0.005

0.783 ± 0.004

0.798 ± 0.003

TEN (53)

PRONOHA

0.829 ± 0.003

0.982 ± 0.004

0.914 ± 0.003

0.893 ± 0.002

The evaluation results are shown in Table 6.9. In the six-dimensional wind turbine
data set, the DINA algorithm yielded better performance. But both algorithms
achieved almost the same accuracy of detecting anomalies; around 90% anomalies
were correctly identified (0.9 TPR). The PROMOHA algorithm showed a bad
accuracy of identifying normal points, 96.1% VS. 82.1%.
12 and 106 random projections were perfomed on the wind turbine data separately.
Fig. 6.11 shows the 10 projected wind turbine data in R2 . The black points are
normal data used to train the normal behavior model, while the gray points are
the abnormal points in the test data. As illustrated in Fig. 6.11, each random
projection gives a new viewpoint to observe the given data set. Combining these
12 viewpoints (12 non-convex hulls in R2 ), we can get a complete picture about the
shape of the data set. The abnormal points in the test data were also projected into
the same plants. The deviation of abnormal points from the normal data can also
be well observed from different viewpoints. Increasing the number of principle
components to 12, the accuracy of the PROMOHA algorithm reached almost the
same level as the DINA algorithm.
On the 12-dimensional Tennessee Eastman data set, the DINA algorithm outperformed the PRONOHA algorithm. But when PRONOHA was run on the
53-dimensional Tennessee Eastman data set with 106 random projections, the
PRONOHA algorithm yielded better performance than the DINA algorithm in sixdimensional space by correctly identifying both abnormal and normal data points:
0.914 F1 measure and 0.893 balanced accuracy. The first 12 principle components
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F IGURE 6.11: Random projections of wind turbine data in R2 : the
black points are the normal data, while the gray points are abnormal
points.

just hold 78.8% cumulative percent variance of the Tennessee Eastman data set.
Therefore, the PRONOHA algorithm can get better accuracy in 53-dimensional
space than the DINA algorithm in 12-dimensional space. Because of the high
computational consumption, the DINA algorithm was not performed on the 53dimensional Tennessee Eastman data set.
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In summary, the accuracy of DINA was better than PRONOHA in general. But
the accuracy degradation of PRONOHA was acceptable. Because of its high
computational consumption, the DINA algorithm could not be used on data sets
with dimensions higher than 12. In such cases, PRONOHA can provide a solution
to estimate non-convex hulls with a reasonable cost-effectiveness.
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Time Consumption of the ALOC Algorithm

The time consumption of the ALOC algorithm was tested with the Tennessee
Eastman data set. The non-convex hulls built in Test 1 in Section 6.3.1 were used
here. 1,000 points including normal and abnormal points were sampled from the
Tennessee Eastman data set in different dimensions (from two to twelve).
The results are shown in Table 6.10. The number of facets in non-convex hulls
rises with the increase in dimensions. Therefore, it took more time to localize
the position of a point to a given non-convex hull. But even in 12-dimensional
spaces, the time consumption of determining the position of one point was still
0.785 seconds on the Tennessee Eastman data set. In lower dimensions, it is faster.
A graphic presentation of the results can be found in Fig. 6.12.
TABLE 6.10: Time consumption (in seconds) of the ALOC algorithm
on 1,000 data points sampled from the Tennessee Eastman Data Set
with increasing dimensions.
D IMENSION

ALOC

2

0.198 s

3

1.64 s

5

25.27 s

7

181.57s

12

785.68 s

F IGURE 6.12: The Log10 plot of time consumption of ALOC in
different dimensions. The black lines and orange lines show the time
complexity function of ALOC with the same setting.

As for DINA and PRONOHA, different numbers of points with normal and
abnormal data were also sampled form the Tennessee Eastman data set to test the
time consumption of ALOC on data sets with increasing numbers of data in R. The
results are shown in Table 6.11 and in Fig. 6.13 graphically.
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TABLE 6.11: Time Consumption (in seconds and hours) of the
ALOC algorithm on the six-dimensional Tennessee Eastman Data
Set with increasing numbers of data points.
N UMBER

ALOC

1000

57.24 s

5000

304.52 s

10,000

642,35 s

50,000

3341,16 s

100,000

7551.02 s

F IGURE 6.13: The Log10 plot of time consumption of ALOC with
different numbers of points. The black lines and orange lines show
the time complexity function of ALOC with the same setting.

6.3.4

DINA VS. PO Algorithm

Because the implementation of the PO algorithm introduced in [PO12] is only
available in three dimensions, the DINA algorithm was compared against the nonconvex hulls in R on the same non-convex clusters (cluster 1) shown in Fig. 6.5.
In order to compare the DINA algorithm with the algorithm in [PO12] experimentally, the first three dimensions of the data in cluster 1 (see Fig. 6.5) were used
to build a three-dimensional data set, from which a non-convex hull should be
generated.
The Quickhull algorithm generated a three-dimensional convex hull around cluster
1 (Fig. 6.14 (top)). This convex hull was dug to produce a non-convex hull
separately with the two non-convex hull algorithms under the same conditions.
As can be seen here, the non-convex hull algorithm described in [PO12] has just
dug the surfaces of the generated convex hull (Fig. 6.14 (middle)), while the
DINA algorithm has completely cut the hollow parts away from the convex hull
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F IGURE 6.14: Performing different hull algorithms on Cluster 1 of
the wind turbine data set: Convex Hull using Quickhull (top), Nonconvex Hull using the PO algorithm (middle) and Non-convex Hull
using the DINA algorithm (bottom).

to identify the boundary of the given cluster (Fig. 6.14 (bottom)). Obviously, the
DINA algorithm is more efficient than the PO algorithm in building non-convex
hulls.

Summary
As stated before, the DINA algorithm has polynomial time complexity (Section
4.2) and the PRONOHA algorithm has linear time complexity (Section 4.3). This
was proved by the performance analysis. With the increase in dimensions the
number of facets in non-convex hulls rises quickly. The DINA algorithm is suitable
to compute exact non-convex hulls with fewer than seven dimensions. If the
data dimensions are larger than seven, the algorithm for estimating approximate
non-convex hulls (PRONOHA) is computationally more efficient. Furthermore,
PRONOHA has not shown strong accuracy degradation for anomaly detection in
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higher dimensions.
The time consumption of algorithms is highly dependent on various factors, e.g.
the time complexity of algorithms, the hardware resources, and the efficacy of
the implementation. The testbed used in the evaluation is a personal computer
with 4 CPU-cores. The algorithms are implemented in R without using parallel
computing technology for performance optimization. Therefore, the results of
performance analysis could be improved if better hardware were to be used and
if the implementation were optimized with parallel computing technology.

6.4

Sensitivity Analysis

Sensitivity analysis and parameter tuning are important aspects to evaluate one
algorithm. This thesis aims to develop non-convex hulls based approach to the
clustering-based anomaly detection.

Therefore, the sensitivity analysis of the

CLADENO algorithm was performed to show the impact of the parameter setting
on the performance of the anomaly detection.
The sensitivity analysis employed the Morris method [M.D91]. It is also called onestep-at-a-time method. As this name implies, only one input parameter is tuned
in each step. The parameters of CLADENO have impacts on the non-convexity
of the built non-convex hull. To discuss the impacts, the analysis was carried
out on the two moon data set, which has high non-convexity. Furthermore, a
graphical comparison is also possible in two-dimensional space to give an intuitive
understanding of the impacts along the parameter-tuning. The results of the
sensitivity analysis are shown as receiver operating characteristic (ROC) curves.
The configuration of the analysis was as follows:
• Configuration 1: The values of the parameter θ increased from the minimal
pairwise distance (0.0043) to the maximal pairwise distance (2.34) discretely,
while the parameter dig_num was fixed as 10000.
• Configuration 2: The values of the parameter dig_num increased from 1 to
500 discretely, while the parameter θ was fixed as 3.
The non-convex hulls constructed under different parameter settings are shown in
Fig. 6.15 and Fig.6.16. It can be seen that a extremely small value of θ leads to
a excessively complex non-convex hull (Fig. 6.15 top left), e.g. the CLADENO
algorithm tried to remove all the hollow spaces among the data points. With
increasing values of θ, the non-convex hull becomes more convex. When θ ≥ 2.1,
CLADENO outputted a convex hull (Fig. 6.15 bottom right).
The similar phenomenon can be observed by tuning the parameter dig_num. By a
small value of dig_num (Fig. 6.16 top left), the non-convexity of the constructed hull
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F IGURE 6.15: Build non-convex hulls on the two moons data set
with different values of θ: θ = 0.0043 (top left), θ = 0.01 (top right),
θ = 0.55 (bottom left) and θ = 2.34 (bottom right).

F IGURE 6.16: Build non-convex hulls on the two moons data set
with different values of dig_num: dig_num = 0 (top left), dig_num =
5 (top right), dig_num = 12 (bottom left) and dig_num = 500
(bottom right).

is low. With increasing values of dig_num, the hulls generated by the CLADENO
algorithm became more non-convex (Fig. 6.16 top right, bottom left and bottom
right).
The Table 6.12 shows the impacts of the two parameters on the performance of
anomaly detection. Under most parameter settings both the TPRs and the TNRs
were not influenced strongly.
As can be seen graphically in Fig. 6.17, the performance of CLADENO was not
dramatically influenced by the both parameters, if no extremely values are set for
θ (θ = 2.34 and θ = 0.0043) and no extremely large (dig_num = 500) or extremely
small number (dig_num = 0) of digging processes is performed.
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TABLE 6.12: Comparative results with different parameter settings
on the Two moons data.
PARAMETERS
θ = 0.0043
θ = 0.01
θ = 0.5
θ = 2.34
dig_num = 0
dig_num = 5
dig_num = 12
dig_num = 500

TPR

TNR

F1

1.000 ± 0.000
1.000 ± 0.000
0.901 ± 0.001
0.880 ± 0.001
0.880 ± 0.001
1.000 ± 0.000
1.000 ± 0.000
1.000 ± 0.000

0.483 ± 0.002
0.883 ± 0.002
0.972 ± 0.002
0.973 ± 0.007
0.973 ± 0.007
0.947 ± 0.008
0.948 ± 0.008
0.627 ± 0.006

0.791 ± 0.002
0.943 ± 0.02
0.931 ± 0.002
0.930 ± 0.003
0.930 ± 0.003
0.973 ± 0.004
0.974 ± 0.005
0.841 ± 0.003

ACC
0.827 ± 0.002
0.946 ± 0.002
0.932 ± 0.003
0.928 ± 0.003
0.928 ± 0.003
0.976 ± 0.002
0.976 ± 0.002
0.862 ± 0.003

F IGURE 6.17: The ROC Curves for different values of θ (top) and
different values of dig_num (bottom). The right lines indicate the
boundary where both true positive rate and false positive rate are
0.5.

6.5

Conclusion

In this chapter, the proposed non-convex hull-based representation (DINA and
PRONOHA) and the corresponding similarity measure (ALOC) were evaluated
in both artificial and real world data for anomaly detection. Compared with
the selected baseline algorithms, the proposed non-convex hull-based solution
provided promising results of anomaly detection. In particular, on the data sets
with significant non-convex shapes, the cluster center-based method, the statistic
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method and the convex hull-based method have got performance degradation to
solve anomaly detection tasks.
On the contrary, the presented non-convex hull-based method yielded much better
results on such non-convex data. The improvement on the performance of clusterbased anomaly detection methods has been proved by the evaluation with real
world data. Therefore, the proposed non-convex hull-based solution can satisfy
the new requirements of anomaly detection tasks in practice (RQ4).
The time consumption is an important criterion to select an algorithm. Besides
theoretical analysis of the computational complexity, different experiments have
also been performed to give an intuitive overview about the time consumption of
the proposed three algorithms. Based on the results in Sections 6.3.1 - 6.3.3, it can
be concluded that the DINA algorithm is suitable for the data sets with fewer than
seven dimensions, while the PRONOHA algorithm can be used in all dimensions,
but is more efficient than DINA in higher dimensions. When the dimension of the
data is higher than seven, the PRONOHA algorithm provides better computational
efficacy without strong accuracy degradation. Moreover, the real time consumption
of DINA and PRONOHA on the test data sets comply with the theoretical analysis
(Section 4.2.5 and 4.3.2).
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Chapter 7

Conclusion and Future Work
In this chapter, the main contributions of this thesis are summarized. New issues
continuously occurred whilst solving stated research questions. Therefore, an
overview of future work is also given in this chapter.

7.1

Conclusions

This thesis started with the demand of data-driven solutions to condition monitoring and predictive maintenance in the manufacturing industry. Data-driven
methods are required to have high generality: a) applicability in different industrial
automation systems, b) ability of handling data with various shapes, e.g. convex
and non-convex shapes.
In this thesis, the non-convex hull-based representation and similarity measure
have been proposed for the clustering-based anomaly detection in industrial
automation systems, which exactly addressed the aforementioned requirements.
This method consists of two kinds of algorithms corresponding to Chapter 4 and
Chapter 5. The focus of Chapter 4 was on the mathematical definition of nonconvex hulls and on the solution of computing non-convex hulls in arbitrary
dimensions. Both of them were open issues of developing the non-convex hullbased representation. The hyperplane-based method was used to given the first
mathematical definition of non-convex hulls.

The two algorithms introduced

in Chapter 4 can compute n-dimensional non-convex hulls in polynomial and
logarithmic time respectively.
To apply the non-convex hull-based representation for anomaly detection tasks, a
method to measure the similarity of a point to a given non-convex hull has been
developed in Chapter 5, which determined whether this point is inside or outside
a given non-convex hull. Both the method of computing non-convex hull-based
representation and the method to solve points in the non-convex hull problem were
the first algorithm addressing the corresponding problems in arbitrary dimensions.
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Finally, two artificial data sets and four real world data sets were used to evaluate
the proposed non-convex hull-based solution (Chapter 6).

The results of the

evaluation have proved the advantage of the proposed solution to anomaly
detection tasks in case the data sets are non-convex.
For a better application of the proposed algorithms, a performance analysis was
also carried out in Chapter 6. The time consumption of the three algorithms was
tested under different conditions to give an intuitive overview of the proposed
algorithms from a computational efficacy point of view.
The major contributions of this thesis are:
1. The first formal mathematical definition of non-convex hulls has been proposed in arbitrary dimensionality n, which can better reflect the true geometry of a cluster and is universal applicable;
2. Two novel algorithms have been developed for computing n-dimensional
non-convex hulls. These algorithms are more efficient than the existing one
and therefore enable the identification of the cluster boundary with arbitrary
geometry;
3. The non-convex hull has been extended to a new geometric structure, the
oriented non-convex hull, based on which a novel algorithm for solving the
point-in-non-convex hull problem is proposed. This was the first algorithm
for the point-in-non-convex hull problem in n dimension;
4. The experimental results show that the proposed approach improves the
accuracy of clustering-based anomaly detection techniques compared with
using cluster centroids and the statistic representation.

7.2

Future Works

In this section, the proposed non-convex hull-based method for anomaly detection
tasks is compared with relative methods based on familiar principles from the
theoretical perspective. Based on the comparison, possible future research has been
identified.
Using convex hulls to identify decision boundaries is encouraged by the geometric
interpretation of support vector machines (SVMs) [BB00]: constructing the optimal
separating hyperplane between two classes in SVM is equivalent to identifying the
two closest points in the convex hulls of each class. Many researchers have been
enlightened on investigating the application of the convex hull to reduce the time
consumption of SVMs [CPR14, ZYLC16, HCLY19].
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Indeed, constructing a non-convex hull of a given data set is equivalent to
identifying the support vectors in a one class support vector machine (OCSVM) on
the same data. After finding support vectors, OCSVM constructs a separating hyperplane as a decision boundary by maximizing the margins to support vectors and
the origin. The proposed non-convex hull-based method directly uses the oriented
non-convex hulls as the decision boundary, which reduces the optimization cost but
leads to a high over-fitting risk, since the oriented non-convex hull is constructed
exactly according to the shape fixed by the border points of training data. Normally,
non-convex hulls have more facets than the corresponding convex hulls and have
therefore a higher over-fitting risk. To overcome this drawback, the oriented nonconvex hull can be expanded with a given factor to rebuild a larger hull, which has
a similar effect to maximizing margins (Future Work 1).
Moreover, the available n-dimensional non-convex hull algorithms are just able to
compute non-convex hulls of data that distribute in one closed outer border, i.e.
there are no inner border points such as cyclic annular. For these cases, the hollow
spaces surrounded by the inner border points can not be identified with current ndimensional non-convex hull algorithms. But SVMs with kernels can handle such
situations. To enhance the applicability of a non-convex hull-based method, this
issue has to also be addressed (Future Work 2).
In addition, due to the increasing size of data generated by industrial automation
systems, data compression has become a central issue in the research area Big
Data [QC15]. The proposed non-convex hull-based method uses the boundary of
the given data as its representation, which also provides a geometric approach to
lossless data compression: using non-convex hulls to represent the space covered
by the given data. Non-convex hulls can represent the given data with fewer
data points. Furthermore, the local density around some selected landmark points
inside the hull can be calculated to describe the detail of given data locally. In
[EMZK11] and [HKYK15], some similar methods have been introduced in three
dimensional space. How to use non-convex hulls for data compression in arbitrary
dimensions is also an interesting research topic (Future Work 3).
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