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Abstract Mobile emergency warning apps are essential

for effective emergency communication – of course, pro-

vided the population intends to use them. Drawing on

protection motivation theory, the study validated a psy-

chometric model to explain what motivates individuals to

install a warning app for the first time and to keep using it

over time. Multi-group covariance-based structural equa-

tion modeling was used to model the answers to a survey

that measured the drivers of intention to begin using or

intention to continue using a warning app. The model

shows that, for both non-users and users, trust, social

influence, and response efficacy positively and maladaptive

rewards negatively affect intention to use and intention to

continue use warning apps. However, perceived vulnera-

bility influences only intention to use, whereas response

cost and self-efficacy affect continued use intention.

Hence, this study enhances the theoretical understanding of

technology-enabled protection behaviors and provides

practitioners with a list of factors to consider for pushing

the adoption and continued use of emergency warning

applications.

Keywords Protection motivation theory � Emergency

notification � Disaster � Warning app � Use intention �
Continuance � Multi-group analysis

1 Introduction

The popularization of smartphones and the ubiquity of the

internet has turned mobile-enabled emergency communi-

cation into a crucial asset for alerting populations in cases

of emergency. Around 2010, public authorities began to

distribute verified warning messages during emergencies

using mobile warning software applications (hereafter

‘‘warning apps’’), which are software applications that run

on devices (e.g., smartphones, smartwatches) for one-way

warning communication from authorities to relevant pub-

lics (Fischer-Preßler et al. 2020; Tan et al. 2017). The use

of these warning apps increases the resilience of the pop-

ulation to crises, as people can take informed actions upon

receiving an alert.

Historically, different channels have been used to

transmit emergency warnings, such as radio, television,

newspapers, and sirens (Botterell and Addams-Moring

2007; Mayhorn et al. 2006). The widespread use of mobile

devices and lightweight IT (Bygstad 2017) offered a new

channel for precise, immediate distribution of emergency-

related information (Leelawat et al. 2013; Meissen et al.

2014; Valtonen et al. 2004). Examples include warning

apps such as the FEMA app, NOAA Weather Alerts, and

KATWARN. In 2020, a new form of warning app – contact
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tracing apps – came into widespread use to help cope with

Covid-19 by alerting users who have come into close

contact with infected people. Their effectiveness depends

on attaining a critical number of users (Trang et al. 2020).

In addition, the higher the penetration rate of warning apps

among the population, the more effective the warning

channel. The penetration level of these apps, as well as

maintaining a stabile user-base over time, depends on

people’s intention to use them and intention to continue

doing so over time.

Public authorities seeking to promote and leverage the

use of warning apps must understand what drives their use.

That is paramount for developing strategies to promote

them among the population and effectively alert people in

emergency situations. Few studies, however, have investi-

gated people’s intention to use an emergency app (for a

review see Tan et al. 2017). There is research on the use of

mobile apps other than those for emergency communica-

tion (e.g., social media, fitness apps), but scholars have

argued it may suffer generalizability issues when applied to

warning app use. Thus, researchers have advocated for

more context-specific studies of app use (Hoehle and

Venkatesh 2015).

Warning apps and their use differ from other apps for at

least two reasons. First, they run in the background, and

interaction with them, solicited by a warning, is infrequent

because emergencies are rare events. Second, the decision

to install and use a warning app constitutes protective

behavior against the negative effects of potential emer-

gencies. Unlike hedonic apps (van der Heijden 2004) such

as social media, the design objective of warning apps is not

to encourage prolonged use based on providing a user with,

say, enjoyable experiences, but rather to guide user

behavior during emergencies. The use of a warning app

reflects a protective behavior because it put users in the

position to receive timely warnings and cope with potential

threats.

Information systems (IS) researchers have studied

technology-enabled protective behavior as manifested in

two main dependent variables. The first is compliance:

following a warning message’s recommendations to

respond to an emergency. For example, researchers have

examined the antecedents of an individual’s intention to

comply by focusing on SMS warning of US campus

warning systems (e.g., Han et al. 2015). The second is use

of a warning system, which expresses a protective behavior

in itself. Specifically, IS security research has focused on

intention to use security IS as an expression of technology-

enabled protective behavior (e.g., Boss et al. 2015; Lee and

Larsen 2009). In addition, research into campus emergen-

cies has focused on the use of SMS-based warnings (Lee

et al. 2013). Thus far, the ‘‘compliance’’ and ‘‘use’’ per-

spectives have not informed each other and have not been

combined to seek a conclusive explanation for the intention

to protect oneself by using or continuing to use a warning

app.

Further, research has focused on examining the drivers

of initial use intention while overlooking the drivers of

continued use intention (e.g., Ada et al. 2016; Lee et al.

2013). Keeping a population highly vigilant, however, also

relies on continued use intention. For instance, the success

of Covid-19 tracing apps depends on the number of users

who continue to use the apps over time as much as it does

on those who begin using them. As countries recover from

the pandemic and the perceived risk of contracting the

virus decreases, however, more individuals may tend to

discontinue tracing app use. This research informs strate-

gies to foster both use and continued use of warning apps

by identifying the determinants of use intention and con-

tinued use intention. Our research question is:

What drivers and impediments explain non-users’

intention to use a warning app and users’ continued use

intention?

To answer this question, our research model synthesizes

research on the use of mobile emergency warning systems

and protection-motivated use of technology. We draw on

prior research on protection motivation theory (PMT)

(Rogers 1975, 1983) because it has been applied success-

fully to understand a diverse array of IT-related protective

actions (Lee and Larsen 2009). We complement the model

by incorporating relevant factors in the context of mobile-

enabled emergency warning to determine the most impor-

tant factors of warning app use (e.g., Han et al. 2015). In

particular, our analysis focuses on the drivers of non-users’

warning app use intention and users’ continued warning

app use intention.

From a theory development standpoint, we advance the

understanding of PMT by contextualizing it to mobile-en-

abled emergency communication to explain non-users’ and

users’ warning app use intentions. In doing so, we indicate

differences and similarities between non-users and users

and identify major drivers of use intention within both

groups. Our findings provide public authorities and relief

organizations with a theoretical framework for promoting

warning apps among the population.

2 Literature Review

2.1 Emergency Warning and Warning Apps

Warning apps are software applications running on mobile

devices (e.g., smartphones, smartwatches) that disseminate

warnings to a threatened population (Fischer-Preßler et al.

2020). We define a warning as a safety communication to

inform a population about a threat from an imminent or
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ongoing emergency. Its goal is to instruct recipients

regarding how to respond to the emergency to avoid or

minimize undesirable consequences. In particular, in

addition to descriptions of emergency type (e.g., flood,

terrorist attack), warning messages typically include rec-

ommended actions to help those affected respond to the

emergency (Fischer-Preßler et al. 2020).

Warning through mobile applications has gained popu-

larity as the use of mobile devices has grown (Reuter et al.

2017). There are at least three peculiarities of warning apps

that distinguish them from other warning channels. First,

warning apps put recipients in a state of alert through push

notification and a digital representation of the emergency.

Compared to other channels such as TV and radio, warning

apps are designed to activate the user even when the apps

are only running in the background. Compared to sirens,

which can only warn people about the existence of a threat,

warning apps can communicate much richer information

about an emergency. Second, warning apps are considered

a source of trustworthy information, since they are man-

aged by public authorities; for instance, users know that the

U.S. Federal Emergency Management Agency (FEMA) is

the source for the FEMA warning app (Tan et al. 2017).

This distinguishes warning apps from other channels

through which unverified emergency-related information

may be diffused, such as in social media. Third, users can

set apps so they are warned only about events most relevant

to them, such as certain types of events or only those in

predefined locations.

2.2 Warning App Use Intention and Continued Use

Intention

IS scholars are extremely prolific in research on use

intention and continued use intention (for reviews, see, for

instance, Franque et al. 2020; Venkatesh et al. 2016). Mere

use intention refers to the intention of using a system for

the first time. Continued use intention, instead, refers to

current users using the system into the future (Bhat-

tacherjee and Lin 2015). Continued use is seen as an

intention resulting from a rational decision to use the

technology based on beliefs about, expectations of, or

experience with that technology (Ortiz de Guina and

Markus 2009). Thus, throughout the manuscript, we refer

to ‘‘use intention’’ for non-users and ‘‘continued use

intention’’ for current users.

Research in the mobile-enabled warning context has

investigated factors that motivate students to subscribe to

receiving emergency SMS (Ada et al. 2016; Bonaretti and

Fischer-Preßler 2021), adopt social media services for

emergency warnings (Lee et al. 2013), and comply with

emergency warning systems (Han et al. 2015), but only in

the context of campus communities. However, the unique

cultural and institutional conditions of student populations

render it difficult to generalize those findings. For example,

students’ sense of attachment to their campus communities

may pressure them to comply with university guidelines.

This limitation calls for additional evidence to test whether

results from studies on use intention of campus warning

systems also replicate in the warning app context. In

addition, these studies focused only on use intention and

did not investigate antecedents of continued use intention.

In terms of continued use, researchers have applied a

wide array of theories to explain continued use intention

outside the emergency context, including expectation-

confirmation (e.g., Bhattacherjee 2001; Chen et al. 2012),

acceptance (e.g., Baptista and Oliveira 2015; Venkatesh

et al. 2003), and social capital (e.g., Chang and Zhu 2012;

Franque et al. 2020). However, as we argue, theories

applied to understand continued use of hedonic systems do

not suit the emergency context, in which most interaction

with the app is prompted by occasional emergency notifi-

cations. In particular, explaining continued use with theo-

ries that consider drivers such as satisfaction, hedonic

value, habit, flow, or perceived enjoyment (Franque et al.

2020), while appropriate for hedonic systems (Warkentin

et al. 2016) such as social media apps (Chang and Zhu

2012), is less appropriate for emergency warning systems.

For instance, while theories on IS continuance stress the

role of satisfaction in the sense of a pleasurable user

experience for the continuance of use intention (Bhat-

tacherjee and Premkumar 2004; Shaikh and Karjaluoto

2015), this determinant is less relevant with respect to

protective behavior. IS use in the context of security

behavior is not aimed at personal satisfaction, as it is in

hedonic systems (Warkentin et al. 2016).

With context being that crucial, we considered literature

that studied use intention and continued use intention as

manifestations of protection behavior for the development

of our research model. Our particular attention was on

studies of use and continued use in the context of IS

security, because using security systems is a form of pro-

tective behavior (Vedadi and Warkentin 2020; Warkentin

et al. 2016). Specifically, we focused on research that

draws on the theory of protection motivation introduced in

the next section.

2.3 Protection Motivation Theory

Our perspective to study mobile-enabled protective

behavior draws on protection motivation theory (PMT),

originally developed to explain protective behavior in

health and social psychology (Rogers 1975, 1983). Rooted

in expectancy-value theory, PMT explains the social and

cognitive processes underlying protective behaviors. The

theory hinges on the notion that the decision to counteract a
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threatening event is a function of threat and coping

appraisal processes. Threat appraisal refers to the per-

ceived likelihood that the event will indeed occur and have

negative consequences. The perceived level of the threat

depends on an individual’s assessment; it is based on direct

(e.g., loss of property, evacuation) and indirect (e.g.,

reading information, word of mouth) experiences with

emergency events (Martin et al. 2007). Coping appraisal

refers to the expected efficacy of counteracting a threat-

ening event. For protection motivation to occur, the per-

ceived efficacy of a protective behavior must outweigh the

costs of the counteractive behavior (Maddux and Rogers

1983; Rogers 1975, 1983). Environmental sources of

information such as verbal persuasion or observational

learning may initiate these processes, as could intraper-

sonal sources such as experience (Milne et al. 2000).

Counteraction instantiates into an adaptive response (e.g.,

complying with a recommendation) rather than a mal-

adaptive (i.e., non-adaptive) one. In particular, if individ-

uals conclude that a threat will affect them, they will be

more motivated to protect themselves and will thus initiate,

continue, or cease a certain self-protective behavior

(Rogers 1975).

We chose PMT because the focus of this study is at the

intersection of the domains where PMT has proven valid.

Scholars have applied PMT to study protective behaviors

in different domains such as health promotion and disease

prevention (e.g., Floyd et al. 2000; Milne et al. 2000),

environmental concerns (Bockarjova and Steg 2014),

organizational commitment (Posey et al. 2016), automobile

accident prevention (Glendon and Walker 2013) and other

areas of interests beyond health-related behavior (e.g.,

Bubeck et al. 2012; Chakraborty et al. 2014). In IS

research, PMT has been applied mainly in security IS

(Menard et al. 2017 and, for a review, see Boss et al. 2015),

such as home computer security behavior (Anderson and

Agarwal 2010), the use of an email authentication service

(Herath et al. 2014), adoption of security technologies (Lee

and Larsen 2009) or anti-virus software (Lee et al. 2008),

and strong passwords (Zhang and McDowell 2009). The

commonality among these studies is the attempt to use

PMT to explain the intention to initiate, maintain, or cease

a certain protective behavior.

This field of research is relevant to emergency com-

munication because warning apps are intended to activate

protective behaviors. Using a warning app is per se a

protection motivation manifestation because a warning app

bears a protective function, that is, to warn the user in case

of an emergency. In particular, in the context of our

research, protection motivation instantiates in the intention

to use or intention to continue to use the warning app.

2.4 Differences Between Non-Users’ and Users’

Protection Motivation

When studying use from a protection-motivation perspec-

tive, there are differences between users’ protection-moti-

vation, which requires a decision regarding whether to

continue to use, and non-users’ motivation, which requires

a decision about whether to initiate use. For instance, while

a perceived threat is a relevant factor for continued use

intention of IS security systems (Warkentin et al. 2016) as

well as for initial use intention (e.g., Boss et al. 2015),

perceived response efficacy is significant to motivate initial

use (e.g., Boss et al. 2015) but not continued use (War-

kentin et al. 2016). We speak cautiously of ‘‘potential’’

differences because groups of non-users and users have not

been directly juxtaposed in the IS security literature.

In prior research, the differences between non-users and

users has been studied for mobile-enabled SMS e-govern-

ment services, which have traits in common with warning

apps (e.g., the source is a public authority, use is non-

hedonic). Compared to non-users, users were indifferent to

perceived costs and risks of using the system, behavioral

control, and convenience (Susanto and Goodwin 2013).

One explanation for this difference is that users, once they

adopt a system, are willing to incur costs (e.g., of receiving

SMS notification), become more self-confident of their

ability to use the system, and are more aware of whether

using the system helps fulfill an intended purpose. Thus,

explanatory variables of continued intention to use do not

fully generalize to explain non-users’ intention to begin to

use a system. However, this difference among non-users

and users has not been investigated in the context of

warning apps.

3 Model and Hypotheses Development

As explained above, PMT explains adaptive behaviors

from an expectancy-value perspective. The decision to

undertake an adaptive behavior entails two appraisal pro-

cesses: threat and coping appraisals. First, individuals

facing physical threats assess if and how these threats will

affect them and whether they outweigh maladaptive

rewards (threat appraisal). In particular, PMT postulates

that threat appraisal is more likely to prompt an adaptive

behavior when perceived severity and vulnerability out-

weigh the rewards that may result from persisting in the

current state. In our case, public authorities may recom-

mend using a warning app to receive timely alerts and thus

minimize losses, but the risk may be perceived as trivial.

Thus, following PMT, individuals may conclude that an

emergency is unlikely to affect them and not use the app.

Conversely, threats perceived to be high may lead
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individuals to use the app. Thus, our research model

incorporates the three PMT dimensions of threat appraisal:

perceived severity, perceived vulnerability, and maladap-

tive rewards (Boss et al. 2015).

Second, individuals compound the benefits of perform-

ing the protective behavior against its costs (coping

appraisal). Then, an adaptive behavior will occur only

when the benefits from complying outweigh associated

costs. Specifically, coping appraisal is more likely to

prompt adaptive behavior when response efficacy and self-

efficacy are greater than the detriment from using a

warning app (perceived cost). In the context of this

research, individuals may evaluate using a warning app as

being an efficient means (e.g., to be timely alerted) coping

effectively with the emergency against the efforts associ-

ated with using it. Hence, we include the three dimensions

of coping appraisal: response efficacy, self-efficacy, and

response cost (Boss et al. 2015).

The emergency management context offers a unique

scenario in which system use intention and continued use

intention can be interpreted as protection motivation, and

determinants of IT-elicited protective behaviors can be

used to explain those intentions. Following this reasoning,

we posit that studies on compliance intention with warning

messages (e.g., ‘‘shelter in place’’) (Han et al. 2015) and

adoption of warning apps (Appleby-Arnold et al. 2019) can

also be interpreted from a PMT perspective, that is, their

outcome variables – whether use of a warning system or

compliance intention with its warning messages – corre-

spond to protection motivation (Boss et al. 2015). While

PMT characterizes protective behavior as the result of an

expectancy-value analysis, studies on warning messages

argue that receivers’ protection behavior is instead a

function of social and institutional contexts. Drawing on

Etzioni’s compliance theory, Han et al. (2015) included

social influence to account for the peer pressure that

influences people’s protection motivation. Furthermore,

they added information quality trust to capture the effect of

warning message credibility in eliciting intention to act

upon the information in the warning message. Both infor-

mation quality trust and social influence emerged as

dominant determinants in the context of campus emer-

gency communication (Ada et al. 2016; Han et al. 2015).

Thus, adding information quality trust and social influence

to PMT seems critical for a more complete explanation of

protection motivation in the emergency warning context.

Figure 1 shows our research model and the proposed

hypotheses. The following section describes our hypothe-

ses development.

Information quality trust is a significant determinant of

human behavior during emergency events (Han et al.

2015). This construct captures the users’ expectation that

the information source (i.e., authorities) will disseminate

relevant, actionable, and critical information. Users must

perceive warnings from the app as trustworthy for them to

be actionable. PMT originally did not explicitly incorpo-

rate information quality trust, but it included the source of

information as a trigger for protective behavior (Rogers

1983). From an information quality perspective, however,

any given information source carries a certain level of

trustworthiness on which users base their protection moti-

vation. Therefore, integrating PMT with information

quality trust accounts for the trustworthiness of the ‘‘source

of information’’ neglected by PMT research to date.

Trust in the information provided, in turn, is critical for

successful authorities-to-people communication, because

people who trust authorities as credible sources of infor-

mation are more willing to use or continue to use a warning

app (Appleby-Arnold et al. 2019). A lack of trust in

information quality, in contrast, conflates with lack of trust

in a given source (Glik 2007) because trust in the infor-

mation provided depends on trust in the message’s dis-

patcher – the public authority – as does the acceptance of

emergency warnings (Appleby-Arnold et al. 2019). Trust-

ing the information dispatched is a precondition to fol-

lowing authorities’ suggested protective behavior (Lindell

and Perry 2012). This result was corroborated by research

on campus warnings that identified trust as a main signif-

icant predictor of intention to comply with warning mes-

sages during emergencies (Han et al. 2015). Moreover,

because using warning systems is in itself a protective

behavior, we can infer that trust also positively influences

use intention of campus emergency alert systems (Ada

et al. 2016) and use of disaster apps (Appleby-Arnold et al.

2019).

Warnings are useful only if the information is credible,

reliable, and actionable. Thus, users’ perception of the

trustworthiness of the information is a main reason to

continue using the app (Appleby-Arnold et al. 2019). If the

app meets users’ expectations in terms of information

quality, higher confidence in the technology and lower

uncertainty about the system’s reliability will increase

continued use intention. This also conforms with research

on public e-services, which identified trust as the main

determinant for continued service use (Belanche et al.

2014). We thus hypothesize that trust has a similar positive

effect on protection motivation both for non-users and

users.

H1 Information quality trust has an equally positive

effect on protection motivation of non-users and users.

Social influence is an individual’s motivation to comply

with the expectations of relevant others (Han et al. 2015). It

is based on normative beliefs, that is, an individual’s per-

ceived behavioral expectations of relevant others such as

family, friends, or supervisors (Venkatesh et al. 2003).
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Generally, social factors have been found to have a strong

influence on security IT adoption and use (e.g., Lee and

Larsen 2009). There is also evidence from warning com-

pliance research that people will be more likely to comply

if they perceive that a given behavior is expected by their

relevant others (Han et al. 2015; Lee et al. 2013). In

addition, some people even perceive adopting available

warning systems as a civil duty and moral obligation

(Appleby-Arnold et al. 2019). Social influence was also

identified as a significant determinant for adoption behav-

ior in PMT research (Lee and Larsen 2009) as well as in

PMT research in the context of disaster risk reduction

(McCaughey et al. 2017). Thus, prior research supports that

social influence may play a critical role in all kinds of

protective intentions.

In terms of the effect of social influence on continued

use intention, protection motivation-related studies do not

provide explanations. Generally, social influence could

become less important for IS use over time, as users

potentially develop first-hand opinions regarding a given

technology’s usefulness (Venkatesh and Davis 2000).

However, research on IT continued use intention in various

contexts found that social influence not only influences

adoption, but also remains a crucial factor influencing

users’ continued IT use intention (Franque et al. 2020). In

the context of warnings apps, the expectations of key ref-

erents such as family and friends could influence similarly

both continued use intention and adoption intention, as

warning apps concern a user’s personal safety. Important

others may thus expect and encourage app use, since it

promotes the safety of a loved one. For non-users, prior

research found social influence has a significant influence

on protection motivation (Han et al. 2015). Hence, we posit

that social influence will positively affect protection

motivation alike for both groups.

H2 Social influence has an equally positive effect on

protection motivation of non-users and users.

An emergency can cause both physical (e.g., property

damage, casualties) and social disruption (Lindell 2013).

Thus, the decision to adopt and use a warning app can be

explained as a function of individuals’ assessments of their

perceived exposure to such risks. In particular, individual

perceived vulnerability is how likely an individual expects

to experience an emergency first-hand. People’s perception

that an emergency will affect them positively influences

protection motivation. Perceived severity, in contrast, is

how harmful one expects the consequences of an emer-

gency to be on things that matters to the individual (e.g.,

personal health and security). According to PMT, an

individual’s perceived vulnerability to a threat, and per-

ception of its severity, increase protection motivation (Boss

et al. 2015). These hypothesized effects align with research

on campus emergencies, which confirmed that perceived

probability and severity of an emergency positively affect

compliance in cases of active shooter events and building-

related incidents (Han et al. 2015).

In terms of continued use intention in IS security,

Warkentin et al. (2016) found significant influence of

perceived threat severity and vulnerability on continuance

behavior of an anti-malware software. When the system is

a warning app, protection motivation relates to the per-

ception that the app will help protect against the effects of

an emergency by warning in a timely manner and sug-

gesting appropriate safety measures. Users must perceive

that somewhat severe emergencies could happen for which

they need to be warned about – otherwise mass warnings

Fig. 1 Research model
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would be unnecessary and warning apps would be useless.

So only a sustained level of threat perception will lead to

protection motivation. In the context of our study, that

means non-users as well as users are more likely to protect

themselves by using or continuing to use a warning app if

they perceive that an emergency event is likely and may be

severe.

H3 Perceived vulnerability has an equally positive effect

on protection motivation of non-users and users.

H4 Perceived severity has an equally positive effect on

protection motivation of non-users and users.

Maladaptive rewards are opportunities associated with

not using a warning app, such as saving battery charge or

storage space on a smartphone. If these rewards outweigh a

perceived threat, individuals will opt not to protect them-

selves against that threat (Boss et al. 2015). While studies

of information security often omit maladaptive rewards,

Boss et al. (2015) demonstrated that maladaptive rewards

have a positive effect on anti-malware software use

intention and stressed the importance of the construct for

PMT application. Following this argument, if people per-

ceive that the app requires too much system capacity

compared to the benefits of using it, they are less likely to

use the app. However, once users become familiar with it,

they may feel that the app does not typically require much

system capacity after all. Thus, maladaptive rewards do

less to discourage continued use intention of the system.

Non-users, in contrast, might consider smartphone perfor-

mance issues to be more relevant in their decision to begin

using the app. Thus, we claim that the negative relationship

between maladaptive rewards and protection motivation is

stronger for non-users than for users.

H5 The negative effect of maladaptive rewards on pro-

tection motivation will be stronger for non-users than for

users.

According to PMT, response efficacy influences pro-

tection motivation behavior (Maddux and Rogers 1983;

Rogers 1983). Perceived response efficacy is the belief that

the adaptive response (i.e., use of a warning app) will be

effective in protecting someone (Boss et al. 2015). Pura

(2005) found that people are more likely to use a location-

based mobile service if it creates new value in the context

of its use. A protective behavior seeks to provide an

acceptable level of safety against threats (Warkentin et al.

2016). Therefore, people must perceive the app as useful

for protecting them during emergency events (i.e., that they

transmit warnings in a timely manner without requiring

further action on the smartphone users’ part).

IS security research investigating the effect of response

efficacy on continued use intention has conflicting results.

While Warkentin et al. (2016) found no significant effect

on this relationship in the context of anti-malware software,

Vedadi and Warkentin (2020) found modified response

efficacy to be a main driver of continuance intention in the

context of password protection. For initial adopters, the

positive effect of response efficacy instead was confirmed

widely (e.g., Boss et al. 2015). Ultimately, whether

response efficacy influences protection motivation of non-

users and users alike remains unclear. In the context of

emergencies, individuals will deem protective measures to

be helpful if they perceive them as effective (Grothmann

and Reusswig 2006). A system that proves inefficient in

protecting one from a given threat is not likely to be used in

the long term. Thus, we claim that high levels of perceived

response efficacy will positively affect protection motiva-

tion among both non-users and users.

H6a Response efficacy has an equally positive effect on

protection motivation of non-users and users.

In addition, research on trust and the perceived effec-

tiveness of authorities indicates that people trust them

when they perceive public authorities and emergency

responders to be acting effectively. Thus, people’s per-

ception that authorities distribute information effectively

via the app positively affects trust (Appleby-Arnold et al.

2019). Trust builds on success, such as individuals recall-

ing that authorities warned the population in a timely

manner during a prior emergency. Trust may decrease,

even for non-users, if people learn about failures to issue

timely warnings. Thus, we hypothesize:

H6b Information quality trust partially mediates the

relationship between perceived response efficacy and pro-

tection motivation for both non-users and users.

Use of a warning app requires that people take some

action, such as installing the app, changing phone settings,

and/or updating operating system to versions needed to

support the app. Thus, there are response costs associated

with using a warning app specific to the time and effort

required to carry out a safety behavior (Boss et al. 2015).

As the cost or effort required to perform the actions

increase, intention to carry out the behavior decreases. If

people perceive costs related to warning app use as too

high, they are less likely to carry out the behavior. This is

in line with prior research that found perceived costs to

have a negative influence on attitudes toward mobile ser-

vices (Susanto and Goodwin 2013). That said, warning app

use is not very time consuming and does not require much

effort beyond installation, initial set up, and updating.

Further, they primarily run in the background and use is

infrequent. Users familiar with an app might be more

willing to incur in those costs than non-users. Thus, costs

could appear less onerous to those choosing to continue

123

Diana Fischer-Preßler et al.: A Protection-Motivation Perspective to Explain Intention to Use..., Bus Inf Syst Eng 64(2):167–182 (2022) 173



using the system than for non-users who have yet to

familiarize with the system. Thus, we hypothesize:

H7 The negative effect of perceived response costs on

protection motivation will be stronger for non-users than

for users.

Self-efficacy (H8) is the level of confidence in people’s

ability to use warning apps to protect themselves (Boss

et al. 2015). It has been found to have a strong effect on the

intention to take protective actions (Milne et al. 2000). If

individuals are confident in their ability to effectively carry

out protective actions and those actions are not difficult,

they are more likely to perform the behavior. The effect of

self-confidence has been confirmed in the IS security

research context in driving decisions such as the adoption

of anti-malware software (e.g., Boss et al. 2015). Trans-

ferring these findings to the warning app context, we can

say that individuals who are more confident that they can

easily use an app, are more willing to do so because they do

not perceive barriers to use.

In IS security behavior, self-efficacy has been found to

have a positive effect on IS continuance (Warkentin et al.

2016) and initial adoption intention (Boss et al. 2015).

However, its effect has never been investigated simulta-

neously among non-users and users. We hypothesize that

the effect is stronger for users than for non-users, because

users who fully adopt a system become more self-confident

in their ability to use the app over time. Hence, we

hypothesize:

H8 The positive effect of perceived self-efficacy on

protection motivation will be stronger for users than for

non-users.

Furthermore, prior studies have often considered expe-

rience with a crisis to have a powerful effect on the

recognition of a threat and to be an important factor

influencing protective behavior (Bubeck et al. 2012;

Thieken et al. 2007). Generally, people who experienced

emergencies before will perceive such events as happening

more frequently than they actually do, and see themselves

as potential future victims (Weinstein 1989). Conse-

quently, they may be more likely to engage in protective

behavior. To control for potential differences in the threat

appraisal process between people with and without such

experiences, we added a control variable for prior emer-

gency experience. Finally, in line with prior research, we

controlled for age (Appleby-Arnold et al. 2019), gender,

and education (Anderson and Agarwal 2010).

4 Methodology

4.1 Data Collection and Sample Description

We used survey data to test the relationships in our

research model. Following Anderson and Agarwal (2010),

we developed a survey that provides contextual informa-

tion to ensure respondents complete it while thinking about

recent emergency events and the use of a warning app to

respond to an emergency threat. Since we conducted our

study in Germany, we included several crisis events that

have occurred there since 2016, such as the flash flooding

in May and June 2016, the shooting rampage at a Munich

mall, and a chemical accident in Oberhausen in 2017.

Further, we explicitly defined the term ‘‘warning app’’ to

ensure that respondents would have a common under-

standing of the subject. In the introduction, the question-

naire explained the features and properties of warning apps

and provided examples of the two most popular German

warning apps: NINA and KATWARN. Thus, respondents

who were not previously aware of warning apps were

provided with the information necessary to understand the

intended use of such apps.

The survey was distributed in digital form through a

URL posted in different German Facebook groups, such as

those for new residents in a city or those for scientific

studies. Our three reasons for administering the question-

naire via Facebook outweigh the concerns of self-selection

bias in our sampling method. First, Facebook facilitates

reaching out to a relevant subpopulation of those who own

smartphones, which is a necessary condition to be (or

become) a warning app user. In 2017, some 21 percent of

the German population used Facebook on a daily basis; of

that group, 72 percent accessed it primarily via their

smartphones (Frees and Koch 2018). Second, we wanted to

control for the differences between people who have and

have not experienced emergency events. Third, because of

the sensitive nature of the topic, we wanted to guarantee

respondent anonymity (Kosinski et al. 2015), a necessary

element in eliciting honest responses to questions about

emergency perception and experience. Since previous

research has shown that Web administration of question-

naires mitigates social desirability bias (Kreuter et al.

2009), administering the questionnaire via Facebook was

our best choice. While recruiting respondents only through

Facebook and making participation voluntary could cause

self-selection bias and limit the generalizability of our

results, we control for biases in the Facebook user popu-

lation by adding control variables that prior literature

considered relevant.

A total of 459 individuals took part in the survey from

March to June 2017: 178 women, 272 men, and 5

unspecified. With respect to education level, the sample
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includes respondents with a Certificate of Secondary

Education (4.4%), General Certificate of Secondary Edu-

cation (22.9%), Higher Education Entrance Qualification

(31.4%), University Degree (38.8%), and not specified

(2.2%). The mean age of respondents is 33.46 years

(SD = 11.939).

4.2 Measurement Model

4.2.1 Operationalization and Development

of the Measurement Scales

We developed the initial set of question items from existing

scales. The items for the latent constructs were then con-

textualized to our domain to enhance validity and relia-

bility. All the reflective indicators for our constructs were

collected on a 7-point Likert-scale (1 = strongly disagree;

7 = strongly agree). Moreover, we collected control vari-

ables for gender (male/female), experience with emergency

events (yes/no), age, and level of education (categorical).

We further asked whether people have already used NINA,

KATWARN, or similar warning apps. The items were

pretested with a convenience sample of postgraduate stu-

dents. We collected comments regarding, among others,

the clarity and structure of the items, and we measured the

time required to answer the entire questionnaire. We fur-

ther assessed the internal consistency of the measurement

scales by means of coefficient alpha estimates. Based on

the results, we revised the questionnaire and modified

several items for the final study. Table B1 in the Appendix

(available online via http://link.springer.com) is an over-

view of the final measurement scales.

4.2.2 Data Preparation

We excluded three respondents of the 459 responses

because they presented a large amount of missing data

([ 41.5%). In the remaining sample (Nnon-users = 226;

Nusers = 230), there were only 18 respondents with missing

data; most of them answered all but one of the items. We

observed no discernible pattern in the missing values.

Hence, we could estimate our model with full information

maximum likelihood (FIML) (Arbuckle 1996) as long as

the other assumptions of covariance-based structural

equation modeling were fulfilled.

4.2.3 Analysis Approach

To test hypotheses, we estimated the path model using a

covariance-based approach (SEM) rather than a variance-

based approach (PLS). We did so for several reasons: (1)

we wanted to avoid biased path modeling parameter esti-

mates; (2) we intended to model the measurement error

variance and rely on a factor analytic measurement model;

(3) we followed a confirmatory approach with our analyses;

(4) we did not use any formative indicators; (5) we had a

large sample size; and (6) we did not have any problems

ensuring convergence (Gefen et al. 2011; Reinartz et al.

2009).

4.2.4 Measurement Model Analysis

We assessed the psychometric properties of the scales

through a confirmatory factor analysis (CFA) on each

group. A battery of fit indices (Hu and Bentler 1999) cal-

culated with AMOS 25.0.0, indicated a good model fit for

non-users and users (see Model 2 and 3 in Table 1). In the

next step, we tested the CFA model on the two groups

simultaneously. The results showed a good fit (see Model 4

in Table 1) indicating that the measurement properties of

the model fit the two groups well. Concerning convergent

validity, the factor loadings of all indicators for the latent

constructs were greater than the 0.7 benchmark and highly

significant (p\ 0.001) (see Tables in the Online Appen-

dix). Furthermore, Cronbach’s Alpha was greater than 0.90

for all constructs. In addition, the construct reliabilities

exceeded 0.6 (Bagozzi and Yi 1988), and the average

variances extracted (AVEs) of all constructs exceeded 0.5

(Fornell and Larcker 1987). Since the square root of the

AVE for each construct was greater than the correlation of

each construct with all other constructs, we also found

evidence for discriminant validity (Fornell and Larcker

1987). Furthermore, we tested for common method bias

(CMV) using a single unmeasured latent method factor

(Podsakoff et al. 2003). The difference in goodness of fit

between the CFA models with and without the single

method factor was not significant (v2/df = 0/1), which

suggested that CMV is not a threat.

4.3 Structural Model

4.3.1 Structural Model Results

To test the hypotheses that related to the structural rela-

tionship, we employed a multi-group approach using

structural equation modeling analysis (see Table 2). Prior

to the multi-group SEM analysis (model 10), the model fit

to the data from each group was tested separately. Fit

indices indicated a good model fit for non-users and users

(see Model 8 and 9).

Having established that the models were a good fit to the

observed data of both groups, we examined the model fit to

the pooled data across the two groups. The structural model

(model 10) explains 69 percent of the variance of warning

app use intention and 39 percent of trust, whereas the

second model explains 45 percent of the variance of
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continued warning app use intention and 31 percent of

trust. For readability, Table 3 indicates the coefficients and

significance levels of our hypothesis testing.

4.3.2 Multi-group Analysis

Testing for differences between users and non-users

requires to assess whether the measurement model fits

equally well between the two groups. Thus, we tested

measurement model invariance by conducting a multi-

group comparison in Amos between users and non-users.

The model is invariant when the path coefficients and

means are the same, regardless of whether the model is

fitted using the subsample of non-users and users sepa-

rately. However, Byrne (2004) noted that complete

invariance is often rejected – and our model also failed to

meet complete invariance. To address that, she proposed a

set of tests to claim certain levels of invariance: configural,

metric (or ‘‘weak’’), and full. The level of variance deter-

mines the kind of conclusions that can be drawn. Based on

Byrne (2004) categorization, our model showed configural

invariance, as the model fit of models 4, 2, and 3 are good.

We further tested for weak invariance by constraining

factor loadings (measurement weights) of the indicators to

be equal among both groups and comparing it to the

simultaneous measurement model. That is a necessary

condition for comparing the relations between constructs.

We found weak invariance as the difference in DCFI

(Model 4-Model 5, see Table 1) is less than |0.01| and

RMSEA is less than 0.015 between models 4 and 5 (Chen

2007). That means constructs manifest in the same way

within each group and that each item contributes to the

latent construct to a similar degree in both groups.

We also tested differences in the structural paths

between the two groups. We used a multi-group compar-

ison to determine whether hypothesized relationships in

our model differ between non-users and users. We tested

for differences between these two groups by comparing an

unconstrained structural model (model 10) with a con-

strained one (model 11) (‘constrained’ means that indica-

tors’ loadings are held equal across the two groups). The

constrained model showed a small decrease in fit indices,

but still an acceptable fit. Nevertheless, the difference in

goodness of fit between models 10 and 11 was significant

(v2 = 48.780, p B 0.01). This finding implies significant

differences in some of the structural paths of the two tested

models. Thus, we proceeded to identify the paths that

caused the difference in v2. To do so, we constrained the

regression paths, one at a time, and tested for differences in

v2 of each model to the baseline model. The results of the

v2 difference test per paths are depicted in Table 3.

4.3.3 Mediation Analysis

The mediation analysis showed that response efficacy

influenced use indirectly through its effect on trust. As

Table 3 depicts, respondents who are confident that the app

enables effective response showed higher trust in the sys-

tem. In turn, respondents who trust the system are more

prone to use/continue to use the app. To test for the

Table 1 Tested measurement models

v2 Df Sig CMIN/

DF

CFI IFI RMSEA NFI TLI

Model 1: Baseline measurement 612.509 314 0.000 1.951 0.979 0.979 0.046 0.958 0.973

Model 2: Measurement model (users) 502.007 314 0.000 1.599 0.962 0.963 0.051 0.907 0.951

Model 3: Measurement model (non-users) 614.509 314 0.000 1.051 0.979 0.946 0.062 0.958 0.973

Model 4: Simultaneous measurement model 1038.338 628 0.000 1.653 0.967 0.968 0.038 0.922 0.958

Model 5: Constraint measurement model (factor loadings

restricted)

1109.274 647 0.000 1.714 0.963 0.964 0.040 0.917 0.954

Table 2 Tested structural models

v2 Df Sig CMIN/DF CFI IFI RMSEA NFI TLI

Model 7: Baseline structural 783.303 399 0.000 1.963 0.973 0.973 0.046 0.947 0.964

Model 8: Structural model (users) 633.706 399 0.000 1.588 0.954 0.955 0.051 0.887 0.939

Model 9: Structural model (non-users) 681.664 399 0.000 1.708 0.963 0.964 0.056 0.917 0.951

Model 10: Simultaneous structural model 1315.372 798 0.000 1.648 0.959 0.960 0.038 0.905 0.946

Model 11: Constrained simultaneous model 1364.152 828 0.000 1.648 0.958 0.959 0.038 0.901 0.946
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mediation of trust, we followed Hayes’s (2009) recom-

mendations: (1) use bootstrapped sampling with at least

1,000 iterations (we did 2,000); and (2) consider the sig-

nificance of the indirect paths as a sufficient condition for

concluding the mediation is significant. To conduct this

analysis, we needed a complete data set, for which we

imputed 0.17 percent missing data using regression-based

data imputation. The analysis showed that the standardized

indirect effect was 0.078 (b = 0.128*0.613) for non-users

and 0.106 for users (b = 0.192*0.551), and that the indirect

effects were significant. The bias-corrected 95% confi-

dence intervals for both non-users and users did not

straddle zero. Thus, we concluded the mediation of trust is

significant.

5 Results

Table 3 is an overview of the results of our analysis.

Information quality trust (H1) has a strong, positive effect

on intention to use for both non-users (b = 0.128, p

B 0.05) and users (b = 0.192, p B 0.01). Moreover, we

found no statistical difference among non-users and users

when it comes to the effect size of information quality

trust. That means information quality trust has an equally

positive effect on intention to use for both groups. Thus,

H1 is supported.

Social influence (H2) has a strong positive effect on

intention to use for both non-users (b = 0.290, p B 0.001)

and users alike (b = 0.280, p B 0.001). As in H1, we found

no statistical difference in effect size among the two

groups. Thus, H2 is supported. In both groups, social

influence has the strongest direct positive effect on pro-

tection motivation, which means friends, family, and

members of an individual’s social network significantly

influence the intention to use a warning app.

H3, which examined the positive effect of perceived

vulnerability on protection motivation for non-users and

users alike, was positive and significant only for the non-

Table 3 Group-wise hypothesis testing using standardized beta coefficients and results of the x2 difference test

Group effect Paths Non-users Users Results of the x2 difference

test

b (t-values) b (t-values) CMIN (p
values)

Conclusion

Same impact across

groups

H1: Information quality trust ? Protection

motivation

0.128* (2.414) 0.192** (2.725) 0.000 (0.989) Supported

H2: Social influence ? Protection motivation 0.290***

(4.688)
0.280*** (3.393) 0.981 (0.322) Supported

H3: Perceived vulnerability ? Protection

motivation

0.209***

(3.795)
0.155 (1.730) 2.891 (0.089) Not

supported

H4: Perceived severity ? Protection

motivation

- 0.083

(- 1.593)
0.088 (1.335) 4.310 (0.038) Not

supported

H6a: Perceived response

efficacy ? Protection motivation

H6b: Perceived response efficacy ? Trust

0.280***

(3.641)

0.613***

(10.228)

0.183� (1.917)

0.551*** (7.757)

0.648 (0.421)

0.876 (0.349)

Supported

Supported

Stronger influence on

non-users

H5: Maladaptive rewards ? Protection

motivation

- 0.145**

(- 2.607)
- 0.249***

(- 3.439)
0.594 (0.441) Not

supported

H7: Response cost ? Protection motivation - 0.115

(- 1.411)
- 0.155*

(- 1.999)
0.552 (0.458) Not

supported

Stronger influence on

users

H8: Self-efficacy ? Protection motivation - 0.050

(- 0.973)
- 0.283***

(- 3.514)
3.657 (0.056) Not

supported

Control variables Gender ? Protection motivation

Education ? Protection motivation

Age ? Protection motivation

Emergency experience ? Protection

motivation

Emergency experience ? Trust

- 0.044

- 0.061

- 0.067

0.054

0.101

- 0.007

0.032

- 0.059

- 0.131*

0.077

R2 = total explained variance; R2 (use intention) = 0.69; R2 (continued use intention) = 0.45
�p B 0.10; *p B 0.05; **p B 0.01; ***p B 0.001

123

Diana Fischer-Preßler et al.: A Protection-Motivation Perspective to Explain Intention to Use..., Bus Inf Syst Eng 64(2):167–182 (2022) 177



users group (b = 0.209, p B 0.001). Hence, H3 is not

supported.

H4, which hypothesized a positive effect of perceived

severity on protection motivation in the two groups, was

neither supported for non-users nor for users. That means

we have no evidence to conclude that the belief that an

emergency is going to be more disruptive will increase

individuals’ intention to use the app or continue to use the

app.

H5 tested whether maladaptive rewards have a stronger

negative effect on protection motivation for non-users than

for users. The effect sizes were significant for non-users

(b = - 0.145, p B 0.01) and user (b = - 0.249, p

B 0.001). The difference in the effect sizes of maladaptive

rewards between non-users and users, however, was not

statistically different, meaning that maladaptive rewards

affects use intention similarly negatively in both groups.

Thus, H5 is not supported.

H6a tested the positive effect of perceived response

efficacy on protection motivation for non-users and users

alike. For both groups, we tested the hypothesis consider-

ing the total effect of response efficacy on protection

motivation, which equals the sum of direct and indirect

effect of response efficacy. For non-users, the sum of the

indirect (b = 0.078, p B 0.05) and the direct effect

(b = 0.280, p B 0.001) showed that response efficacy has

the strongest total positive effect on protection motivation

for non-users (b = 0.358, p B 0.001). Likewise for users,

the sum of the indirect (b = 0.106, p B 0.05) and direct

effect (b = 0.183, p B 0.1) showed that response efficacy

has the strongest total positive effect on protection moti-

vation (b = 0.288, p B 0.05). Furthermore, we identified

no significant difference in effect sizes between the two

groups. Hence, non-users and users who perceive the app to

be effective are similarly more prone to use it. H6b, the

effect of perceived response efficacy on trust, was signifi-

cant and positive for non-users (b = 0.613, p B 0.001) and

users (b = 0.551, p B 0.001). We detected no differences

between the groups in the multi-group analysis, thus sup-

porting H6b.

H7 examined whether the negative effect of response

cost on protection motivation is stronger for non-users than

for users. Response costs are negative and significant only

for users (b = - 0.155, p B 0.05). Hence, H7 was not

supported.

H8 tested whether self-efficacy has a stronger positive

effect on protection motivation for users than non-users.

Contrary to our hypothesis, we found that self-efficacy is

negative and significant only for users (b = - 0.283, p

B 0.001). Thus, H8 was not supported.

Our results demonstrate that emergency experience has

a significant, negative effect on users (b = - 0.131, p

B 0.05); at the same time, the effect of emergency

experience is also significantly different between non-users

and users.

6 Theoretical Implications and Future Research

Our results provide empirical support for retaining the

model we proposed to explain intention to use and to

continue to use warning systems. Drawing on PMT and

research on emergency systems, we conceptualized both

use intention and continued use intention as manifestations

of protective behavior motivation. We explained use

intention and continued use intention incorporating deter-

minants proposed by PMT, a theory originally developed to

explain protective behavior in health and social psychology

and subsequently applied successfully to explain the use of

protective information systems (e.g., anti-malware soft-

ware). Moreover, we added to PMT determinants from the

emergency warning context which explain intention to

carry out behaviors that are intrinsically protective, such as

compliance with authorities’ recommendations. Overall,

the analysis shows that integrating PMT with the deter-

minants of protective behavior from research in emergency

warning systems (i.e., trust and social influence) explains

intention to use and continue to use more fully.

At the same time, our empirical analysis shows that our

model explains intention to use (R2 = 69%) better than it

explains continued use intention (R2 = 45%). In other

words, the model explains better why non-users’ intend to

begin using a warning system; it explains less well why

current users intend to continue using a system. That sug-

gests intention to continue using a system will be explained

– at least in part – by different drivers than non-users’

intention to begin using a system. Users’ intention to

continue to use the system entails more than motivation to

protect oneself. For example, prior research on continued

IS security use intention showed that users’ perceptions

change over time as they gain firsthand experience (Vedadi

and Warkentin 2020). In our research context, that would

suggest that warning app users become progressively more

aware of an app’s functions once they begin using it, and

might experience disappointment because of limited

functionalities; eventually, they may become less willing to

continue using the app. In addition, determinants related to

the degree to which warnings received via an app fit with

the expectations and current needs of the user could

influence continued use intention (Carter and Bélanger

2005). Such expectations could include how a user prefers

to receive warnings and how helpful a user finds the

warning messages to be, such as in terms of completeness

of the information (Fischer-Preßler et al. 2020). Future

research on warning apps, such as Covid-19 apps, could

focus on user perceptions on the helpfulness of warning
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messages on mobile-enabled warn systems to gain a more

complete picture of continued use intention in this context.

Other explanations about differences between non-users

and users pertain to the nature of the emergency context.

For instance, perceived vulnerability increases non-users’

intention to protect themselves, that is, to begin using the

warning system. This is in accord with prior findings in

campus emergency (Han et al. 2015) and with PMT pos-

tulations. However, vulnerability is irrelevant to motivate

users to continue to use a mobile warning system – which

is rather counterintuitive. In fact, we expected that non-

users and users alike would be motivated to protect

themselves using the warning app because they feel vul-

nerable. However, since vulnerability is only significant for

non-users, vulnerability may become an insignificant driver

for users as they begin to realize that warning messages are

mostly about minor emergencies that do not pose a severe

or acute threat to their personal safety. In Germany, our

research context, major crises are relatively rare and cause

few causalities, and major disasters such as floods, when

they do occur, are typically confined to specific regions.

That also means a PMT-based perspective may be better

suited for warning systems that communicate high-impact

(e.g., active shooters on U.S. campuses, hurricanes, wild-

fires) or more acute threats (e.g., Covid-19). This conclu-

sion is aligned with the insignificant effect of perceived

severity on both app use and continued use intention.

Future research could test how the experience of acute or

long-lasting emergencies such as epidemics influences use

of mobile-enabled warning technology. For instance, with

respect to Covid-19 tracing apps, how does having an

infected friend or family member affect app use?

The non-significance of perceived severity also contra-

dicts prior tests of PMT in IS security research to predict

use (Boss et al. 2015) and continued use intention (War-

kentin et al. 2016). However, unlike in our research con-

text, studies in IS security applied strong fear-appeal

manipulations to validate PMT. For instance, study par-

ticipants were primed with a risk communication message

about a would-be threat to their enterprise systems, such as

the possibility of data loss under a set of conditions aimed

at changing user behavior (Boss et al. 2015). In our survey,

we opted not to do that. Rather than presenting the par-

ticipants with a fictional experimental scenario, we con-

trolled for personal emergency experience that, in prior

research, was considered to influence the perception of a

threat (Bubeck et al. 2012; Crossler et al. 2013) and con-

stitutes an information source that can initiate protection

motivation (Milne et al. 2000). This is also in line with the

original theory’s scope of explaining long-term processes

rather than reflexive responses (Rogers 1983). However,

the control variable crisis experience did not have a posi-

tive effect on use and continued use intention, which could

mean that perceived threats from emergencies decay over

time and that PMT holds its explanatory power only in the

context of acute or disruptive threats. In fact, the effect on

continued use intention is negative, suggesting that expe-

rience with an emergency makes users less willing to

continue using the app. Users who had a poor experience

with an app during an emergency may consider that

warning app useless, and, therefore, discontinue its use.

In our model, information quality trust is a mediator, not

an exogenous variable as in Han et al. (2015). The theo-

retical reason for modeling information quality trust as

such is that when trust refers to actionability and the rel-

evance of the warning content, it has to be a function of

what the user expects the system to fulfill in the first place.

Thus, in our model, information quality trust is preceded by

response efficacy. Our results differ from Han et al. (2015),

who found that information quality trust has the strongest

effect on intention. However, had we not modeled trust as a

mediator, we would have underestimated the effect of

response efficacy. Future research could seek to corrobo-

rate our result and test whether the (mediated) effect of

response efficacy that showed significant in predicting

protection motivation holds significance when the outcome

variable is compliance intention.

The significant effect of response costs on users only

suggests that non-users may initially disregard response

costs, probably because to begin using the app does not

come at the ‘‘cost’’ of major effort beyond installation and

initial settings. However, when non-users become users,

they consider costs important in deciding whether to con-

tinue using the app. Hence, app users should not experience

using the app as time consuming or associate it with much

effort.

Finally, our result on self-efficacy is somewhat sur-

prising, as it seems to suggest that users who believe they

can use an app effectively are less prone to continue using

it. We refrain from this interpretation, however, since there

is no theoretical justification for a negative causal rela-

tionship. One way to rationalize the reversed sign of self-

efficacy is the effect of an omitted variable in our model.

For instance, in research on SMS-based e-government

services adoption, self-efficacy was found to have a posi-

tive effect on ease of use only indirectly through perceived

behavioral control (Susanto and Goodwin 2013). Another

possible explanation is that when a user’s level of self-

efficacy grows, her expectations regarding the features of

the app may increase as well. In other words, higher self-

efficacy fosters discontinued app use because users realize

they could protect themselves using the app and thus

develop expectations about new features that may support

counteraction even better – but have yet to be imple-

mented. However, if the app fails to implement expected

features, users realize that the app remains limited. When
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instead self-efficacy decreases, users are less interested in

advanced features, which paradoxically may lead to a sense

of satisfaction with the current version of the app and

therefore foster continued use intention.

7 Practical Implications

Our research model provides public officials with a

framework for developing strategies to increase the adop-

tion of warning apps. The positive impact of social influ-

ence calls for campaigns that promote using warning apps

as an act of social responsibility. Another option is to

integrate features such as ‘‘recommend this app to a friend’’

to leverage peer pressure. The positive effect of response

efficacy, mediated by trust, suggests that it is critical that

authorities build trust around them, which in turn increases

people’s willingness to use warning apps. Conversely,

public exposure of warning apps’ failures can decrease

trust, such as the failure of a German warning app during a

test in September 2020 (Zeit online 2020). These failures

negatively influence perceived response efficacy, which is

a major driver authorities can leverage to convince non-

users to install an app. Furthermore, maladaptive rewards

were significant for both user groups, which suggests that

warning apps should be lean and use little memory and

battery power. To promote a warning app, officials should

emphasize the modest amount of system resources required

to run the app.

For non-users, perceived response efficacy has a higher

positive effect on intention to use than any of the dimen-

sions of threat appraisal (perceived severity, vulnerability).

That means it is imperative to maintain nationwide stan-

dards for public warning via an app, that is, warnings must

be trustworthy and timely so as not to jeopardize the

credibility of the app and confidence in its efficacy. In

contrast, the more people know about governments’ efforts

to provide accurate information, the more they trust them

as a source. Another way to foster warning app use among

non-users is to leverage perceived vulnerability, such as by

illustrating how emergencies can affect people personally.

When people perceive that they live in safe areas, warning

systems look unnecessary. Thus, authorities should be

specific in identifying plausible emergency events and

explaining how an app helps protect against them. Finally,

the reversed effect of self-efficacy in the users’ group

suggests that once people start using the app, they begin

judging its functionalities. As they become familiar with

the app, issues surface and they demand new features. Just

as with other apps, warning apps require continuous

investments of resources, and authorities must make evi-

dent to users that an app is undergoing continual

improvement.

8 Conclusion

Our research develops and validates a model to explain

what motivates use of mobile-enabled warning systems.

We do so by integrating in our model the drivers identified

by PMT scholarship as well as by IS research in emergency

management. We compared the drivers to two groups, non-

users and users. Analyzing group differences enables

understanding whether drivers could change once individ-

uals begin using the app. Users consider response cost, self-

efficacy, and crisis experiences as relevant, while non-users

do not. In contrast, non-users consider perceived vulnera-

bility, which users overlook. For both, non-users and users,

the model shows that trust, social influence, and response

efficacy positively and maladaptive rewards negatively

affect the intention to use and intention to continue use

warning apps. We deem these findings particularly relevant

to orient strategies that promote the use of warning apps.

The increasing number of human-made and natural disas-

ters worldwide has made mobile-enabled emergency

communication a crucial asset for alerting the population.

The intent of this research is also to provide practitioners

with a theoretical understanding that will help them pro-

moting emergency systems use and thus increase resilience

of the population.
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Belanche D, Casaló LV, Flavián C, Schepers J (2014) Trust transfer

in the continued usage of public e-services. Inf Manag

51:627–640. https://doi.org/10.1016/j.im.2014.05.016

Bhattacherjee A (2001) Understanding information systems contin-

uance: an expectation-confirmation model. MIS Q 25:351.

https://doi.org/10.2307/3250921

Bhattacherjee A, Lin C-P (2015) A unified model of IT continuance:

three complementary perspectives and crossover effects. Eur J

Inf Syst 24:364–373. https://doi.org/10.1057/ejis.2013.36

Bhattacherjee A, Premkumar G (2004) Understanding changes in

belief and attitude toward information technology usage: a

theoretical model and longitudinal test. MIS Q 28:229–254

Bockarjova M, Steg L (2014) Can protection motivation theory

predict pro-environmental behavior? Explaining the adoption of

electric vehicles in the Netherlands. Global Environ Change

28:276–288

Bonaretti D, Fischer-Preßler D (2021) The problem with SMS campus

warning systems: an evaluation based on recipients’ spatial

awareness. Int J Disaster Risk Reduct 54:102031. https://doi.org/

10.1016/j.ijdrr.2020.102031

Boss SR, Galletta DF, Lowry PB, Moody GD, Polak P (2015) What

do systems users have to fear? Using fear appeals to engender

threats and fear that motivate protective security behaviors. MIS

Q 39:837–864

Botterell A, Addams-Moring R (2007) Public warning in the

networked age: open standards to the rescue? Commun ACM

50:59–60

Bubeck P, Botzen WJW, Aerts JCJH (2012) A review of risk

perceptions and other factors that influence flood mitigation

behavior. Risk ANAL 32:1481–1495

Bygstad B (2017) Generative innovation: a comparison of lightweight

and heavyweight IT. J Inf Technol 32:180–193. https://doi.org/

10.1057/jit.2016.15

Byrne BM (2004) Testing for multigroup invariance using AMOS

graphics: a road less traveled. Struct Eqn Model Multi J

11(2):S.272–300: https://doi.org/10.1207/s15328007sem1102_8

Carter L, Bélanger F (2005) The utilization of e-government services:

citizen trust, innovation and acceptance factors. Inf Syst J

15:5–25. https://doi.org/10.1111/j.1365-2575.2005.00183.x

Chakraborty R, Agrawal M, Rao HR (2014) Information processing

under stress: a study of Mumbai police first responders. IIMB

Manag Rev 26:91–104

Chang YP, Zhu DH (2012) The role of perceived social capital and

flow experience in building users’ continuance intention to social

networking sites in China. Comput Human Behav 28:995–1001.

https://doi.org/10.1016/j.chb.2012.01.001

Chen FF (2007) Sensitivity of goodness of fit indexes to lack of

measurement invariance. Struct Equ Model Multidiscip J

14:464–504. https://doi.org/10.1080/10705510701301834

Chen S-C, Yen DC, Hwang MI (2012) Factors influencing the

continuance intention to the usage of Web 2.0: an empirical

study. Comput Human Behav 28:933–941. https://doi.org/10.

1016/j.chb.2011.12.014

Crossler RE, Johnston AC, Lowry PB, Hu Q, Warkentin M,

Baskerville R (2013) Future directions for behavioral informa-

tion security research. Comput Secur 32:90–101

Fischer-Preßler D, Bonaretti D, Fischbach K (2020) Effective use of

mobile-enabled emergency warning systems. In: European

conference on information systems

Floyd DL, Prentice-Dunn S, Rogers RW (2000) A meta-analysis of

research on protection motivation theory. J Appl Soc Psychol

30:407–429

Fornell C, Larcker DF (1987) Evaluating structural equation models

with unobservable and measurement error. J Mark Res 18:39–50

Franque FB, Oliveira T, Tam C, Santini FdO (2020) A meta-analysis

of the quantitative studies in continuance intention to use an

information system. Internet Res. https://doi.org/10.1108/INTR-

03-2019-0103

Frees B, Koch W (2018) ARD/ZDF-Onlinestudie: Zuwachs bei

medialer Internetnutzung und Kommunikation. ARD/ZDF-On-

linestudie 2018. http://www.ard-zdf-onlinestudie.de/files/2018/

0918_Frees_Koch.pdf. Accessed 1 Aug 2019

Gefen D, Rigdon EE, Straub DW (2011) Editor’s comments: an

update and extension to SEM guidelines for administrative and

social science review. MIS Q 35:iii–xiv

Glendon AI, Walker BL (2013) Can anti-speeding messages based on

protection motivation theory influence reported speeding inten-

tions? Accid Anal Prev 57:67–79

Glik DC (2007) Risk communication for public health emergencies.

Annu Rev Publ Health 28:33–54

Grothmann T, Reusswig F (2006) People at risk of flooding: why

some residents take precautionary action while others do not. Nat

Hazards 38:101–120

Han W, Ada S, Sharman R, Rao HR (2015) Campus emergency

notification systems: an examination of factors affecting com-

pliance with alerts. MIS Q 39:909–929

Hayes AF (2009) Beyond Baron and Kenny: statistical mediation

analysis in the new millennium. Commun Monogr 76:408–420.

https://doi.org/10.1080/03637750903310360

Herath T, Chen R, Wang J, Banjara K, Wilbur J, Rao HR (2014)

Security services as coping mechanisms: an investigation into

user intention to adopt an email authentication service. Inf Syst J

24:61–84

Hoehle H, Venkatesh V (2015) Mobile application usability:

conceptualization and instrument development. MIS Q

39:435–472

Hu L-t, Bentler PM (1999) Cutoff criteria for fit indexes in covariance

structure analysis: conventional criteria versus new alternatives.

Struct Equ Model Multidiscip J 6:1–55

Kosinski M, Matz SC, Gosling SD, Stillwell D (2015) Facebook as a

research tool for the social science. Am Psychol

70(6):S.543–556

Kreuter F, Presser S, Tourangeau R (2009) Social desirability bias in

CATI, IVR, and web surveys: the effects of mode and question

sensitivity. Public Opin Q 72(5):S.847–865

Lee Y, Larsen KR (2009) Threat or coping appraisal: determinants of

SMB executives’ decision to adopt anti-malware software. Eur J

Inf Syst 18:177–187

Lee D, Larose R, Rifon N (2008) Keeping our network safe: a model

of online protection behaviour. Behav Inf Technol 27:445–454

Lee D, Chung JY, Kim H (2013) Text me when it becomes

dangerous: exploring the determinants of college students’

adoption of mobile-based text alerts short message service.

Comput Human Behav 29:563–569

Leelawat N, Pee LG, Iijima J (2013) Mobile apps in flood disasters:

what information do users prefer? In: International conference

on mobile business

123

Diana Fischer-Preßler et al.: A Protection-Motivation Perspective to Explain Intention to Use..., Bus Inf Syst Eng 64(2):167–182 (2022) 181

https://doi.org/10.1111/1468-5973.12282
https://doi.org/10.1016/j.chb.2015.04.024
https://doi.org/10.1016/j.im.2014.05.016
https://doi.org/10.2307/3250921
https://doi.org/10.1057/ejis.2013.36
https://doi.org/10.1016/j.ijdrr.2020.102031
https://doi.org/10.1016/j.ijdrr.2020.102031
https://doi.org/10.1057/jit.2016.15
https://doi.org/10.1057/jit.2016.15
https://doi.org/10.1207/s15328007sem1102_8
https://doi.org/10.1111/j.1365-2575.2005.00183.x
https://doi.org/10.1016/j.chb.2012.01.001
https://doi.org/10.1080/10705510701301834
https://doi.org/10.1016/j.chb.2011.12.014
https://doi.org/10.1016/j.chb.2011.12.014
https://doi.org/10.1108/INTR-03-2019-0103
https://doi.org/10.1108/INTR-03-2019-0103
http://www.ard-zdf-onlinestudie.de/files/2018/0918_Frees_Koch.pdf
http://www.ard-zdf-onlinestudie.de/files/2018/0918_Frees_Koch.pdf
https://doi.org/10.1080/03637750903310360


Lindell MK (2013) Emergency management. In: Bobrowsky PT (ed)

Encyclopedia of Natural Hazards. Springer, Dotrecht,

pp 263–271

Lindell MK, Perry RW (2012) The protective action decision model:

theoretical modifications and additional evidence. Risk Anal

32:616–632. https://doi.org/10.1111/j.1539-6924.2011.01647.x

Maddux JE, Rogers RW (1983) Protection motivation and self-

efficacy: a revised theory of appeals and attitude change. J Exp

Soc Psychol 19:469–479

Martin IM, Bender H, Raish C (2007) What motivates individuals to

protect themselves from risks: the case of wildland fires. Risk

Anal 27:887–900

Mayhorn CB, Yim M, Orrock JA (2006) Warnings and hazard

communication for natural and technological disasters. In:

Wogalter MS (ed) Handbook of warnings. Lawrence Erlbaum

Associates, Mahwah, pp 763–769

McCaughey JW, Mundir I, Daly P, Mahdi S, Patt A (2017) Trust and

distrust of tsunami vertical evacuation buildings: extending

protection motivation theory to examine choices under social

influence. Int J Disaster Risk Reduct 24:462–473. https://doi.org/

10.1016/j.ijdrr.2017.06.016

Meissen U, Hardt M, Voisard A (2014) Towards a general system

design for community-centered crisis and emergency warning

systems. In: Proceedings of the 11th international conference on

information systems for crisis response, pp 155–159

Menard P, Bott GJ, Crossler RE (2017) User motivations in protecting

information security: protection motivation theory versus self-

determination theory. J Manag Inf Syst 34:1203–1230. https://

doi.org/10.1080/07421222.2017.1394083

Milne S, Sheeran P, Orbell S (2000) Prediction and intervention in

health-related behavior: a meta-analytic review of protection

motivation theory. J Appl Soc Psychol 30:106–143

Ortiz de Guina A, Markus ML (2009) Why break the habit of a

lifetime? Rethinking the roles intention, habit, and emotion in

continuing information technology use. MIS Q 33:433–444

Podsakoff PM, MacKenzie SB, Lee J-Y, Podsakoff NP (2003)

Common method biases in behavioral research: a critical review

of the literature and recommended remedies. J Appl Psychol

88(5):S.879–903. https://doi.org/10.1037/0021-9010.88.5.879

Posey C, Roberts TL, Lowry PB (2016) The impact of organizational

commitment on insiders’ motivation to protect organizational

information assets. J Manag Inf Syst 32:179–214

Pura M (2005) Linking perceived value and loyalty in location-based

mobile services. Managing Serv Qual Int J 15(6):509–538

Reinartz W, Haenlein M, Henseler J (2009) An empirical comparison

of the efficacy of covariance-based and variance-based SEM. Int

J Res Market 26:332–344

Reuter C, Kaufhold M, Leopold I, Knipp H (2017) KATWARN,

NINA, or FEMA? Multi-method study on distribution, use, and

public views on crisis apps. In: Proceedings of the 25th European

conference on information systems

Rogers RW (1975) A protection motivation theory of fear appeals and

attitude change. J Psychol 91:93–114

Rogers RW (1983) Cognitive and physiological processes in fear

appeals and attitude change: a revised theory of protection

motivation. In: Cacioppo JT (ed) Social psychophysiology—a

sourcebook. Guilford, New York, pp 153–176

Shaikh AA, Karjaluoto H (2015) Making the most of information

technology & systems usage: a literature review, framework and

future research agenda. Comput Human Behav 49:541–566.

https://doi.org/10.1016/j.chb.2015.03.059

Susanto TD, Goodwin R (2013) User acceptance of SMS-based

e-government services: differences between adopters and non-

adopters. Gov Inf Q 30:486–497. https://doi.org/10.1016/j.giq.

2013.05.010

Tan ML, Prasanna R, Stock K, Hudson-Doyle E, Leonard G, Johnston

D (2017) Mobile applications in crisis informatics literature: a

systematic review. Int J Disaster Risk Reduct 24:297–311.

https://doi.org/10.1016/j.ijdrr.2017.06.009

Thieken AH, Kreibich H, Müller M, Merz B (2007) Coping with

floods: preparedness, response and recovery of flood-affected

residents in Germany in 2002. Hydrol Sci J 52:1016–1037

Trang S, Trenz M, Weiger WH, Tarafdar M, Cheung CMK (2020)

One app to trace them all? Examining app specifications for

mass acceptance of contact-tracing apps. Eur J Inf Syst

29:415–428. https://doi.org/10.1080/0960085X.2020.1784046

Valtonen E, Addams-Moring R, Virtanen T, Järvinen A, Moring M

(2004) Emergency announcements to mobile user devices in

geographically defined areas. In: Proceedings of the 1st inter-

national conference on information systems for crisis response

and manag, pp 151–156

van der Heijden H (2004) User acceptance of hedonic information

systems. MIS Q 28:695. https://doi.org/10.2307/25148660

Vedadi A, Warkentin M (2020) Can secure behaviors be contagious?

A two-stage investigation of the influence of herd behavior on

security decisions. JAIS. https://doi.org/10.17705/1jais.00607

Venkatesh V, Davis FD (2000) A theoretical extension of the

technology acceptance model: four longitudinal field studies.

Manag Sci 46:186–204

Venkatesh V, Morris MG, Davis GB, Davis FD (2003) User

acceptance of information technology: toward a unified view.

MIS Q 27:425–478

Venkatesh V, Thong JYL, Xu X (2016) Unified theory of acceptance

and use of technology: a synthesis and the road ahead. J Assocr

Inf Syst 17:328–376

Warkentin M, Johnston AC, Shropshire J, Barnett WD (2016)

Continuance of protective security behavior: a longitudinal

study. Decis Support Syst 92:25–35. https://doi.org/10.1016/j.

dss.2016.09.013

Weinstein ND (1989) Effects of personal experience on self-

protective behavior. Psychol Bull 105:31–50

Zeit online (2020) Warntag: Katastrophenschutz-Präsident offenbar

vor Ablösung. https://www.zeit.de/gesellschaft/zeitgeschehen/

2020-09/warntag-fehlschlag-horst-seehofer-katastrophenschut

zamt-praesident-entlassung. Accessed 26 Oct 2020

Zhang L, McDowell WC (2009) Am I really at risk? Determinants of

online users’ intentions to use strong passwords. J Internet

Commer 8:180–197

123

182 Diana Fischer-Preßler et al.: A Protection-Motivation Perspective to Explain Intention to Use..., Bus Inf Syst Eng 64(2):167–182 (2022)

https://doi.org/10.1111/j.1539-6924.2011.01647.x
https://doi.org/10.1016/j.ijdrr.2017.06.016
https://doi.org/10.1016/j.ijdrr.2017.06.016
https://doi.org/10.1080/07421222.2017.1394083
https://doi.org/10.1080/07421222.2017.1394083
https://doi.org/10.1037/0021-9010.88.5.879
https://doi.org/10.1016/j.chb.2015.03.059
https://doi.org/10.1016/j.giq.2013.05.010
https://doi.org/10.1016/j.giq.2013.05.010
https://doi.org/10.1016/j.ijdrr.2017.06.009
https://doi.org/10.1080/0960085X.2020.1784046
https://doi.org/10.2307/25148660
https://doi.org/10.17705/1jais.00607
https://doi.org/10.1016/j.dss.2016.09.013
https://doi.org/10.1016/j.dss.2016.09.013
https://www.zeit.de/gesellschaft/zeitgeschehen/2020-09/warntag-fehlschlag-horst-seehofer-katastrophenschutzamt-praesident-entlassung
https://www.zeit.de/gesellschaft/zeitgeschehen/2020-09/warntag-fehlschlag-horst-seehofer-katastrophenschutzamt-praesident-entlassung
https://www.zeit.de/gesellschaft/zeitgeschehen/2020-09/warntag-fehlschlag-horst-seehofer-katastrophenschutzamt-praesident-entlassung

	A Protection-Motivation Perspective to Explain Intention to Use and Continue to Use Mobile Warning Systems
	Abstract
	Introduction
	Literature Review
	Emergency Warning and Warning Apps
	Warning App Use Intention and Continued Use Intention
	Protection Motivation Theory
	Differences Between Non-Users’ and Users’ Protection Motivation

	Model and Hypotheses Development
	Methodology
	Data Collection and Sample Description
	Measurement Model
	Operationalization and Development of the Measurement Scales
	Data Preparation
	Analysis Approach
	Measurement Model Analysis

	Structural Model
	Structural Model Results
	Multi-group Analysis
	Mediation Analysis


	Results
	Theoretical Implications and Future Research
	Practical Implications
	Conclusion
	Open Access
	References




