Resilient and Scalable Forwarding for
Software-Defined Networks with
P4-Programmable Switches

Dissertation
der Mathematisch-Naturwissenschaftlichen Fakultit
der Eberhard Karls Universitét Tiibingen
zur Erlangung des Grades eines
Doktors der Naturwissenschaften
(Dr. rer. nat.)

vorgelegt von
Daniel Alexander Merling
aus Niirtingen

Tiibingen
2022



Gedruckt mit Genehmigung der Mathematisch-Naturwissenschaftlichen Fakultét der
Eberhard Karls Universitit Tiibingen.

Tag der miindlichen Qualifikation:  19.04.2023

Dekan: Prof. Dr. Thilo Stehle

1. Berichterstatter: Prof. Dr. Michael Menth

2. Berichterstatter: Prof. Dr. Wolfgang Kiichlin



Contents

List of Abbreviations iii

Summary vii
List of Publications Xi
1 Introduction & Overview 1
1.1  Software-Defined Networking and Data Plane Programming . . . . . . 1

1.2 Programmable Protocol-Independent Packet Processor (P4) . . . . . . . 3

1.3 Bit Index Explicit Replication (BIER) . . . . ... ... ... ..... 4

1.4 ResearchObjectives . . . . . . . . . . . . . . . i 5

1.5 ResearchContext . . . . . . . . . . . .. .. 6

1.6 ResearchResults . . ... ... .... ... .. .. .......... 6

2 Results & Discussion 9
2.1 Protection of Data Plane Trafficin SDN withP4 . . . . . . .. ... .. 9
2.1.1 Robust LFA Protection for Software-Defined Networks (RoLPS) 10

212 P4Protect . . . . . .. e 21

2.2 BIER-Based MulticastinP4 . . . . ... ... .. ... ........ 23
22.1 BIEROverview . . . . . . . .. .. .. ... ... 24

2.2.2 BIER Fast Reroute (BIER-FRR) . . . . . .. ... ... .... 25

223 BIER Scalability . . ... ... ... ... ........... 25

2.2.4 BIER ImplementationinP4 . . . ... ... ... ....... 30

2.2.5 Discussionand Outlook . . . . ... ... ... ........ 33

2.3 Additional Content . . . . . . . . . . ... 35
23.1 P4ABC . .. .. . e 35

2.3.2 Load Profile Negotiation . . . . . .. ... ... ........ 35
Personal Contribution 43
Publications 51
| Accepted Manuscripts (Core Content) . . . . . .. ... ... ..... 51

1.1 Robust LFA Protection for Software-Defined Networks (RoLPS) 51

1.2 P4-Protect: 1+1 Path ProtectionforP4 . . . . . ... ... ... 70

1.3 An Overview of Bit Index Explicit Replication (BIER) . . . . . 77

1.4 Comparison of Fast-Reroute Mechanisms for BIER-Based 1P
Multicast . . . . . . . ... 92



Contents

i

1.5

1.6

1.7
1.8

1.9

P4-Based Implementation of BIER and BIER-FRR for Scal-
able and Resilient Multicast . . . . . . ... ... ... ....
Hardware-Based Evaluation of Scalable and Resilient Multi-
cast With BIERinP4 . . . . .. ... ... .. ... ...
Efficiency of BIER Multicast in Large Networks . . . . . . ..
Learning Multicast Patterns for Efficient BIER Forwarding with
P4
A Survey on Data Plane Programming with P4: Fundamentals,
Advances, and Applied Research . . . . . ... ... ... ...

Accepted Manuscripts (Additional Content) . . . . . . ... ... ...

2.1

2.2

Implementation and Evaluation of Activity-Based Congestion
Management Using P4 (P4-ABC) . . . . ... ... ... ...
Load Profile Negotiation in Day-Ahead Planning for Compli-
ance with Power Limits . . . . . . ... ... ... ......



List of Abbreviations

ALD advanced loop detection

API application programming interface
BIER Bit Index Explicit Replication
BIER-FRR BIER fast reroute

BFD bidirectional forwarding detection
BFIR bit forwarding ingress router

BFR bit forwarding router

BFER bit forwarding egress router

CLI command line interface

DLF double link failure

eLFA explicit LFA

FRR fast reroute

IETF Internet Engineering Task Force
IGP Interior Gateway Protocol

IPMC IP multicast

LP link protection

LFA Loop-Free Alternate

MAT match-action-table

MPLS Multiprotocol Label Switching

NH next-hop

NP node protection

OF OpenFlow

PLR point of local repair

rLFA remote LFA

RoLPS Robust LFA Protection for Software-De ned Networks
SDN software-de ned networking

SLF single link failure

SLF+SNF single link failures plus single node failures
SNF single node failure

TI-LFA topology-independent LFA






Danksagung

Ganz besonderer Dank gilt meinem Doktorvater Prof. Dr. Michael Menth. IThm habe
ich die vielen Momente des Kopfzerbrechens, arbeitsreiche Wochenenden und meine
Obsessioniir englische Kommaregeln zu verdanken. Aber noch viel wichtiger: Er gab
mir die Moglichkeit mich selbst weiterzuentwickeln und an ahlzgen Herausforde-
rungen zu wachsen. Auch wenn seine hervorragende fachliche und wissenschatftliche
Betreuung vermutlich den gR3ten Ein uss auf meine Dissertation hatte, so&eh ich

ihn doch vor allemiiir seine Pei@nlichkeit. Seine Art als Mensch und wie er den Lehr-
stuhl leitet haben dazu géirt, dass mir trotz aller Forschung, Diskussionen, gy,
Papern und Betreuung von Abschlussarbeiten immer genugiiZeitdine Familie und

mich blieb. Deshalb nochmal direkt an Sie, Herr Menth: Vielen Dank!

Weiterhin nochte ich mich ausdicklich bei meinem zweiten Gutachter Prof. Dr. Wolf-
gang Kichlin bedanken. Prof. Dr. Andreas Zell und Jun. Prof. Dr. Setareh Maghsudi
danke ich @ir ihre Bereitschaft, als Bfer an meiner Disputation teilzunehmen.

Alle Paper dieser Dissertation entstanden durch intensive Zusammenarbeit mit Kol-
leg:innen und Student:innen. Namentlichchte ich mich bei Steffen Lindner, Marco
Haberle, Frederik Hauser, Thomagisr, Erfan Mozaffariahrar, Lukas Osswald, Ben-
jamin Steinert, Jonas Primbs, Manuel Eppler und Gabriel Paradzik bedanken. Ganz
besonders fichte ich Gilsen Ergin-Karagkiozidou er@hnen und mich bei ihr bedan-
ken. Sie ist @ir mich viel mehr eine manchmal grof3e und manchmal kleine Schwester
als nur eine Kollegin. Vielen Dankif dich als Mensch und deine Art! Ihr alle macht
den Lehrstuhl zu dem was er ist. Ich hatte immer dadi@ahehr mit Freunden zu
arbeiten als mit Kollegen. Dasanhste BIER [WRD 17] geht auf mich.

Zum Schluss aber nicht weniger wichtigdohte ich mich bei meiner Familie, mei-

nen Freunden, Bekannten, Fast-Food Lieferanten, Zweckgemeinschaften und Spotify
bedanken. Bei meinen Eltern, Eva und Herbert, die mit fast nichts nach Deutschland
kamen und so viel gegeben haben, um mir so viel zwegtithen, die immeriir mich

da sind und meine Eigenheiten aushalten. Bei meinem kleinen Bruder Dominik, der



List of Abbreviations

nie zu nude ist mich zu triezen. Bei meinen besten Freunden, Maxi, Max und Alex oh-
ne deren unerirdliche Ablenkung mit Bddsinn meine Dissertation schon lange fertig
gewesen @re. Und bei meiner Freundin Lelly, die so viel melar mich getan hat, als

sie ahnt. Aul3erdem bei Nathalie, Tone, Clara, Michi, Rachel, Jasmin, Sven, Alev und
alle anderen, die mir in den letzteirff Jahren zur Seite standen.

Danke!

Vi



Summary

Abstract

Traditional networking devices support only xed features and limited con gurability.
Network softwarization leverages programmable software and hardware platforms to
remove those limitations. In this context the concept of programmable data planes
allows directly to program the packet processing pipeline of networking devices and
create custom control plane algorithms. This exibility enables the design of novel
networking mechanisms where the status quo struggles to meet high demands of next-
generation networks like 5G, Internet of Things, cloud computing, and industry 4.0. P4
is the most popular technology to implement programmable data planes.

However, programmable data planes, and in particular, the P4 technology, emerged
only recently. Thus, P4 support for some well-established networking concepts is still
lacking and several issues remain unsolved due to the different characteristics of pro-
grammable data planes in comparison to traditional networking. The research of this
thesis focuses on two open issues of programmable data planes. First, it develops re-
silient and ef cient forwarding mechanisms for the P4 data plane as there are no satis-
fying state of the art best practices yet. Second, it enables Bit Index Explicit Replica-
tion (BIER) in high-performance P4 data planes. BIER is a novel, scalable, and ef -
cient transport mechanism for IP multicast traf ¢ which has only very limited support

of high-performance forwarding platforms yet.

The main results of this thesis are published as 8 peer-reviewed and one post-publication
peer-reviewed publication. The results cover the development of suitable resilience
mechanisms for P4 data planes, the development and implementation of resilient BIER
forwarding in P4, and the extensive evaluations of all developed and implemented
mechanisms. Furthermore, the results contain a comprehensive P4 literature study.
Two more peer-reviewed papers contain additional content that is not directly related

vii
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to the main results. They implement congestion avoidance mechanisms in P4 and de-
velop a scheduling concept to nd cost-optimized load schedules based on day-ahead
forecasts.

The majority of the research related to the main results have been funded by the Deutsche
Forschungsgemeinschaft (DFG) in the context of the research py&jeitire Internet
Routing (FIR)* under grand ME2727/1-2.

Kurzfassung

Herkdommliche Netzwerkgéite untersitzen nur einen festen Funktionsumfang und ha-
ben begrenzte Kon gurierbarkeit. Network softwarization nutzt programmierbare Soft
ware- und Hardware-Plattformen, um diese Einaokungen aufzuheben. In diesem
Kontext erlaubt das Konzept der programmable data planes die direkte Programmie-
rung der Paketverarbeitungspipeline von Netzweratger und die Verwendung benut-
zerde nierter Algorithmenir die control plane. Diese Flexibiit ernoglicht die Ent-
wicklung neuartiger Netzwerkmechanismen, wo der Status quo Schwierigkeiten hat,
die hohen Anforderungen von Netzwerken décimsten Generation wie 5G, Internet

of Things, Cloud Computing und Industrie 4.0 zuidién. P4 ist die am Weitesten
verbreitete Technologie zur Implementierung von programmable data planes.

Programmable data planes und insbesondere die P4-Technologie wurden jedoch erst
vor kurzem entwickelt. Daher fehlt es noch an P4-Unigrsing fir einige etablierte
Netzwerkkonzepte, und mehrere Probleme blieben bisher aufgrund der unterschied-
lichen Eigenschaften von programmable data planes im Vergleich zu traditionellen
Netzwerken ungéist. Die Forschung in dieser Arbeit konzentriert sich auf zwei of-
fene Fragen zu programmable data planes. Erstens werden wideratagelsfnd ef-
ziente Weiterleitungsmechanismeiirf die P4 data plane entworfen und implemen-
tiert, da es bisher noch keine zufriedenstellenden Best Practices gibt. Zweitens wird
BIER fur hochleistungsthigen P4 data planes entwickelt. Bit Index Explicit Replica-
tion (BIER) ist ein neuartiger, skalierbarer und ef zienter Transportmechanisiinus f
IP-Multicast-Verkehr, der bisher nur in sehr begrenztem Umfang von Hochleistungs-
gefaten untersttzt wird.

Die Hauptergebnisse dieser Arbeit wurden in 8 peer-review und einer post-publication-
peer-review Publikation véffentlicht. Die Ergebnisse umfassen die Entwicklung ge-
eigneter Resilienz-Mechanismeiir fdie P4 data planes, die Entwicklung und Imple-

viii



mentierung von widerstandsdiiger BIER-Weiterleitung in P4 und die umfangreichen
Evaluierungen aller entwickelten und implementierten Mechanismerikeahinaus
enthalt die Forschungsarbeit eine umfassende P4-Literaturstudie. Zwei weitere peer-
review Arbeiten enthalten zagliche Inhalte, die nicht direkt mit den Hauptergebnis-
sen dieser Arbeit zusammeinigen. Sie implementieren Mechanismen zur Vermei-
dung von congestion in der data plane in P4 und entwickeln ein Planungskonzept, um
kostenoptimierte Lastphe auf Basis von Day-Ahead-Prognosen zu erstellen.

Der Groliteil der Forschungsarbeiten zu den Hauptergebnissen wurde von der Deut-
schen Forschungsgemeinschaft (DFG) im Rahmen des Forschungspybjekie In-
ternet Routing (FIR)* unter demdfderkennzeichen ME2727/1-2 gedlert.
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1 Introduction & Overview

In the past years, network softwarization became an important research eld in the area
of communication networks. It offers solutions where the status quo struggles to meet
latency, bandwidth, exibility, and availability demands of next-generation communi-
cation networks like 5G, Internet of things, cloud computing, and industry 4.0.

Traditional networks consist of devices, e.g., routers, switches, or rewalls, with sup-
port for only very speci ¢ protocols, and mechanisms. Other functionalities that may
be desired by network operators are not supported and manufacturers allow only very
limited con gurability of the devices.

Network softwarization is a novel networking paradigm that reduces the dependence
on the manufacturers. It enables new exibility for network operators to design and
implement networking services, protocols, and functions. The core idea is that network
devices become programmable. That is, their functionality can be adapted by network
operators without the need to change the underlying platform or buy other devices when
demands change.

In the following, | will further specify the context of my thesis and describe its ob-
jectives. That is, | will introduce three highly-relevant concepts and technologies, i.e.,
software-de ned networking (SDN), data plane programming with P4, and BIER. Af-
terwards, | describe the objectives of this thesis and brie y summarize its results.

1.1 Software-De ned Networking and Data Plane
Programming

Software-de ned networking (SDN) is a well-known and important concept in the con-
text of network softwarization. Figure 1.1 compares SDN and traditional networking.

Networking devices consists of a packet processor, i.e., the data plane, which is steered
by the control plane. In traditional networking devices data plane and control plane
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Figure 1.1: Comparison of traditional networking, SDN with xed-function data
planes, and SDN with programmable data planes ( gure from Hauser et
al. [HHM™ 23]).

are tightly coupled and often located on the same device. The control plane offers user
interfaces like web interfaces, command line interfaces (CLIS), or application program-
ming interfaces (APIs) through which network operators con gure the device. How-
ever, con guration is limited to speci ¢ actions through prede ned interfaces by the
manufacturer and there is no direct access to either control plane or data plane.

SDN decouples data plane and control plane. That is, the data plane is extended by an
API that allows network operators to directly con gure it with custom software-based
control plane algorithms. This signi cantly increases exibility because the complex
distributed control plane of traditional networking devices can be replaced by a central-
ized control plane with a comprehensive view of the network and custom functionali-
ties. Network operators program the control plane so that it con gures the data plane by
calling prede ned actions through the data plane API. This is called SDN with a xed
function data plane. OpenFlow (OF) [MABS] is the most popular SDN technology

with xed function data planes.

However, exibility is still limited since APl and actions are prede ned and there is still

no direct access to the data plane. The next step in introducing more exibility is data
plane programming, i.e., SDN with a programmable data plane. There, the data plane is
described by software, e.g., a program, and custom APIs allow its con guration during
network runtime by a custom control plane. P4 (Programming Protocol-Independent
Packet Processors) [BDG4] is the most widespread data plane programming tech-
nology.

P4 and data plane programming in general, have a disrupting impact on building and
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operating communication networks. It enables full exibility, i.e., data plane, control
plane, and APIs are de ned by the network operators. Programmable, high-performance
hardware gives users the opportunity to create custom packet processing algorithms and
control mechanisms without manufacturer-dependence. This enables many opportuni-
ties for innovation in industry and academia.

1.2 Programmable Protocol-Independent Packet Processor
(P4)

P4 [BDG" 14] is both an architecture and programming language to describe data
planes. We published a comprehensive literature study on P4 [HHM21] with 519 ref-
erences which is also part of this thesis. It includes thorough descriptions of the P4
ecosystem, tutorials, examples, and comparisons to other technologies so that readers
can easily place P4 in the wider context of SDN. Furthermore, we reviewed hundreds
of research papers with and on P4 and summarize their contents. The following part
brie y summarizes the paper and gives an introduction to P4.

P4 is a high-level programming language to describe data planes. Target-speci ¢ com-
pilers translate the P4 programs into binaries for the particular P4-programmable de-
vice, i.e., P4 target. To that end, P4 leverages an abstract model for the packet process-
ing pipeline, which is shown in Figure 1.2.

Figure 1.2: Simpli ed P4 processing pipeline (adjusted from Figure 5 from Hauser et
al. [HHSM20]).

The P4 processing pipeline consists of a programmable parser, a match-action pipeline,
and a programmable deparser. The parser is based on a programmable nite-state ma-
chine. Users can de ne custom headers and parsing schemes, e.g., for different header
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structures. The parser deseralizes the packet and extracts header information, custom
metadata, e.g., intermediate calculations, and intrinsic metadata, e.g., timestamps and
ingress port number, into variable-like elds for later processing.

The match-action pipeline consists of programmable match-action-tables (MATS). They
decide which actions are applied to a packet. Thatis, header or metadata elds are com-
pared with entries of a table and upon a match a prede ned action is executed. Users
can de ne custom actions, e.g., dropping a packet or changing header elds, match
elds, e.g., the destination IP address in the packet header, and parameters. The P4
program describes the structure of the MAT, i.e., the match elds and actions. The
MAT is then lled with entries by the control plane. This gives the users full control
over the behavior of the packet processing pipeline and even complex, novel packet for-
warding and protocols can be implemented. P4 targets may introduce platform-speci c
actions and functionalities, e.g., registers, cryptographic functions, or port monitoring.
Finally, the deparser serializes the packet according to the processing in the match-
action pipeline.

1.3 Bit Index Explicit Replication (BIER)

IP multicast (IPMC) delivers one-to-many traf c like live-streaming, nancial broad-
cast data, IPTV, or multicast VPN. To that end, IPMC is organized into multicast
groups. Core devices maintain multicast group-speci ¢ information to which neigh-
bors packets should be forwarded. Thus, traditional IPMC has three scalability issues.
First, forwarding information occupy extensive storage of core devices. Second, when-
ever IPMC groups change, forwarding information is updated, which requires signi -
cant signalling effort. Third, when the topology changes or a link or node fails, many
devices may require an update.

Bit Index Explicit Replication (BIER) [WRD17] was proposed by the Internet Engi-
neering Task Force (IETF) as an ef cient and scalable transport mechanism for mul-
ticast traf ¢ that does not suffer the aforementioned downsides. That is, BIER moves
forwarding information for IPMC groups from core devices to the packet header to keep
the core network stateless. Section 2.2.1 contains a detailed introduction of BIER.
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1.4 Research Objectives

SDN, and in particular, programmable data planes, have signi cant advantages over tra-
ditional networks. However, both technologies are relatively new. Thus, several issues
remain unsolved, which reduce ef ciency and opportunities. This thesis focuses on two

main objectives that tackle open issues of SDN and programmable data planes.

The rst objective is to developesilient forwarding mechanisms for the data plane

in SDN. Legacy networks have a variety of different resilience mechanisms to harden
packet forwarding against failures. Due to the different networking paradigm in SDN,
some mechanisms cannot be easily transferred from legacy to SDN, or their operation is
inef cient. As aresult, there are no satisfying state of the art best practices for resilience
of data plane traf ¢ in SDN.

This objective is separated into three main issues. First, we design suitable mecha-
nisms with the characteristics of SDN in mind, e.g., separated data plane and control
plane. Second, those mechanisms should be implementable in P4, the state of the art
programmable data plane technology. This is a serious challenge due to the limited
hardware support and strong constraints of existing platforms on packet forwarding
operations to maintain high forwarding rates. Finally, we perform comprehensive eval-
uations of the designed mechanisms to show their capabilities and limitations.

The second objective of this thesis is thapport of BIER in P4. SDN platforms

and P4 support traditional multicast with its limitations described in Section 1.3. At
the time of writing this thesis, BIER is not natively supported by any SDN platform.
However, the interest in BIER by industry and academia is signi cantly increasing and
serious undertakings by the IETF BIER working group aim at developing BIER even
further to make it the state of the art multicast transport mechanism. The goals of this
objective are twofold.

First, we develop a BIER-based forwarding scheme in P4. This enables BIER-based
forwarding and its advantages in comparison to traditional IPMC in SDN. Second, we

perform extensive evaluations of BIER in both, simulative environments, and hardware-
based testbeds, with regard to its ef ciency and scalability.



1 Introduction & Overview

1.5 Research Context

Most research in this thesis was funded by the Deutsche Forschungsgemeinschaft (DFG)
under grant ME2727/1-2. This research project with the fieture Internet Routing

(FIR)* aims at developing and evaluating novel forwarding mechanisms with respect
to demands of novel network infrastructures.

All research was done in collaboration with colleagues. A description of the contribu-
tions to the overall work by my colleagues and me can be found in the appendix.

1.6 Research Results

This thesis summarizes the work of 11 publications which can be found in the appendix.
Chapter 2 describes and discusses research with respect to the two main objectives
and additional secondary results of this thesis. Each main objective contains multiple
contributions. We explain the context and foundations, describe the research approach
and the results, and discuss their relevance. Now we give an overview on the research
and the results.

One contribution of this thesis is the P4 literature study [HH]. It contains a com-
prehensive overview of research on P4 and projects with P4. Especially from the re-
view of existing resilience and multicast mechanisms we derived the open issues of
SDN with programmable data planes, and therefore, the two main objectives of this
thesis. Thus, the P4 survey summarizes related work and analyzes the two aforemen-
tioned research areas to gain meaningful insights and identify open research potential.
Throughout the remainder of this document, it serves as a reference to place the re-
search in a wider context and is not describe any further.

The rst main objective, i.e.resilience in SDN with P4 is covered in Section 2.1.

One signi cant contribution is the development of fast 1:1 protection in SDN based
on P4 with extensive evaluations [MLM21b] in Section 2.1.1. We developed a local
rerouting scheme, based on popular legacy technology, that protects against any single
component failure and most double failures, and detects and stops looping trafc, i.e.,
loops, in any failure scenario. Thereby, it requires only very little overhead, i.e., at
most only one additional tunnel header, and only very few additional forwarding entries
in core nodes in the network. The evaluations show that it outperforms state of the
art legacy technologies and other SDN-based resilience mechanisms. Furthermore,



1.6 Research Results

we implemented this mechanism on high-performance P4-programmable hardware and
showed its feasibility in a hardware-based 100 Gb/s liné tastbed. The results show

that downtime due to failures can be reduces to under 1 ms, and that loops are detected
and prevented correctly.

The second contribution is the development of a 1+1 protection scheme in P4 [LMHM20]
in Section 2.1.2. Thereby, traf c is forwarded over two disjoint paths so that traf c is
delivered even if one path is interrupted. 1+1 protection is preferably used in scenarios
with time-sensitive traf c, like live streaming. The evaluations prove its feasibility in a
hardware-based testbed.

The source codes of both projects is publicly available for the bene t of fellow re-
searches and developers. Furthermore, results were discussed with researchers from
industry, e.g., on IETF, and/or joint projects.

The second main objective, i.BIER support in P4, is described in Section 2.2. The

rst contribution is the successful development of BIER prototypes in P4 [MLM20b,
MLM21a]. Due to the complex nature of BIER forwarding this proved to be a serious
challenge. We describe the process and the results in detail in Section 2.2.4. We imple-
mented BIER and BIER fast reroute (BIER-FRR) [MLM20a], a novel BIER resilience
scheme that is a contribution of this thesis (see Section 2.2.2), for a P4-programmable
software switch, and a high-performance, P4-programmable switching ASIC with 100
Gb/s line rate. The results show the feasibility of BIER on 100 Gb/s line rate P4 hard-
ware with the overhead of capacity issues (see Section 2.2.4.2.1). That is, when BIER
traf c arrives at high rates and has many next-hops, additional processing capacity may
be required to prevent packet loss. However, the evaluations show that for realistic traf-
¢ mixes of unicast and multicast, only very little additional capacity is required (see
Section 2.2.4.2.2).

A further contribution is the evaluation of the ef ciency of BIER and BIER-FRR and
their scalability (see Section 2.2.3) [MSM22]. We showed that IPMC reduces the one-
to-many traf c amount in comparison to unicast. BIER is less ef cient than IPMC, but
generates still signi cantly less traf c amount than unicast. We conducted comprehen-
sive evaluations to show the ef ciency depends on different topologies and con gura-
tion properties.

Finally, we enhanced BIER-based forwarding in P4 so that even less capacity is re-
quired to prevent packet loss (see Section 2.2.4.3) [LMM22]. To that end, we lever-

ILine rate is the typical communication speed of two connected devices.
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age machine learning strategies to learn traf ¢ patterns so that forwarding can be opti-
mized.

All implementations are open-source, and the results were frequently presented and
discussed in the IETF and at other occasions.

Finally, Section 2.3 contains additional research without direct relation to the aforemen-
tioned main objectives of this thesis. In Section 2.3.1 we implemented activity-based
congestion management (ABC) for a P4 software platform and performed evaluations
[MMMH19]. We showed that ABC successfully achieves fairness among users for both
UDP and TCP traf c, even when some users try to actively gain an unfair advantage
over others. Thereby, ABC does not require per- ow or per-user state in core nodes.
In Section 2.3.2 we developed models to leverage exibility in energy demands and
price forecasts to build operation schedulings that reduce or even minimize the overall
energy cost [HHS19].



2 Results & Discussion

This chapter presents and discusses the results of this thesis. Section 2.1 contains re-
search on the rst main objective of this thesis, i.e., fast protection of data plane traf ¢

in SDN with P4. Section 2.2 presents the second main objective which is research
on BIER with the goal to implement it in P4. Section 2.3 covers additional research
without direct relation to the main objectives of this thesis.

2.1 Protection of Data Plane Traf c in SDN with P4

Failure of network components have a negative impact on performance, e.g., availabil-
ity of services, throughput, or latency. Default forwarding paths are interrupted and data
packets may be dropped when the next-hop (NH) is unreachable. However, recompu-
tation of paths and updating the networking devices requires a considerable amount of
time.

To avoid packet loss in the meantime, legacy networks often leverage fast reroute (FRR)
mechanisms to reroute packets on precomputed backup paths during recomputation.
Raj et al. [RI07], Rai et al. [RMDO05], and Papan et al. [PSPM17] present surveys
with a wide overview on FRR mechanisms for legacy networks. Santos da Silva et
al. [dSMSF15], and Chiesa et al. [CKR1] survey FRR mechanisms for SDN. For

a detailed discussion on the content of those surveys, see the related work section of
Merling et al. [MLM21b]. We summarize that most mentioned mechanisms are either
complex, restricted to speci ¢ forwarding technologies or use-cases, require extensive
overhead, protect only the control plane, or are not easily applicable to SDN.

In the following, we summarize and discuss the research results of this thesis for ef -
cient data plane protection in SDN. First, we present Loop-Free Alternate (LFA)-based
1:1 protection in P4 that locally reroutes traf c around the failure. Afterwards, we de-
scribe 1+1 protection in P4 where traf ¢ is always sent on two disjoint paths to the
destination. Finally, we discuss future research.



2 Results & Discussion

2.1.1 Robust LFA Protection for Software-De ned Networks (RoLPS)

In this section, we summarize and present the most important research results from
Merling et al. [MLM21b]. For more details please refer to the paper. First, we intro-
duce important foundations and the problem statement. Then, we present the research
objectives, the concept and implementation of Robust LFA Protection for Software-
De ned Networks (RoLPS), and evaluation results.

2.1.1.1 Foundations

We introduce LFAs, and describe loop detection.

2.1.1.1.1 Loop-Free Alternates ~ Loop-Free Alternates (LFAs) [AZ08] are a well-known
FRR mechanism in legacy networks and are often used due to their simplicity and low
overhead. The point of local repair (PLR) locally reroutes packets to an alternative NH
if the default NH is unreachable. The alternative NH is called LFA and it has to be
selected in a way that it still has a working shortest path towards the destination despite
the failure.

LFAs can be link protecting or node protecting, while the latter also includes the former.
An LFA with link protection (LP) protects against the failure of the link between PLR
and NH by avoiding that link on its path towards the destination. An LFA with node
protection (NP) avoids the failed NH. However, LFAs cannot protect all destinations.

Remote LFAs (rLFAs) [BFP15, SHB 17, CR15] increase the number of protected
destinations. rLFAs are remote nodes in the network that can still reach the destination.
The PLR adds a tunnel header to the affected packet such that it is rerouted over shortest
paths to the rLFA instead. There, the tunnel header is removed and the original packet
is forwarded towards the destination. There are LP rLFAs and NP rLFAs.

Finally, there are topology-independent LFAs (TI-LFAs) [LBR, FB17] with LP or

NP. TI-LFAs leverage an address stack of multiple intermediate nodes to explicitly
de ne paths towards remote nodes in the network that have a working shortest path
towards the destination.

10



2.1 Protection of Data Plane Traf c in SDN with P4

2.1.1.1.2 Loop Detection  Braun et al. [BM16] found that all LFAs may cause loops
under severe failure conditions. Loops should be heavily avoided because they may
easily occupy 30-fold of the capacity of regular traf c. Therefore, Braun et al. [BM16]
present a loop detection mechanism based on a bitstring. Each node is assigned to a
position in that bitstring. Whenever a node reroutes a packet, it activates its bit. When
a node has to reroute a packet, but its own bit is already activated, the packet is dropped
instead. This mechanism requires signi cant header space in large networks.

2.1.1.2 Research Obijectives

The objective was to create ef cient and robust best practices for protection of data
plane traf c in SDN. We selected LFAs as a basis due to their popularity in legacy
networks, and their low overhead compared to other approaches. This objective consists
of three goals.

The rst goal was to design an LFA-based mechanism that protects all destinations
against both single link failures (SLFs) and single node failures (SNFs) with only low
overhead. The research results in this thesis [MLM21b] and Braun et al. [BM16] show
that both LFAs and rLFAs cannot provide suf cient protection, i.e., protect all desti-
nations against both SLFs and SNFs all networks. We discuss those results in detail
in Section 2.1.1.4.2. TI-LFAs protect all destinations, but we shéwieat they may

be inef cient due to large header stacks [MLM21b]. Therefore, we did not consider
TI-LFAs any further. As a results, we developed a new type of LFAs with the desired
protection capabilities. We call them explicit LFAs (eLFAS) and present them in Sec-
tion 2.1.1.3.1.

The second goal was to design a suitable loop detection mechanism for SDN. In Sec-
tion 2.1.1.1.2 we presented the solution of Braun et al. [BM16]. However, this approach
may cause large headers because each node in the network requires a bit position. The
authors argue that bit positions may be reused to prevent large headers but this may
cause false positive detection of loops when different nodes that share a bit position
reroute a packet. Thus, we designed a more ef cient loop-detection and prevention
mechanism which we present in Section 2.1.1.3.2.

The third goal was to implement this protection scheme in P4 and evaluate its ef -
ciency and feasibility. The target platform was a high-performance P4-programmable

1See Section V-D of Merling et al. [MLM21b])

11
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switching ASIC with up to 3.2 Th/s switching capacity, i.e., 100 Gb/s per link. This

is a notable contribution because most other P4-based FRR implementations which
we reviewed extensively in Hauser et al. [HHFIRB], target only low-performance
platforms as high-performance targets impose additional constrictions on packet pro-
cessing to guarantee high throughput. We present the implementation concept in Sec-
tion 2.1.1.5.

2.1.1.3 Robust LFA Protection for Software-De ned Networks (RoLPS)

In this section, we present Robust LFA Protection for Software-De ned Networks
(RoOLPS) [MLM21b]. First, we introduce the novel explicit LFAs (eLFAs) and advanced
loop detection (ALD). Then, we explain the concept of RoLPS-based protection.

2.1.1.3.1 Explicit LFAs  Explicit LFAs (eLFAs) are remote nodes in the network. The
difference to rLFAs is that eLFAs are not restricted to shortest paths. Instead, the PLR
reaches an eLFA through an explicit tunnel. Thus, eLFAs can be nodes that are not
reachable via shortest paths anymore. Figure 2.1 shows an example topology with
link costs and a link failure where the PLR sends a packet towards the destination D.
First, we explain why LFAs and rLFAs cannot protect this destination. N is not an

Figure 2.1: eLFAs leverage an explicit tunnel to send the packet to an arbitrary node
regardless of link costs (. gure from Merling et al. [MLM21b]).

LFA because it forwards traf c towards D back to the PLR which creates a traf c loop
between PLR and N. Furthermore, the node eLFA is not an rLFA because the shortest
path from the PLR to the eLFA crosses the broken link. Therefore, we leverage an
explicit tunnel from the PLR over N to the eLFA.

Explicit tunnels are implemented with additional forwarding entries in tunnel nodes.
To that end, the eLFA gets an unique IP address. When the PLR reroutes a packet, it

12
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adds a tunnel header to the packet. The IP address in the tunnel header is the unique IP
of the eLFA. Nodes on the tunnel path forward the packet according to tunnel-speci c
forwarding entries. The eLFA removes the tunnel header and forwards the original
packet

2.1.1.3.2 Advanced Loop Detection  The loop detection from Braun et al. [BM16]
requires large headers or may drop packets erroneously. We present advanced loop
detection (ALD) which requires signi cantly less header space.

Advanced loop detection (ALD) requires a counter in the packet header. It allows
packets to be rerouted times. Upon the next reroute, the packet is dropped instead.
Users may con gure ALD with a larga, but we perform the evaluations in this thesis
with n = 2 which is implementable by a single bit. We show in Section 2.1.1.4.2 that
this is suf cient to detect and drop all loops in single failure scenarios and most loops
in scenarios with multiple failures.

2.1.1.3.3 Concept of RoLPS-Based Protection ROLPS leverages the novel eLFAs and
ALD to protect data plane traf c against any single component failure. To reduce over-
head, it relies on less complex LFA-types if possible. For example, an eLFA is used
only when there is no LFA or rLFA to protect a destination. This prevents unnecessary
additional forwarding entries to implement explicit tunnels. ALD is used to detect and
stop loops under any failure condition. RoLPS can be con gured with different pro-
tection degrees and complexity levels. For details see Merling et al. [MLM21b]. In
the following we present results only for RoLPS with LP and RoLPS with NP which
guarantee the highest degrees of protection.

2.1.1.4 Simulative Performance Evaluation

First, we describe the methodology. Then, we evaluate protection coverage and over-
head in terms of additional forwarding entries.

2.1.1.4.1 Methodology =~ We evaluate several RoLPS-based protection on 205 commer-
cial, wide area, academic, and research networks from the Internet topology zoo
[KNF*11] and three data center topologies (DCell, fat-tree, BCube). We include link
costs in the evaluations because those networks are considered more challenging than

13
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networks without link coss To that end, we leverage a full traf c matrix based on
shortest path. That is, each node sends a packet to each other node on shortest paths
and we count the number of packets that travel over each link, i.e., the link load. The
link cost of a link is the inverse of the link load multiplied by the larges link load in the
network. For each topology we forward packets according to shortestjaths

2.1.1.4.2 Protection Coverage  We consider four failure scenarios to evaluate LFAS,
rLFAs, and RoLPS. A failure scenar® 2 f SLF; SNF; DLF; SLF+SNFg consists of
either all SLFs, SNFs, double link failures (DLFs), or single link failures plus single
node failures (SLF+SNF). We evaluate a full traf ¢ matrix, i.e., a ow from each
source to each destination, and apply every failure f®rnhat affects that ow. A

ow may be protected, unprotected or loop when it is affected by a failure. A ow is
~protected* when the packet is successfully delivered due to rerouting. A packet may
be dropped for two reasons. First, if the packet is dropped and there is no physical
path to the destination we consider this scenario alsprtected‘ because the packet
would loop otherwise. Second, if the packet is dropped although the destination is still
reachable, this scenario is consideyadprotected”. Finally, a packet malpop®. The
~coverage" is the fraction of protected destinations. We summarize the results for every
considered FRR mechanism over all topologies and report the fraction of protected,
unprotected, and looped ows in a bar chart.

Figure 2.2 shows the results on the 208 topologies with link costs. We see the bene t
of rLFAs® over LFAS in SLFs scenarios, i.e., 87% over 60% protected destinations.
However, only RoLPS-based mechanisms are able to protect all destinations. In SNFs
scenarios both, LFAs and rLFAs create a signi cant amount of loops, and both cannot
protect all destinations. RoLPS with LP protects only 93% of destinations while ROLPS
with NP achieves 100%. Both RoLPS mechanisms prevent loops.

In addition, we investigate protection coverage in scenarios with multiple failures al-
though such scenarios are often not considered in FRR because traf c is rerouted only
locally without further communication with other nodes. We see, that for DLFs, both

2Merling et al. [MLM21b] contains evaluations on the same topologies without link costs. The results
support the claims we present here.

3This normalizes link costs so that the smallest link cost is 1. More details on link cost computation are
found in Section V.A.3) of Merling et al. [MLM21b].

4RoLPS works for general destination-based forwarding but to reduce parameter space we limit evalu-
ations to shortest paths.

SWe consider only LFAs and rLFAs with LP because coverage with NP is even lower.

14



2.1 Protection of Data Plane Traf c in SDN with P4

Figure 2.2: Fraction of protected, unprotected, and looped traf c over 208 topologies
with link costs (adjusted from Figure 3.b) from Merling et al. [MLM21b]).

RoLPS with LP and RoLPS with NP, still protect around 95% of destinations while pre-
venting loops. LFAs and rLFAs cause loops and protection a signi cant lower fraction
of destinations, i.e., 65% and 82%. In the SLF+SNF scenario the results are similar.

2.1.1.4.3 Additional Forwarding Entries Each node maintains 1 forwarding entries

in a network withn nodes for shortest path forwarding. LFAs and rLFAs work with
shortest paths and do not leverage additional forwarding entries which leads to lower
coverage. Therefore, we evaluate the average and maximum amount of additional for-
warding entries per node relativerto 1 for protection variants that require additional
forwarding entries but protect all destinations. Thatis, ROLPS with LP and RoLPS with
NP and Multiprotocol Label Switching (MPLS) with facility-backup. MPLS-facility-
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backup (MPLS-FB) is a state of the art FRR mechanism which can be used in SDN. It
has either LP, i.e., MPLS-FB-LP, or NP, i.e., MPLS-FB-NP, properties.

We evaluate the 208 topologies from the topology zoo with link éo$t& present the
results as a complementary cumulative distribution function (CCDF). Figure 2.3 shows
the results. ROLPS with LP requires only very few addtional forwarding entries. Only

Figure 2.3: Relative increase in forwarding entries per node on 208 topologies with link
costs (adjusted from Figure 4.b) from Merling et al. [MLM21b]).

10% of networks require more than 8% of additional entries on average. Furthermore,
no network has a node that requires more than 80% of additional entries. MPLS-FB-
LP causes in 20% of networks around 65% additional entries on average, and 40% of
networks even have at least one node with 140% more additional entries.

RoLPS with NP installs only few additional entries. On average, 90% of nodes require

less than 25% of additional entries. Furthermore, there in no network that has a node
that requires more than 80% of additional state. MPLS-FB-NP causes at least 175%
more additional entries on average in 20% of networks. 50% of networks even contain
at least one node where number of entries increases by 300%.

2.1.1.5 RoLPS Implementation

In Hauser et al. [HHM21] we showed that most P4 projects are implemented for the P4
programmable software switch BMv2 [p4119]. Most authors chose it as a target because

see Merling et al. [MLM21b] for evaluations on topologies without link costs
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it is extendable with custom packet processing actions when the actions from the P4
speci cation are insuf cient to implement very complex packet processing behavior,
like cryptographic operations or complex mathematical computations. However, the
throughput of the BMv2 is limited to around 900 Mb/s [Bas18]. Furthermore, such
modi ed P4 programs often cannot run on hardware targets with higher throughput
because those cannot be extended in the same way.

Our target was the Intel To no [Int22] which is a P4-programmable high-performance
switching ASIC with a capacity of 3.2 Th/s. Such hardware targets impose additional
restrictions on the P4 program, e.g., the number of operations per packet, to achieve
high processing rates. Therefore, implementing a complex data plane for the To no is
a signi cant challenge. The To no is used in the Edgecore Wedge 100BF-32X [Edgl7]
switch with 32 100 Gb/s ports which we use for our hardware-based evaluations.

The source code for the RoLPS data plane and control plane is publicly availgbte
tion VI of Merling et al. [MLM21b] contains more details about the implementation.

2.1.1.6 Hardware-Based Performance Evaluations

In this section, we present results of the hardware-based evaluation. First, we explain
the evaluation setup for measurements of restoration time, followed by the results.
Then, we evaluate the loop detection.

2.1.1.6.1 Setup for Measurements of Restoration Time Figure 2.4 shows the topology

for the measurements of the restoration time. The evaluations focus on the To no
(see Section 2.1.1.5). Itis connected to a EXFO FTB-1 Pro traf c generator [EXF19]
which generates up to 100 Gb/s of traf.cSince we have access only to one To no
we implement the rest of the network with BMv2s (see Section 2.1.1.5). Therefore,
the traf c generator sends with only 100 Mb/s to not overload the BMv2s. This has no
impact on restoration time measurements. BMv2-1 and BMv2-2 are two NHs of the
To no. To resemble more realistic networks, we add ve BMv2s and 10 links in the
additional network.

All devices, except for the traf c generator, are connected to a controller. It sets up
primary forwarding rules in all devices. We evaluate two scenarios. Inthe rst scenario,

"https://github.com/uni-tue-kn/p4-Ifa
8In a separate evaluation we con rmed that the RoLPS implementation achieves a throughput of 100
Gb/s on the To no with and without FRR. For details see Section VII.A. of Merling et al. [MLM21b].
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Figure 2.4: Topology for measurements of restoration time. The additional network
consists of ve other BMv2s and 10 links (gure from Merling et al.
[MLM21b]).

the controller does not install any FRR rules. That is, when a device cannot forward
a packet because the NH is unreachable, it noti es the controller which recomputes
forwarding entries and updates the networking devices. In the second scenario, the
controller installs RoLPS with LP so that the shown backup path is used by the To no
when the primary NH is unreachable.

The traf c generator sends traf c to the To no which forwards the packets on the pri-
mary path to BMv2-1. Then, we disable the link between To no and BMv2-1 so that
the primary path is interrupted. We measure the time until BMv2-2 receives traf c
again after the deactivation of the primary link.

2.1.1.6.2 Restoration Time Measurements Figure 2.5 shows the average results of 10
runs and 95% con dence intervals. We see that without FRR the restoration time takes

Figure 2.5: Restoration time with and without FRR (gure from Merling et al.
[MLM21Db]).
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around 86.3 ms with around 15 ms uctuations up or down. Note that we measured
this time in a very small network with only 8 devices and a controller that does not
perform any other task. In realistic networks with many devices and heavier load on
the controller recomputation requires signi cantly more time possibly in the magnitude
of multiple seconds.

When FRR is activated, the restoration time drops to under 1 ms because the To no
immediately leverages backup forwarding rules to reroute the packet to BMv2-2 which
then forwards the packet to BMv2-1.

2.1.1.6.3 Setup for Loop Detection Evaluation Figure 2.6 shows the testbed for evalu-
ation of loop detection. The To no is connected to two BMv2s and a traf c generator.

Figure 2.6: Setup for evaluation of loop detection (gure from Merling et al.
[MLM21Db]).

The traf ¢ generator sends with only 100 Mb/s to not overload the BMyv2dl de-
vices, except the traf c generator, are connected to the controller. It sets up primary
forwarding entries and RoLPS with LP in all devices.

We deactivate the primary NH, i.e., BMv2-1, to simulate a SNF. However, we installed
RoLPS only with LP in the devices. Therefore, the To no will leverage its backup
entries to forward the traf ¢ to BMv2-2 upon failure detection. BMv2-2 will also use
backup entries to send traf ¢ back to the To no because the primary NH, i.e., BMv2-1,
is unreachable. As a result, the packets will loop between the To no and BMv2-2.

9This has no impact on the evaluation of loop detection.
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We evaluate two scenarios. Inthe rst scenario, ALD is activated and allows one reroute
(see Section 2.1.1.3.2). In the second scenario, ALD is deactivated. We report packet-
ins at the BMv2-2.

2.1.1.6.4 Loop Detection  Figure 2.7 shows the packet arrivals at BMv2-2.

Figure 2.7: ALD successfully detects and drops loops (gure from Merling et al.
[MLM21b]).

We see that ALD successfully detects and drops the loops. That is, BMv2-2 receives
the packet after the rstreroute from the To no. Then, it has to reroute the packet again
because the default NH is unreachable. This exceeds the con gured reroute limit and
the packet is dropped. Without ALD, the packet loops between To no and BMv2-2
until its time-to-live (TTL) expires.

2.1.1.7 Conclusion and Discussion

We summarize the results of Merling et al. [MLM21b] and discuss future research.

2.1.1.7.1 Summary of the Results  In Merling et al. [MLM21b] we presented a quick

and ef cient FRR mechanism for the SDN data plane. It requires only very low over-
head in terms of additional forwarding entries compared to other state of the art mech-
anismg® and protects against all single component failures. Furthermore, it detects
and stops all loops. We proved that RoLPS is implementable on state of the art high-
performance P4-programmable hardware, i.e., the To no, and it achieves a throughput
of 100 Gb/s per link. Furthermore, downtime after the detection of a failure is under 1
ms.

0In this summary we compared RoLPS only to MPLS-FB. Merling et al. [MLM21b] contains compar-
isons with more state of the art FRR mechanisms which support the results of this summary.
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2.1.1.7.2 Outlook  1:1 protection like ROLPS requires quick detection of a failure. The

To no offers a feature by which it detects port ups/downs to reroute packets quickly
(for details, see Section VI.C.1) of Merling et al. [MLM21b]). However, this is a
target-speci c extension of the P4 features. That is, other targets require their own so-
lutions. In particular, there may be targets that do not support fast detection of port
up/down events. In such cases, operators need to establish bidirectional forwarding de-
tections (BFDs) between nodes. Two connected nodes regularly exchange BFD packets
to notify other participants about their liveliness. Future research could investigate on
restoration times in realistic hardware-based networks with BFDs or other mechanisms
when there is no target support for fast failure detection.

In general, RoLPS-based protection imposes only very little overhead in the network.

However, the evaluations show that there may be topologies with high overhead. Future
studies could evaluate the impact of topology structure, and other properties on the
ef ciency of ROLPS which were not part of this study.

Visibility of the Results

An early prototype of RoLPS has been developed during my masterthesis [Merl7]
and published on the IEEE International Conference on Network Softwarization (IEEE
NetSoft) [MBM18]. During my Ph.D. thesis, ROLPS has been implemented and signif-
icantly re ned, extended, and evaluated. The concept, evaluations, and implementation
were published as a journal paper in the Special Section on Design and Management
of Reliable Communication Networks of IEEE Transactions on Network and Service
Management [MLM21b] (Appendix 1.1) in 2021.

We presented and discussed the results on the KuVS Fachghspletwork Soft-
warization" in April 2022, and the IETF MPLS working group.

The source code of the To no-based prototype with a throughput of up to 100 Gb/s per
link and a restoration time of under 1 ms is publicly availdble

2.1.2 P4 Protect

In this section, we present results from Lindner et al. [LMHMZ20]. | only brie y sum-
marize the results because | was only secondary contributor to this work (see Sec-

Uhttps://github.com/uni-tue-kn/p4-Ifa
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tion 1.6). First, | introduce the research objectives and then explain the solution con-
cept.

2.1.2.1 Research Obijectives

1:1 FRR mechanisms like RoLPS switch to a backup path at the PLR only when the
default path is interrupted. Failure detection and rerouting may require some time. In
contrast, with 1+1 protection traf c is always carried over two disjoint paths. When
one path is interrupted, the destination still receives traf c over the unaffected path.
This is advantageous for time-critical traf c, e.g., live-streaming or VolP. However,
1+1 protection requires backup capacity even in the failure free case. Thus, both, 1:1
protection and 1+1 protection, are bene cial for different use cases.

With RoOLPS, we already presented a suitable 1:1 protection scheme for programmable
data planes. Therefore, the goal was to also develop a 1+1 protection mechanism for
SDN with programmable data planes.

2.1.2.2 1+1 Protection Mechanism

P4-Protect is a P4-based 1+1 protection scheme [LMHMZ20]. Figure 2.8 shows its
concept. A controller may set up a 1+1 protected connection between two endpoints.

Figure 2.8: Concept of P4 protect (adjusted from Figure 1 from Lindner et al.
[LMHM20]).

We call this the protection tunnel. The protection tunnel ingress (PTI) adds a protection
header to the data packet and an IP header with the IP address of the protection tunnel
egress (PTE). The protection header contains a sequence number so that the PTE can
correctly order received packets. The packet is copied at the PTI and send over two
disjoint paths towards the PTE. Path selection and implementation is discussed in more
detail in Lindner et al. [LMHMZ20]. The PTE receives traf ¢ on two paths. It leverages
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the sequence number in the packet header to only accept in-order packets. Then, it
discards packet duplicates, removes the protection header from the other packet and
forwards the original payload further. If one path is interrupted by a failure, the PTE
will still receive traf ¢ over the other path which ensures very low downtimes which is
crucial for time-sensitive traf c.

We implemented P4-Protect for the BM¥2and the To nd®. The code is publicly
available. The hardware-based evaluations with 100 Gb/s line rate show the feasibility
of P4-Protect and its low overhead. For details, see Section 6 of Lindner et al. (2020)
[LMHM20].

2.1.2.3 Future Research

P4-Protect is designed in a way that it even provides 1+1 protection over the Internet
However, network operators have only very little in uence on path selection and, in
particular, disjointness. Real-world evaluations could accurately assess the ef ciency
of P4-Protect for such scenarios because isolated testbeds may omit several unknown
conditions and restrictions of real infrastructure.

Visibility of the Results

We published P4-Protect [LMHM20] and comprehensive evaluations on the P4 Work-
shop in Europe (EuroP4) in 2020 (see Appendix 1.2). We presented it at the workshop
and discussed the results. Furthermore, we made the implementation publicly avail-
able.

2.2 BIER-Based Multicast in P4

In this section, we summarize the research results of this thesis on BIER. More detalils,
explanations, and evaluations can be found in the respective papers. First, we give an
overview on BIER. Then, we present BIER fast reroute and evaluate the scalability
and ef ciency of BIER. Afterwards, we brie y describe the BIER implementation in

P4 and present hardware-based performance evaluations. Finally, we discuss future
research.

2https://github.com/uni-tue-kn/p4-protect
Bhittps://github.com/uni-tue-kn/p4-protect-to no
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2 Results & Discussion

2.2.1 BIER Overview

In Section 1.3 we explained the downsides of state-of-the-art IPMC. That is, the stateful
core network is continuously updated when subscribers or the topology changes. This
requires signi cant signaling effort, in particular, when failures hit the network.

The IETF propoesed Bit Index Explicit Replication (BIER) [WRD7] as an ef cient
and scalable transport mechanism for multicast traf c. In Merling et al. [MMWE18]
we give an overview and tutorial on BIER. At this point we brie y summarize the
content.

BIER is a domain-based, point-to-multipoint forwarding mechanism for IPMC traf c.

In contrast to traditional IPMC, it keeps the core network stateless, i.e., its core routers
do not maintain information that depends on the subscribers. Figure 2.9 shows the
layered architecture of BIER. When an IPMC packet enters the BIER domain at a

Figure 2.9: Layered BIER architecture ( gure from Merling et al. [MLM21a]).

bit forwarding ingress router (BFIR), it is equipped with a BIER header. The BIER
header contains all destinations of the packet. That s, it contains a bitstring where each
destination in the BIER domain, i.e., bit forwarding egress router (BFER), is assigned
a position. If a speci ¢ BFER should receive a packet copy, its corresponding bit is
activated. In the BIER domain, bit forwarding routers (BFRSs) replicate and forward
BIER packets towards all destinations of the BIER packet, i.e., BFERS, indicated in its
BIER header. They do so along paths from the unicast routing, i.e, the Interior Gateway
Protocol (IGP) which we call routing underlay in the following. Before forwarding a
packet to a particular neighboring BFR, the forwarding BFR clears the bits of BFERs
that are reached via other neighboring BFRs in the bitstring in the BIER header. This
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2.2 BIER-Based Multicast in P4

prevents duplicates at the receivers. Finally, BFERs remove the BIER header from the
packet.

2.2.2 BIER Fast Reroute (BIER-FRR)

In Section 2.1 we described how to make unicast data plane traf c in SDN resilient.
Failures affect multicast traf c, too. However, as multicast traf ¢ is distributed along
tree-like structures, a failure may disconnect entire subtrees, rendering many destina-
tions unreachable.

In Merling et al. [MLM20a] we developed and compared two approaches to protect
BIER traf c with fast reroute mechanism, i.e, BIER fast reroute (BIER-FRR). At this
point we only brie y describe both approaches and refer to the original paper for more
details [MLM20a].

The rst BIER-FRR approach is based on LFAs. It reroutes BIER packets to alternative
NHs around the failure so that BIER traf ¢ can be successfully delivered. Thereby, the
rerouting BFR adapts the bistrings in the BIER headers to avoid duplicates at receivers.
The second approach leverages unicast protection tunnels to all next-next-hop BFRSs.
To that end, the rerouting BFR encapsulates copies of the BIER packet with unicast
headers. The destinations of those temporary unicast packets are the next-next-hop
BFRs downstream of the failure. Unicast routing usually has strong FRR capabili-
ties or fast recomputation of forwarding rules so that packets are still delivered at the
BFRs. At the BFRs the unicast headers are removed and the original BIER packets are
forwarded.

2.2.3 BIER Scalability

BIER stores the destinations of a packet in the BIER header. Thus, the header size
increases in larger networks. This rises questions with regard to the ef ciency and scal-
ability of BIER since large packet headers are inef cient. In Merling et al. [MSM22]
we perform comprehensive evaluations to investigate the scalability of BIER. At this
point we summarize the paper and present only the most important results. That is,
we brie y explain how BIER is deployed in large networks and the resulting research
objective. Finally, we present results of the study with regards to overhead of BIER, its
traf ¢ saving potentials and selection of reasonable BIER header size.
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2 Results & Discussion
2.2.3.1 Subdomains

When BIER is deployed in a large network, the BIER domain is divided into multiple
subdomains to avoid large BIER headers. That is, the BFERs are divided into sets
with their own BIER headers. When an BFIR receives an IPMC packet, it sends a
separate BIER packet into the BIER domain for each subdomain that contains at least
one destination of the IPMC packet. This reduces the BIER header size to the maximum
subdomain size but forwards multiple BIER packets into the BIER domain for each
IPMC packet.

2.2.3.2 Research Objectives

In Merling et al. [MSM22] we evaluated the increase of traf ¢ load in the network
when BIER with subdomains is used. That is, when a BFIR sends the BIER packet
copies to the subdomains, sometimes they are forwarded over the same link which is
contrary to the idea of multicast and adds additional load on the links. We investigate
the overhead of BIER with subdomains in comparison to traditional IPMC and how
much traf ¢ is saved by BIER in comparison to unicast. Furthermore, we evaluate the
effect of the bitstring size in the BIER header since the BIER RFC [WRID suggests

a range for that size but makes no comments on the effects and ef ciency.

2.2.3.3 Clustering Algorithms

The assignment of BFERs to subdomains heavily in uences the overall traf c load
within the BIER domain. Therefore, we brie y discuss the aspect of clustering a BIER
topology into subdomains. Please refer to Merling et al. [MSM22] for details.

The BIER RFC [WRD 17] does not specify any clustering algorithm. In Merling et

al. [MSM22] we present an integer linear program (ILP) that computes an optimal
assignment so that subdomains are of equaf%izad that the overall traf ¢ load is
minimized. However, the ILP is solvable in reasonable time only in small topologies,
i.e., in moderate-size and large topologies no solution was found even after several
hours.

Therefore, we described an heuristic to approximate the solution of the ILP. The basic
idea is to initially chosen random subdomain centers in the topology and then assign

14This prevents subdomains with extensive size, and therefore, large BIER headers.
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2.2 BIER-Based Multicast in P4

BFERSs in a round robin manner to the nearest subdomain center whose subdomain
is not full, yet. Afterwards, BFERs are swapped between subdomains to improve the
assignment.

We compared the heuristic to ILP solutions in small networks and showed that the
heuristically calculated results differ less then 1% from the optifiuiherefore, we
present evaluations based on the heuristic clustering in the following. Furthermore,
we designed optimal cluster algorithms for selected topologies, i.e., full-mesh, ring,
binary-tree, and line, which we use for those topologies.

2.2.3.4 Overall Traf c in Networks of Different Sizes

In this section we evaluate the overall traf c amount in different topologies and network
sizes. First, we explain the methodology. Then, we present results for BIER compared
to traditional IPMC, and BIER compared to unicast. Finally, we discuss the results.

2.2.3.4.1 Methodology =~ We evaluate selected network types, i.e., full-mesh, ring, binary-
tree, line, and randomly generated meshdl 2 f 2; 4; 6; 8y networks. We consider
networks of sizek 2 f 256 512 1024 2048 4096 8192). Every node is a BFIR, BFR,

and BFER. We cluster the topologies im@ f 1; 2; 4; 8; 16, 329 subdomains of sizes
256, i.e., the default BIER bitstring length, and send an IPMC packet from any node in
the network to all other nodes.

We evaluate the overall traf ¢ load which is the number of hops that are required to
distribute all packet. We separately report results of overall traf ¢ load of BIER relative
to both traditional IPMC and unicast. This allows to assess the overhead of BIER in
comparison to traditional IPMC, and the traf c saving potentials of BIER compared to
unicast.

We repeat all evaluations 10 times and report average results. We computed 95% con-
dence intervals but omit them in the gures because they were very small.

2.2.3.4.2 BIER Overhead  Figure 2.10 presents the overall traf c load of BIER relative
to IPMC. In general, we see that BIER increases the traf ¢ volume in comparison
to IPMC, i.e., the relative traf c load is always greater or equal to one. This is not

15See Section V.C. of Merling et al. [MSM22] for details of the evaluation.
8In a mesh-d network the average node degree is d.
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2 Results & Discussion

Figure 2.10: BIER has a higher overall traf ¢ load than IPMC( gure from Merling et
al. [MSM22]).

surprising because for every IPMC packet BIER sends an individual BIER packet to
each subdomain. In binary-trees, and mesh-2 topologies the traf c load increase is
always below 40% although it is often signi cantly smaller. For mesh-4, mesh-6, mesh-
8 the traf ¢ volume rises linearly from no increase in topologies of size 256 to up to a
doubling of the traf c amount in very large topologies with 8192 nodes. In very large
line and ring topologies the traf ¢ volume increases by far the most to up to 12 times
the amount compared to IPMC.

2.2.3.4.3 BIER Traf ¢ Saving Potentials Figure 2.11 shows the results for BIER in
comparison to unicast. In general, BIER decreases the traf ¢ volume in comparison

Figure 2.11: BIER has a signi cantly lower traf ¢ load then unicast ( gure from Mer-
ling et al. [MSM22]).
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2.2 BIER-Based Multicast in P4

to unicast signi cantly. The effect ranges from almost 99% reduction in line and ring
topologies to around 50% decrease in very large mesh-8 topologies. The gure shows
the interesting effect that the relative overall traf c of BIER compared to unicast in-
creases with growing network size. We explain this effect by the increasing number
of required subdomains in larger networks. Therefore, more packets are sent for each
IPMC packet, which increases the overall traf c.

2.2.3.4.4 Discussion  The results show that in terms of traf c volume BIER is a com-
promise between IPMC which sends only one packet per involved link and unicast
which sends one individual packet per destination. BIER causes more traf c than
IPMC, which is not surprising. However, the increase is reasonable, especially be-
cause IPMC comes with all the disadvantages, described in Section 1.3, which lead to
the development of BIER in the rst place. Sitill, BIER signi cantly reduces the traf c
amount in comparison to unicast in all topologies and network sizes.

2.2.3.5 BIER Header Size

Now, we evaluate the effect of the BIER header size. That is, large bitstrings in the
BIER header potentially reduce the number of required subdomains. However, a large
header also increase the traf c amount in the network that is not payload. Therefore,
we measure the absolute overall traf c that is sent through a BIER domain in a network
with 8192 nodes with different BIER header sizes. We assume the payload to be 500
bytes, i.e., the average packet size in the internelfl]. We omit mesh-6 and mesh-8
topologies because results were very similar to mesh-2 and mesh-4. Figure 2.12 shows
the results. We see different effects for line and ring topologies, and all other topologies.
In line and ring topologies the absolute overall traf ¢ reduces with increasing header
size up around 2048 bits from which it stays almost the same for larger headers. That is
because at this point the bene t of fewer subdomains is smaller than the larger header
overhead. For all other topologies the traf ¢ volume slowly grows with increasing
header size. Therefore, we argue that for such topologies the optimal bitstring size is
between 256 and 1024 bits.

In general, we argue that the optimal bitstring size depends on the topology. In par-
ticular, the average shortest path lengths, highly in uences the ef ciency. Topologies
with long average shortest path length, i.e., line and ring topologies, bene t from larger
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2 Results & Discussion

Figure 2.12: Effect ofBIERheader size on the overall traf ¢ volume ( gure from Mer-
ling et al. [MSM22]).

headers because it is cheaper to forward one large packet along a long path then to for-
ward multiple small packets. In contrast, topologies with shorter average shortest paths
bene t from smaller header sizes.

2.2.4 BIER Implementation in P4

In this section we present the most important results from Merling et al. [MLM20Db]
and Merling et al. [MLM21a]. We implemented BIER and BIER-FRR for the BMv2
[MLM20b] as a proof of concept, and for the P4-programmable high-performance
switching ASIC To no [MLM21a]. In this summary, we focus on the To no implemen-
tation because it provides more relevant insights and interesting results for researches
and developers. We discuss the implementation concepts, present hardware-based eval-
uation results, and introduce means to increase the ef ciency of the implementations.

2.2.4.1 Implementation Concept

Figure 2.13 shows the concept of the BIER implementation in P4. The To no has two
processing pipelines, i.e., the ingress and the egress. BIER packets are rst processed
in the ingress where a next-hop (NH) of the BIER packet is determined. Afterwards
the packet is cloned so that two packets enter the egress pipeline. The original BIER
packet is sent towards the earlier determined NH. The packet copy is recirculated. That
is, the packet is again processed by the ingress as if it has been received regularly.
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2.2 BIER-Based Multicast in P4

Figure 2.13: BIER packet ow in the P4 processing pipeline ( gure from Merling et al.
[MLM21a]).

This procedure is repeated until the BIER packet has been forwarded to all its NHs.
Therefore, a BIER packet with NHs is recirculatesh 1 times.

The downside of this concept is that packets are cloned and processed again, which
requires additional processing capatityFor example when packets arrive with 100
Gb/s at a switch and are recirculated once, 200 Gb/s processing capacity is required.
Then, packets may be dropped because usually the recirculation capacity of the To no
is limited 100 Gb/s. Therefore, we introduce so-called recirculation ports. Such a
port is a physical port of the switch that is con gured to provide 100 Gb/s additional
processing capacity for recirculation traf c. However, such ports cannot be used for
regular forwarding.

To facilitate readability, we refer the build-in capacity of 100 Gb/s for recirculation
traf ¢ of the To no also as a recirculation port although it does not occupy a physical
port. It should be used before any physical ports are con gured as recirculation ports.

2.2.4.2 Evaluations

In this section we evaluate the throughput of the BIER P4 implementation. Further-
more, we predict throughput results for realistic traf ¢ mixes.

2.2.4.2.1 Throughput Measurements At this point we omit details of the hardware
setup and refer to Section VI.2) of Merling et al. [MLM21a]. We send BIER packet
with 100 Gb/s with multiple NHs to the To no. Thereby, we con gured the To no with
different numbers of recirculation ports, i.e., varying recirculation capacity. We report

YCurrently, P4 does not support more ef cient dynamic packet cloning mechanisms.
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2 Results & Discussion

the end-to-end throughput at the rst receftferFigure 2.14 shows the results. We see

Figure 2.14: The throughput depends on the available recirculation capacity and num-
ber of NHs (. gure from Merling et al. [MLM21a]).

that end-to-end throughput is 100 Gb/s with only one recirculation port when the BIER
packet has up to two NHs. That is because the packets are recirculated at most once.
When an additional NH is added the throughput drops to around 45 Gb/s and even
further when a fourth NH is added. That is because one recirculation port provides
insuf cient capacity for recirculated traf ¢, and therefore, packets are dropped. When
more recirculation ports are added, more recirculation capacity is available so that the
throughput is not negatively affected even when the number of NHs increases.

2.2.4.2.2 Throughput Predictions for Realistic Traf ¢ Mixes We performed the hardware-
based evaluations with 100 Gb/s traf c rate to show the capabilities of the BIER im-
plementation. However, normally multicast makes up only a small fraction of the total
traf c compared to unicast. Therefore, we vary the fractor f 1;2:5;5; 10g% of
multicast traf ¢ of the the total traf c of 100 Gb/s per link. In addition, we vary the
number of NH$. Then, we perform simulations to calculate the number of required
recirculation ports to prevent packet loss. Figure 2.15 shows the results. In networks
with 2.5% multicast traf c or less, 2 recirculation ports provide enough capacity for
BIER packets with up to 16 NHs. For larger traf ¢ fractions the number is still rather
low if reasonable numbers of NHs are considered. In general, we conclude that in
realistic traf c mixes few recirculation ports suf ce to prevent packet loss.

Bwith unlimited recirculation capacity this should always be 100 Gb/s.
19This in uences the number of recirculations per packet.
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Figure 2.15: Number of required recirculation ports to prevent packet loss ( gure from
Merling et al. [MLM21a]).

2.2.4.3 Ef cient BIER Implementation

In Lindner et al. [LMM22] we suggest ways to make BIER forwarding in a switch more
ef cient. As | am only a contributing author to that work | only brie y summarize the
paper in the following.

We propose the following forwarding mechanism to improve BIER forwarding. The
switch observes to which egress ports it sends BIER packets. Over time, it identi es
ports that frequently occur together in a packet, i.e., egress port sets. Then, the con-
troller installs static multicast groups on the switch for the observed egress péft sets
Such static multicast groups forward BIER packets over several egress ports simultane-
ously without packet recirculation. Thus, this approach sends a BIER packet to multiple
NHSs per pipeline iteration instead of only one NH. This signi cantly reduces the num-
ber of recirculations per packet, and therefore, the required recirculation capacity. The
switch continuously observes the egress port sets and adapts the static multicast groups
over time if necessary.

2.2.5 Discussion and Outlook

The presented P4 BIER prototype enables BIER forwarding in P4. Furthermore, the
evaluations show that BIER is a scalable transport mechanism for IPMC that does not

2OInstalling static multicast groups for all possible egress port sets would process any BIER packet
without packet recirculation. However, this is unfeasible because it req@ifestatic multicast
groups on a 32 port switch.
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suffer the downsides of traditional multicast approaches. However, the implemented
BIER packet processing approach requires packet recirculation, and therefore, addi-
tional recirculation capacity, to prevent packet loss under heavy load. Future research
could focus on making BIER forwarding in P4 more ef cient. In particular, BIER for-
warding that processes all NHs of a BIER packet in one pipeline iteration would be
desirable.

Currently, the IETF is developing an alternative encoding for multicast trees in the
packet header [Tro22] which is more ef cient in large networks with low number of
multicast subscribers. Future research could investigate this mechanism, and assess its
feasibility in P4, and evaluate its ef ciency.

Visibility of the Results

Merling et al. [MLM20b] (see Appendix 1.5) contains a detailed implementation of
BIER and BIER-FRR for a P4 software switch to show how complex forwarding be-
havior is implemented in P4. 1t was published in the Journal of Network and Computer
Applications in 2020, the source code is publicly availdhland the results were ex-
tensively discussed in multiple IETF BIER working group meetings. Furthermore, the
work supported the development of a BIER-FRR draft [MM19] in the BIER working
group and became an active working group document [CRA].

Merling et al. [MLM21a] (see Appendix 1.6) contains interesting evaluations of the
performance of BIER and BIER-FRR in a high-performance hardware testbed. The
paper was published as open access in the IEEE Access journal and the source code
is publicly availablé?. The implementation and the results were heavily discussed in
several IETF BIER working group meetings and several other smaller workshops.

Merling et al. [MSM22] (see Appendix 1.7) is a comprehensive evaluation of the scala-
bility and ef ciency of BIER. It has been accepted for publication in the IEEE Transac-
tions on Network and Service Management journal. The results will be presented and
discussed in the IETF BIER working group.

Lindner et al. [LMM22] (see Appendix 1.8) describes efforts to make BIER forwarding
more ef cient in P4. It has been accepted for publication in,fiachine Learning and

2Ihttps://github.com/uni-tue-kn/p4-bier
2?nhttps://github.com/uni-tue-kn/p4-bier-to no
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Arti cial Intelligence for Managing Networks, Systems, and Services* special issue of
the IEEE Transactions on Network and Service Management journal.

Finally, Merling et al. [MMWE18] (see Appendix 1.3) was published at the IETF
Journal in 2018 and has been used as an overview and introduction to BIER.

2.3 Additional Content

Research in this section is only additional content of this thesis and | have been only
contributing author. Therefore | present the work only brie y.

2.3.1 P4 ABC

P4 ABC [MMMH19]% is the P4 implementation of activity-based congestion manage-
ment (ABC) [MZ16]. ABC is a mechanism to ensure fairness between multiple senders
in a domain which does not require per-user or per- ow state in its core. To that end,
ingress nodes measure the activity of users and ows and annotate packets with activity
information. Nodes in the core drop packets when congestion is imminent based on the
activity value in the packet header where packets with higher activity experience a drop
more likely.

We implemented P4 ABC for the P4 software switch BMv2 and performed evaluations.
The results show that without ABC an user with high activity, i.e., high constant bitrate
(CBR) trafc, is able to push away a user that sends TCP traf ¢ which decreases its
sending rate to prevent congestion. When ABC is activated, the TCP user gets a sig-
ni cantly larger share of bandwith because ABC drops packets of the CBR user more
likely due to the higher activity.

2.3.2 Load Pro le Negotiation

In Heimgartner et al. [HHS19]** we presented a scheduling algorithm to nd cost-

optimized load schedules for energy consumers based on day-ahead forecasts. To that
end, users register their schedules at an aggregator which trades energy at the spot
market on behalf of its users. The aggregator checks whether the provided schedules

Z3published on the Future Internet Journal by MDPI
24nternational ETG-Congress 2019, ETG Symposium
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con ict each other, i.e., whether the accumulated power demands in any timeslot can
be met. If so, it renegotiates schedules with the users in a way that those constraints are
met and energy cost is reduced by shifting exibilities to cheaper time slots in the day-
ahead price forecast. The results show the feasabiliy of this approach. However, due to
the simple model, results cannot be generalized and further research is needed.
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